








































































































































































































































































The MQM-I07E Streaker target drone flying in 2004. More than 2,000 of this drone have been 
built and it is primarily used by the United States Air Force and army for testing and training. 
(United States Department of Defense) 

The QF-4 target drone is an 
unmanned Phantom aircraft 
used to test the 
manoeuvrabilHy of air-to-air 
missile systems in realistic 
combat situations. It is the 
latest in a long line of aircraft 
that have been adapted to be 
flown remotely. The QF-16 is 
the next generation of the 
target drone capability. 
(United States Department of 
Defense) 

Royal Air Force Reaper unmanned aircraft being operated in Afghanistan. (Royal Air Force) 



Royal Air Force Reaper airborne over Afghanistan, armed with four Hellfire missiles and two 
Paveway bombs. (Royal Air Force) 

An artist's impression of the next generation of UMA. (United States Department of Defense) 



The United States navy X-47 on a test flight. Note the stowed arrester hook. (United States Navy) 

The United States navy flight-test X-47 verucle on the ground. (United States Navy) 
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that UMA are going to be increasingly used in the United States as a toolkit 
for law enforcement agencies have not been greeted with a great deal of 
enthusiasm. 

The camera on the ARGUS-IS is based on an astonishing 1.8 gigapixel 
sensor array that can image objects as small as 6 inches on the ground from 
an altitude of 17,500 feet. The array is built up from 368 imaging sensor 
systems based upon cellphone technology. Coupled to the camera, advanced 
software can track the movement of individuals and objects such as cars. This 
is especially important in an urban context. In rural situations the current 
trend with armed UMA strikes is to try to wait for those in the cross wires to 
be in a car and away from other people who might be killed accidentally. 

Maritime UMA 
The most common UMA in service is the smaller RQ-7 A Shadow of which 
IISS estimates 236 are operational. These are tactical platforms whose role 
is to help commanders on the ground in convoy or on manoeuvre to be aware 
of potential hostile forces gathering to launch attacks. In the era of UMA, 
tactical and operational commanders should no longer be surprised by events 
and that equally applies in the naval domain. UMA concepts are also rapidly 
developing for use in the maritime environment. In 2009 Vice Admiral 
McCullough provided an insight into the United States navy's thinking when 
he noted it had plans to spend upwards of $6billion on unmanned projects in 
the coming five years. Not all of this spending would go on UMA. Some 
would be directed towards Unmanned Surface Vehicle (USV) developments. 
This, the admiral noted, was part of a broader plan to embed UMA into day­
to-day maritime operations. 

With frigates and destroyers routinely deployed with helicopter aviation 
support to extend the ability to look over the horizon in missions designed to 
counter piracy and drug-smuggling plus actions to curb the spread of 
weapons of mass destruction, it was natural for maritime UMA designers to 
at least consider a helicopter-based platform. The MQ-8C is the latest UMA 
to emerge in this area. It provides a 30 per cent increase in range and a 
massive 40 per cent uplift in the payload carried by its predecessor, the MQ-
8B. 

In 2009 the MQ-8B was seen as the natural adjunct to the Littoral Combat 
Ship (LCS). It would provide the ISTAR element as well as carrying the 
Coastal Battlefield Reconnaissance and Analysis ~COBRA) shallow-water 
mine detection system. As those developments matured, maritime UMA 
capabilities have also moved from being the hunter to the predator. 
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For the moment those are restricted to surface-based threats such as 
pirates and those involved in smuggling. In time, developments will also no 
doubt take place using UMA in the anti-submarine warfare role. A UMA 
deploying a sonar system into the water to listen for the presence of an enemy 
submarine is not a far-fetched idea. Neither is the thought that one day a 
UMA could launch a torpedo. Weight restrictions, however, make that 
problem slightly more difficult to solve. A Hellfire missile on a Predator 
carries a small warhead. This would not achieve a great deal against a nuclear 
submarine or a surface combatant. Arming maritime UMA therefore remains 
in its infancy. However, as the counter-piracy missions in the Indian Ocean 
have shown, the problems with trying to gain situational awareness over vast 
tracts of ocean are ideally suited to the current generation ofUMA. 

Twenty-three RQ-4B Global Hawk platforms are also operated by the 
USAF. Four of these have been converted to provide test vehicles for the 
Broad Area Maritime Surveillance (BAMS) mission in support of naval 
operations. The overall figure produced by the IISS is likely to be an 
underestimate, given that the information provided by them did not include 
data supplied by Russia, Turkey and China. 

Precise effects 
As the technical challenges of staying aloft for lengthy periods of time were 
overcome, the potential for UMA to provide an 'eye-in-the-sky' over either 
a static or moving target was always going to be attractive. However, the 
crucial factor was their ability to deliver military effect with increasing 
precision. The random nature of the V-I attacks towards the end of the 
Second World War had to be replaced by an ability to deliver the desired 
effect while minimizing civilian casualties. 

As the years have passed the tactics used to try to destroy or capture 
unmanned aircraft have continued to vary in their sophistication. In 
Afghanistan when Reapers and Predators have crashed, the Taliban have 
often been quick to claim it was their actions that resulted in the UMA being 
lost. Much of this is empty rhetoric. In July 2013 a United States Air Force 
Predator UMA was captured on film crashing in mountainous terrain in the 
border region between Iraq and Turkey. Kurdish separatist guerrillas 
operating in the area claim to have shot down the aircraft. Such rhetoric is 
hard to verify but UMA operating in mountainous regions are generally more 
vulnerable to ground attack. The unarmed UMA in question was operating 
over this area as part of a covert operation called NOMAD SHADOW. The 
UMA had been supplied to the Turkish government by the Americans. This 
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operation had been activated in November 2011 as concerns mounted over 
the activities of Kurdish separatists hiding in northern Iraq. This purchase of 
UMA by foreign governments experiencing problems with terrorist groups 
that may choose to target western interests is unlikely to be the last. 

Terrorist attacks in Turkey mounted from the safe haven of northern Iraq 
were routinely targeting western interests. The deployment of unarmed 
American UMA into the area provided real-time downlinks of data to Turkish 
forces pursuing the Kurdish rebels as they sought sanctuary across the border 
with Iraq. In time these will be phased out as Turkey's own indigenous UMA 
development programme comes to fruition. It has been announced that these 
will be armed. In the meantime, unarmed UMA operated by the Turkish 
forces have been monitoring activity in the border region with Iraq where 
they operate. 

In October 2013 the Turkish newspaper Zaman announced that the UMA 
had witnessed insurgents preparing to leave Turkey as peace talks with the 
Kurdistan Workers' Party (PKK) have made progress. Perhaps the outlook 
in the border area between Turkey and Iraq will see an improving security 
situation. If that welcome development does occur, it will still be important 
for UMA to monitor the area in the medium term to ensure the PKK have 
finally pulled back from conducting terrorist attacks inside Turkey. 

In Afghanistan the situation is a little different. While the Taliban do have 
a small remaining stock of what is often referred to as anti-aircraft artillery 
(or Triple A), these are rarely found in the areas where the UMA operate. 
Other weapons used by the Taliban simply do not have the range and homing 
capability needed to engage a UMA, even though they do not fly that quickly. 

On 4 December 2011 the Iranians claimed to have seduced one of the 
Americans' most advanced unmanned surveillance aircraft, the RQ-I70 
Sentinel, by conducting an attack upon its control links. The Iranians 
suggested that they had managed to conduct a cyber-attack upon the radio 
links used to remotely control the aircraft. The aircraft, the Iranians claimed, 
had been detected in their airspace 225 kilometres (140 miles) from the 
border with Afghanistan. It was presumed to be on a mission to monitor 
developments at various Iranian nuclear sites. The Americans were quick to 
pour scorn on these claims, suggesting that the aircraft had simply suffered 
a malfunction and crashed. 

Months later an unmanned aircraft, thought to have been flown by 
Hezbollah, flew from the Lebanon over the Mediterranean Sea and over Israel 
before it was shot down by an F -16 fighter jet. Its target would have appeared 
to be the Israeli nuclear power facility at Dimona. Analysis of the remains of 
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the platform tied its design to that of an Iranian unmanned aircraft. 
Presumably this was a reprisal for the American overflight ofIranian nuclear 
facilities. Such was the slow speed of the unmanned aircraft that the F-16 
had to make several passes before it could launch a missile that destroyed 
the target. As events over southern England had showed in 1944 and 1945, 
despite being a relatively easy target to attack, the UMA is not necessarily as 
vulnerable as people might think. 

As if to underscore their increasing capabilities in UMA technology, in 
November 2013 the Iranians unveiled their own indigenous armed UMA 
which they claim can fly over a range of 1,200 miles (2,000 kilometres) and 
can remain airborne for up to thirty hours. The Iranians have decided to call 
the new UMA Fotros. It is named after a fallen angel in Shia mythology who 
was redeemed by Husayn ibn Ali, a symbolic figure in Islam. This new 
addition to Iran's military capability shows how they are able to defy 
international sanctions associated with their nuclear programme and still 
make significant developments in aviation technology. 

While the Iranians seek to make some serious publicity from developing 
their own armed UMA, they still face practical problems with its operation. 
Without the kind of sophisticated global satellite communication systems that 
the American and United Kingdom Reapers rely upon to convey their 
imagery to ground controllers, the Iranian UMA will have to operate in line­
of-sight of the ground controllers. This will limit their operational manoeuvre. 
Iran's increasing concerns over some of the drug-smuggling that goes on 
along its borders with Pakistan and Afghanistan may be the first place where 
the new UMA capability will be used. It is interesting to wonder whether a 
member of one of the cartels involved in smuggling narcotics into Iran may 
be the first victim of an Iranian UMA strike. Using armed UMA against 
criminals will cross a rubric that the west has been reluctant to take so far. 

New horizons 
As the international security environment changed from the ideological clash 
of the superpowers in the Cold War to a more uncertain landscape where 
threats hide in the least accessible areas ofthe world, the utility of the UMA 
has suddenly blossomed. Their ability to linger over a target area for an 
extended period of time watching for an opportunity to strike provides a 
unique capability that is ideally suited to contemporary forms of warfare. 
Their ability to lie in wait for a fleeting target is a particular quality that has 
military and political value. However, that is not where the increasing 
ubiquity of UMA ends. 
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Applications exist in the military, law enforcement and disaster 
management arenas for such a capability. Other novel applications ofUMA 
are emerging, such as mapping fields of vines to check for infestations. In 
simple terms, anything that can be detected by visual, radar or infrared 
sensors may eventually become an application for UMA. What has been 
pioneered in the field of remote sensing from space is now applied at even 
higher resolutions from UMA. They can also stay over the target area for 
longer; a vital attribute that differentiates UMA from satellites whose re-visit 
rate poses problems in building up behaviour patterns of individuals on the 
ground. This makes UMA such as the Global Hawk of particular interest to 
specific countries; for example, South Korea and Japan. South Korea's focus 
is understandably on the land border with its petulant neighbour. Japan has a 
greater interest in maritime applications of UMA. 

From countering piracy in the Indian Ocean to tracking drug smugglers 
across the Gulf of Mexico and spotting economic migrants travelling across 
the ocean into Australia, the list of ways of using UMA will inevitably grow. 
In the future many more applications will no doubt arise where cameras need 
to be placed into risky and dirty situations where humans find it difficult to 
venture. 

Of all these potential ways of using UMA, the wars in Bosnia, Kosovo, 
Iraq, Afghanistan and the Israeli issue with Hamas and Hezbollah provided 
the catalyst for greater investment in the technologies and their rapid 
evolution from being mere hunters to predators. It also reflected a change in 
the dynamics of warfare. In the wake of the sacrifices made in Vietnam, the 
Korean War and the two world wars, western political leaders had become 
increasingly reluctant to adopt the use offorce to achieve political ends. The 
nervousness in America and Western Europe over attacking the Iranian 
nuclear programme provides one contemporary example. The reticence over 
launching military operations in Syria provides another. 

Yet as the world has changed, the need for measured and proportionate 
measures to disrupt the activities of international terrorist groups such as Al 
Qaeda, Hamas and Hezbollah has also increased. The implications off ailing 
to act to prevent future mass casualties such as those that occurred in America 
on 11 September are simply too profound. 

Increasingly, however, as armed UMA strikes have created disquiet, new 
forms of interventions are required. A new paradigm is being debated. This 
is one that moves from the palliative approach adopted so far to one based 
on a prophylactic model. Whereas in the past the aim was to gain relief from 
the threat posed by Al Qaeda without addressing the condition that created 
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the threat in the first place, the next evolution will try to stop any future 
evolution of similar groups ever occurring. 

For some who regard themselves as pragmatists and realists, such a 
solution may appear fanciful. Others may take a different viewpoint, arguing 
that any form of military intervention in foreign states shows a lack of 
imagination on the part of political leaders; a position that is also increasingly 
being challenged by western public opinion, as events concerning a possible 
military intervention have shown. If western public opinion has no appetite 
for increased military engagements, other than to target individuals who may 
be planning major terrorist attacks in the United States and Western Europe, 
the argument of retaining and perhaps even expanding the use of UMA strikes 
is given further impetus. 

Irrespective of which argument has the political ascendancy at the time, 
one important fact remains clear. All forms of struggle move on. As the public 
in western societies finds it increasingly hard to justify sending their men to 
war, other ways of preventing potentially catastrophic forms of terrorism 
have to be found. In the short term, the pragmatists argue that requires the 
use of armed UMA. 

In the summer of 2013 a number of aspects of the ways in which armed 
UMA strikes are planned in the United States began to move into the public 
domain. One aspect of this that has been given a great deal of scrutiny is the 
ways in which the so-called 'Disposition Matrix' is used to target specific 
individuals. By any other name the Disposition Matrix would be called a 'kill 
list'. For the Obama administration that has too many echoes ofthe deck of 
cards approach adopted by George W. Bush. 

In fact, suggesting that the Disposition Matrix is a kill list in all but name 
is to miss a vital point. The database, as it is referred to, contains a range of 
bibliographic details on potential targets, known associates, current standing 
in organizations etc., as well as possible ways in which these individuals 
could be brought to justice. The matrix is an attempt to codify the process by 
which targeting decisions have been taken by the president into a more formal 
structure. It has its complications in that lawyers debate the legitimacy of any 
form of what appears to be extrajudicial killing but the Disposition Matrix at 
least covers all the bases in terms of the ways in which the targets can be 
pursued. 

Towards the end of 20 13 a number of examples of the Disposition Matrix 
at work were observed when the United States SEALS tried to capture Ikrima 
in southern Somalia. In parallel with that raid another key member of Al 
Qaeda, Anas al-Liby, was captured in Tripoli. He was wanted for his alleged 
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role in the two attacks on United States embassies in Africa in 1998. These 
two raids occurred over 3,000 miles apart but within minutes of each other. 
One was successful and the other failed but it showed the Disposition Matrix 
in action. One message the Americans were sending was clear: not all leading 
terrorists will be killed by an armed UMA strike. If they feel that they can 
capture and bring an individual to justice they will try to do that, with all its 
obvious benefits in terms of what intelligence information may be reaped 
from arresting such a person. 

Of course, killing or capturing people is all well and good but the question 
of how to stop people being drawn into terrorism in the first place is a vital 
one. In the longer term the approach must be to tackle the root causes of why 
people become radicalized. That does not necessarily require armed 
intervention in the form ofUMA. If that could be minimized, so the argument 
goes, one of the causes of radicalization of the people living under the threat 
of armed UMA strikes would be removed. This raises an interesting and 
important question. Is there any empirical evidence to suggest that armed 
UMA attacks do actually radicalize people? 

Do UMA attacks radicalize people? 
Revenge, it is said, is a dish best served cold. The implications are clear: do 
not act too hastily or with too much military power, or you may suffer the 
consequences. It is a phrase that many Israelis understand very clearly. It is 
also a view that is understood in the White House. Retribution for the attack 
that killed seven members of the CIA in Khost took its time but on 8 March 
2010 Hussein aI-Yemeni was the latest member of Al Qaeda's leadership to 
be struck off the targeting list. He was a Yemeni by birth and was among the 
top two dozen leaders on the American targeting list of Al Qaeda. 

He had, according to senior American officials, played a key role in the 
Christmas attack on the CIA base. The attack that killed ai-Yemeni was 
reported to have been the first conducted in a built-up area. Clearly at the 
time the Americans were prepared to take risks to ensure that a key 
intermediary between the Haqqani network in Afghanistan and Pakistan and 
the core leadership of Al Qaeda in Pakistan was killed. He was also believed 
to have had important connections into Yemen. 

The need for caution in seeking retribution is particularly true in the field 
of Counter Insurgency (COIN) operations. The action-reaction - or tit-for­
tat - cycle that is so often the catalyst for continuing the violence rarely seems 
to be broken, especially if the societal backdrop for the military operations 
is a country in which blood feuds and the importance of revenge is written 
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into the core values and belief systems of those involved. In May 2010 there 
was a particularly devastating attack on extremists hiding in Pakistan. A 
reported eighteen missiles killed fourteen fighters in North Waziristan and 
injured a further four people. A wave of protests followed, driven on by 
extensive media coverage of the attack. 

This was the third attack in what appeared to be a high rate of strikes 
following the failed attempt by an American citizen known as Faisal Shahzad 
to detonate a car bomb in Times Square in New York. The surge of strikes in 
North Waziristan following the attempted bombing looked suspiciously like 
a direct attempt at payback. To many in the media Al Qaeda and its followers 
were being sent a very clear message: threaten the United States and you will 
unleash a whirlwind of retribution. Of course, if the Americans do surge their 
armed UMA strikes they must expect that on occasions this will cause a 
backlash. 

The idea that UMA strikes cause people in Pakistan to become radicalized 
is quite fashionable in left-wing circles. The centre-left German newspaper 
Siieddeutsche Zeitung published an article on 7 February 2013 written by 
Nicolas Richter that argued this position. The author was specifically critical 
of what he saw to be the hypocrisy of President Obama - having won the 
Nobel Peace Prize - in turning UMA on innocent civilians on whom they 
had a 'traumatizing effect'. 

The lack of transparency or Congressional oversight of the process by 
which targets are selected is a common position of left-wing commentators 
who argue the immorality and illegality ofUMA strikes. In his article Richter 
also took issue with a specific comment made by John Brennan, a senior 
member of the Obama White House team, who sought to compare UMA 
strikes to a scalpel. Brennan had claimed that UMA strikes were similar to a 
surgeon 'cutting out a tumour without damaging the healthy tissue' . 

Richter's counter was to suggest that those operating the UMA are 'so 
enraptured with their new tool that they have long since lost the sense for the 
quiet minimalism of a surgeon. ' The implication of his overall comments was 
that America may well come to rue the day it sought to flout international 
legal norms to achieve a short-term effect on international terrorism. In time, 
Richter argued, other countries would develop UMA capabilities and at that 
point tum them against American interests. 

The French commentator Georges Malbrunot writing in Le Figaro on 8 
October 2013 took up the theme that UMA strikes actually have a limited 
impact upon international terrorist networks. The article noted that no fewer 
than twenty-five of Al Qaeda's top leaders have been 'neutralized', including 

118 



PREDATORY INSTINCTS 

the American of Yemeni extraction Anwar al-Awlaki who was thought to be 
behind the radicalization of many people who had visited his internet sites 
and listened to the 2,000+ sermons he had published online. Malbrunot 
argued that even when UMA strikes are combined with Special Forces 
operations designed to arrest other key players, the underlying terrorist 
networks are able to reconstitute themselves and carry on. These, he argued, 
were insufficient to weaken a terrorist network that has become a 'label' in 
the long term. 

His point, that in effect Al Qaeda's ideology has greater enduring powers 
than those individuals who offer their lives in the cause defined by Al Qaeda's 
narrative, is one with which it is difficult to argue. He also raises the point 
that from a geographic aspect many of those involved simply enjoy a great 
deal of geographic manoeuvre room in which to avoid the watchful eyes of 
UMA. Those terrorists aligned with Al Qaeda that withdrew from Mali in 
February 2013 simply faded away into the ungoverned spaces along its 
borders with Mauritania, Algeria, Libya and Niger. The fact that the Libyan 
government admitted on 11 August 2013 that it was under pressure to allow 
armed UMA to conduct operations over its southern border illustrates the 
problem of the vast ungoverned areas in which international terrorist groups 
can still find sanctuary. Malbrunot also noted that a number of recent high­
profile prison breaks had further served to boost Al Qaeda's ranks in places 
like Pakistan and Yemen. 

The dynamics of the increasing geographic range of armed UMA 
operations is clearly something that the United States will have to confront. 
With the legal and ethical arguments being made about the validity of these 
attacks being questioned repeatedly in public, the Obama administration 
started to subtly modify its position in the summer of 2013. Whereas 
previously armed UMA strikes were seen as preferential to placing boots on 
the ground, two Special Forces raids, conducted in the wake of the assault 
on the Westgate shopping mall in Nairobi, provided evidence that the White 
House was prepared to use other options available in the Disposition Matrix 
to target specific high-profile individuals. 

Indeed, just before that attack in Kenya the United States Secretary of 
State, John Kerry, had ventured to suggest on a visit to Pakistan that as far as 
the armed UMA strikes were concerned: 'I think the program will end as we 
have eliminated most of the threat.' He went on to say: 'The President has a 
very real timeline and we hope it's going to be very, very soon.' Anyone 
looking at how the international terrorist network has managed to adapt in 
the face of the onslaught from armed UMA strikes might suggest that the US 

119 



DRONE WARFARE 

Secretary of State was engaging in some highly wishful thinking. As if to 
underpin that point, the White House was quick to distance itself from the 
remarks made by Kerry. 

In the kind of complex tribal societies that have formed the backdrop to 
current operations, local customs, creeds and traditions are important; none 
more so than the way a family's honour or status can be lost. If this occurs 
as a result of not avenging an attack it can have profound implications for 
the individual, their family and their status in society. The sanctions that can 
be applied are defined in local interpretations of customary law and can 
include a range of measures, one of which is for the individual or family to 
be ostracized from society. In close-knit communities where families may be 
reliant on one another to survive in their harsh living environment, this can 
be a very difficult position in which to be placed. 

These are parts of the complex and shifting 'mosaic war' acknowledged 
in Field Manual 3-24: the American military's doctrinal statement of the ways 
of conducting COIN operations. It has led many to suggest that the use of 
armed UMA strikes against key leaders involved in the insurgency has a very 
negative effect on the local population. With pictures of the aftermath of 
attacks rapidly being sent around the world via social media, the problems 
become particularly acute. The people directly affected by the attacks, it is 
often reported, are willing to become directly involved in the insurgency to 
avenge the deaths of their families and friends. The suggestion is that around 
the world as armed UMA strikes increase, more and more people will be 
drawn into cooperation with international terrorist groups such as Al Qaeda 
and Hezbollah. 

For many inclined to criticize the operations of UMA in far-off theatres 
of conflict, the radicalizing effect of armed UMA attacks is a key concern. It 
is their single reason for calling a halt to the use of armed UMA. They cite 
protests on the streets and surveys conducted in the areas affected as 
providing evidence of the impact moment. What they actually do later is a 
very different matter. As ever, the Latin phrase fallaces sunt rerum species et 
hominum spes fallunt applies: 'Appearances are deceptive and the hope of 
men is thus deceived.' 

Operations by the Predator and Reaper UMA in the campaigns in which 
they have been used have led to situations where civilians have been caught 
in the crossfire of war. Understanding precisely the number of civilians killed 
in such attacks is difficult. Much of the reporting is based on innuendo and 
rurnour. The need for the family members of those killed to find some form 
of retribution is important in some societies. 
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That said, the prevailing view on just how many civilians have died in 
armed UMA strikes appears to be changing. On 31 October 2013 the 
Pakistani government issued a statement that said only sixty-seven civilians 
had died in all the armed UMA strikes since 2008. In comparison with some 
of the estimates produced by other organizations this is an extraordinarily 
low figure. Many organizations have ventured into the territory of trying to 
develop methodologies that can provide more accurate reporting of the level 
of civilian casualties. Some have tried to manipulate figures published in 
open sources. In a report published by the Columbia Law School in 2012 
these methods were sharply criticized and were described as 'potentially 
highly misleading'. 

The Bureau of Investigative Journalism claims that at least 300 civilians 
died in the same period. Indeed, the statement released by the Pakistani 
Ministry of Defence goes further, suggesting that no civilians died in armed 
UMA strikes in 2012 and 2013 while noting that 2,160 militants had been 
killed in the attacks. The release of these figures brought the inevitable chorus 
of conspiracy theorists suggesting that the Americans had somehow paid the 
Pakistanis to release this low figure. 

The truth no doubt lies somewhere in-between these extremes of analysis, 
although one organization unlikely to be specifically on-side with armed 
UMA strikes, Amnesty International, has noted in a report published in the 
autumn of 20 13 the degree of intimidation from the Taliban faced by relatives 
of those killed in armed UMA strikes to exaggerate the numbers of those who 
have died. One specific uncertainty centres on the problems of how the 
Americans choose to classify those caught up in the attack. Any males in a 
specific age range are not regarded as innocent bystanders if they happened 
to be in a room in a compound that was attacked. 

Despite these remaining concerns and the continuing opacity of the White 
House on the armed UMA strikes, there is a discernible trend of reports that 
are now producing a less sensationalist viewpoint of the numbers of civilians 
that are actually being killed. It would appear that one of the prime reasons 
why some commentators like to venture that armed UMA strikes are a cause 
of radicalization might, in fact, not be quite what it seems. 

While every effort is made to use these instruments of war with precision, 
errors do occur. When they do, depending upon the prevailing situation at 
the time, they can have a disproportionate and wide-ranging effect. These 
can have geo-strategic, strategic, operational and tactical consequences across 
the entire gamut of the so-called instruments of power. Whereas in the past 
the line between what was a tactical, operational and strategic military 
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activity was clear, today those lines of demarcation are very blurred. Indeed, 
some may argue that there is little in the way of discrimination at all. 
Something that happens at the tactical level can have an immediate and quite 
profound impact on the strategic landscape. 

In Appendix A the insurgency in Pakistan is analyzed. Behind the 
reporting provided in the Appendix is a great deal of analysis work aimed at 
looking for any detectable links between armed UMA strikes and any 
indicators that they have had a radicalizing effect on the ground. Empirically 
it is very difficult to show that claims made in the media about this coupling 
actually exist. This is a conclusion that has also been derived by an expert 
team deployed by the RAND Corporation who have studied data drawn from 
both Pakistan and Afghanistan with a view to trying to see whether UMA 
strikes are in some way increasing the levels of violence in those two 
countries. 

Their report, published in July 2013, developed and tested a number of 
hypotheses using data they collected from a number of similar sources to 
those analyzed in Appendix A. Their conclusion is interesting. The results, 
the RAND team note, 'lend credence to the argument that drone strikes, 
whilst unpopular, have bolstered United States counter-terrorism efforts in 
Pakistan - and cast doubt on claims that drones strikes are militarily 
ineffective.' They also go on to develop five different measures of militant 
violence in Pakistan. These are: 

• Frequency of attacks 
• Lethality of attacks 
• Number of attacks on tribal elders 
• The number of lED attacks 
• The number of suicide attacks. 

They then venture that the detailed analysis of their results did not support a 
hypothesis they had developed suggesting that increased UMA strikes would 
be associated with increased terrorism. 'On the contrary', they go on to note, 
'they support the alternative hypothesis that drone [sic] strikes are associated 
with decreases in militant violence.' Powerfully they also add: 'We find no 
evidence in support of the competing hypothesis that drone [sic] strikes 
increase violence. ' 

The implication of this is that the UMA attacks are not adding to the factors 
that already drive some people into radicalization. In drawing this conclusion 
the RAND team also looked in detail to see if there were any signs of 
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geographic displacement of terrorism as a result of UMA strikes. None was 
forthcoming. Any careful analysis of the situation on the ground in Pakistan 
would quickly suggest that the RAND team's conclusions make sense. 

The terrorism picture in Pakistan is very complicated and driven by many 
local factors. In Balochistan, for example, an insurgency exists to try to create 
a separate state. Issues over the exploitation of natural resources in the area 
and the benefits that accrue to people in Balochistan have provided a long­
standing set of grievances. In Karachi much of the terrorism that occurs on 
the streets is sectarian in nature, flaring up periodically in a cycle of tit-for­
tat killings. The one area where it is possible to hypothesize that armed UMA 
strikes would be having a radicalizing effect is in the North-West Frontier 
Province (NWFP) and the Federally Administered Tribal Areas (FATA). 
However, analysis of the attacks on the ground conducted by insurgent groups 
active in the areas does not produce any evidence that such a correlation 
exists. 

Paradoxically where the main set of armed UMA strikes occur in South 
and North Waziristan there are few retaliatory attacks against pockets of 
Pakistan security forces located on the ground. There is certainly little 
evidence in the analysis suggesting that a counter-strike occurs within hours 
or days of an attack. If anything, the figures suggest that the armed UMA 
strikes have a coercive effect on the terrorists. Analysis of the patterns of 
terrorist attacks prompts the question: does this mean that the retaliation is 
geographically displaced? 

The answer to that also appears to be that there is little empirical evidence 
to suggest that this is the case. Appendix C explores this idea of geographic 
displacement further by looking at the attacks on NATO convoys passing 
through Pakistan en route to Afghanistan. It poses the question: is there any 
empirical evidence to suggest that the attacks are in some way a reaction to 
armed UMA strikes? Again the answer is far from conclusive, although there 
is some indication that the time window between armed UMA strikes and 
subsequent attacks on NATO convoys has been reducing. 

It would seem that it is easy for people in Pakistan to say they are being 
radicalized by armed UMA strikes but little evidence emerges from factors 
that can be observed externally suggesting that is actually the case. For those 
tempted to suggest there is a measurable impact on the local people that 
drives them into terrorism, these results make difficult reading. As the armed 
UMA strikes are applied with increasing precision and focus more on people 
on the move in rural areas and avoid attacks in urban areas, the likelihood 
that people will be radicalized will arguably be reduced even further. 
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That, however, does not reduce the increasing political sensibilities on 
this subject. During a visit to Pakistan in August 2013 United States Secretary 
of State John Kerry seemed to announce an imminent end to UMA strikes in 
Pakistan. It appeared as though Kerry was playing to the gallery in Pakistan 
where the newly-elected Prime Minister Nawaz Sharif had demanded an end 
to UMA strikes. Within a matter of hours the State Department was forced 
into rushing out a clarification of the Secretary of State's remarks, suggesting 
that: 'In no way would we ever deprive ourselves of a tool to fight a threat if 
it arises.' 

His view was presumably based upon the reports, some of which could 
be regarded as somewhat premature, that Al Qaeda's core leadership team in 
Pakistan has now been all but eliminated. Rationally that would seem to be 
an optimistic assessment. Al Qaeda's demise has been forecast too many 
times already. The movement, for that is what it is, shows a remarkable 
durability. While many presume that the current leader of Al Qaeda still 
resides in Pakistan, other key figures in the organization are also believed to 
be close by. These include Saif-ul-Ajal (the son of Osama bin Laden) and 
Azam Gadaahar, an American convert to Islam who has taken on an 
increasingly prominent role in developing Al Qaeda's narrative encouraging 
vulnerable people in the west to become lone wolves. 

While these individuals remain at large it seems unlikely that Al Qaeda 
will suddenly reach a tipping-point and become irrelevant. That view has 
also been reinforced by the rapid geographical diversification of the 
movement using a model based on franchises. These now extend across a 
swathe from South-East Asia through the Middle East into North Africa and 
include insurgencies affiliated to the movement in places such as Tunisia, 
Libya, the Sinai Desert, Syria and Mali. 

While the Al Qaeda franchises in Mali have been defeated by the French 
intervention in seizing the capital Bamako, they have dispersed and are 
simply waiting for the French forces to leave before attempting to take on 
the Malian army again. Next time, however, the insurgents will also have to 
contend with United States UMA strikes. Preparations in Niger to host armed 
United States UMA are already well advanced. 

Cooperation between Israel and Egypt in the Sinai Desert using UMA to 
track Al Qaeda-affiliated groups operating in the area has also surfaced in 
media reports. Indeed, on one occasion in August 2013 suggestions even 
appeared that an armed Israeli UMA was used to kill four suspected militants 
in the Sinai. This is just the sort of remote area that Al Qaeda enjoys 
exploiting. They are adept at forging links with local Bedouin tribes and using 
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those relationships to find shelter and sanctuary in areas where government 
control simply does not exist. 

Historical insights on insurgencies 
Today's insurgencies do not exist in an historical vacuum. Each draws upon 
the pantheon of past history and of examples where insurgencies have been 
successful and where others have failed. It is axiomatic that those that have 
succeeded have managed to tap into the emotions and support of local people. 
As many military commanders have correctly identified in contemporary 
warfare, the fight for the 'hearts and minds' of the local population is the 
centre of gravity of the campaign. Any events that give the insurgents the 
opportunity to manipulate the media simply have to be avoided if at all 
possible. 

The issue for those engaged in the command chain of COIN campaigns 
is to do everything humanly possible to avoid civilian casualties, given what 
are inevitably difficult circumstances. Where things do go wrong it can hinder 
progress in the overall campaign. In what can be a feverish and emotional 
atmosphere in the wake of an attack where civilian casualties arise, the truth 
can often be submerged below a surface of rumours, lies and denunciations. 

As opposed to their historical counterparts, today's insurgents enjoy many 
of the freedoms of social media. They have proved themselves to be adept at 
capitalizing on unfortunate civilian casualties. Securing the consent of the 
people can be difficult, especially when the people that may be killed in such 
operations often have close kinship ties with those holding important sway 
over the local people. 

These events can fuel the insurgency and help maintain the tempo of 
hatred that is required to keep people fighting in what can often appear to be 
very difficult circumstances. Lessons from Iraq and Afghanistan show that 
COIN can be a war of attrition; it is just more selective regarding who ends 
up being killed. While comparisons with the kind of 'total war' of the early 
part of the twentieth century are difficult, military activities by all sides 
involved in a COIN campaign are often unable to distinguish the combatants 
from the non-combatants. 

It may be a cliched view but it is axiomatic that in war it is not just those 
engaged in combat operations who get hurt. For coalition commanders, in 
places like Iraq and Afghanistan the need to find other ways to maintain the 
pressure on an agile adversary was crucial. It waS to Special Forces that the 
commanders in Iraq initially turned for help. They are specifically attuned to 
COIN. 
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The tactical evolution of the COIN doctrine that has achieved so much in 
Iraq and Afghanistan has built on the core concept of high-tempo operations 
by members of the Special Forces against key members of the command 
chain involved in directing the activities of the insurgency. This was where 
coalition commanders decided to place their tactical focus. As a tactic, it does 
carry risks. Non-combatants can be caught up in the exchanges, even when 
the intelligence sources being used are accurate and reliable. 

UMA have also played their part in this process of dislocation, both at the 
strategic end of the equation in Pakistan - targeting the hideaways used by 
the Taliban commanders over the border - and in Afghanistan. By being able 
to operate in the difficult-to-access sanctuaries, the drones have played an 
important role in the psychological war that goes to the core of a COIN 
campaign. 

Through exerting this kind of constant pressure against the second-tier 
commanders, the ability of the highest-echelon commanders to put their plans 
in place on the ground becomes disrupted and dislocated. The operations of 
the UMA have also clearly been shown to have a coercive effect upon the 
leadership of AI Qaeda, restricting their freedom of manoeuvre. The joint 
activities of the Special Forces and the Predator and Reaper UMA have had 
a major impact in helping shape the battlespace, creating the conditions in 
which some form of political reconciliation process can start. It is axiomatic 
in COIN campaigns that this rarely occurs quickly. 

It would seem that only time, and a certain degree of war-weariness 
associated with the population at large, can create the conditions for an 
insurgency to start to lose the fundamental lifeline on which it depends: the 
people. Hence the average duration of insurgencies in history is around 
fourteen years, or half a generation. COIN operations rarely end quickly. 

Kinship ties can also provide the insurgents with a high degree of 
immunization against any efforts by the counter-insurgents to create a 
narrative that exploits any fault lines that might appear in the course of 
routine insurgent activities. Even they make mistakes and provide the 
counter-insurgents with opportunities, albeit fleeting ones, to remind people 
that the insurgents are equally capable of hurting people. Indeed, the 
insurgents are far from innocent in this regard. The wilful use of children as 
young as 6 in the role of suicide bombers is an example of where they are 
prepared to act outside what might be regarded as socially acceptable. 

Even when an insurgency is deeply socially embedded and reliant upon 
long-standing family ties, such exploitation of children under whatever 
theological pretext is available still creates a backlash. Sometimes the 

126 



PREDATORY INSTINCTS 

population involved in an insurgency must feel they are being pulled between 
two polarized forces, neither of which seems to respect the social norms, 
values and beliefs that provide the basic function of their society. 

For the insurgents, maintaining the goodwill of the people is crucial. In 
this regard they have an initial advantage when it comes to securing the 
consent of the people, with their understanding of local customs, traditions 
and interpretations of customary law. Mao Tse Tung acknowledged this with 
his document 'Three Rules and the Eight Remarks' in which he laid out the 
nature of the relationship that insurgents should have with the people, placing 
it on a legal footing. His writing on this subject is the first time the idea of 
'hearts and minds' was written down without it being formally referred to in 
that way. What Mao sought was a 'unity of spirit' between the insurgents and 
local people. He also benefited in trying to create that goal from a lack of the 
kind of cultural and religious schisms that punctuate contemporary COIN 
campaigns, adding a greater degree of complexity to mapping the societal 
landscape. 

Mao specifically noted in the 'three rules' element of his doctrine that 'all 
actions should be subject to command'. The implication was that actions had 
to be approved and that no individual or lower-level commander could 
sanction actions that might create a schism between them and the local 
people. For the Taliban in Afghanistan the dislocation of the command chain 
has proven difficult for them to address. As the casualty count built up over 
2009-2011, many second-tier commanders looked long and hard in the 
mirror. As their life expectancy decreased, so did their willingness to fight. 
For the COIN campaigns in Iraq and Afghanistan history will show that it 
was the relentless pressure placed on the command tier that finally created 
the conditions for some political process to begin. 

Mao also addressed a wider set of points to layout the way in which the 
population would be maintained on-side. Not stealing from the people or 
being selfish or unjust - the two other rules - provide complementary 
guidance on the nature of how to maintain the support of a population. The 
eight remarks provide a further amplification of the rules, noting that the 
insurgents should 'be courteous' and 'honest in your [sic] transactions'. 

Without that support they risk, over time, becoming marginalized, isolated 
and eventually irrelevant, needing to resort to actions that try to coerce and 
intimidate the public into supporting their actions. For them this can 
undermine the complex social relationships that d'ften modulate the wayan 
insurgency works as apparent disagreements and long-standing blood feuds 
can be temporarily put aside in order to focus upon the common enemy: the 
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counter-insurgent force. For those trying to build a complex societal map of 
the nature of the relationships this can be a tough problem as the links can 
change very dynamically. 

For socially-embedded insurgents a reliance on kinship and family ties is 
important. They can provide the mask that helps screen their activities. 
However, over long periods of time even those relationships can wear thin 
as indiscriminate violence appears to bring no end to the conflict. Human 
beings, no matter what their culture and history of resisting invaders, can tire 
of war. The question for contemporary military commanders is how to sense 
that potential end game and how to maximize their chances of creating the 
conditions in which the wider public tums against the insurgents. This is the 
much-vaunted tipping-point for which military commanders charged with 
delivering some kind of politically acceptable outcome to COIN campaigns 
must now search. 

This idea of creating a tipping-point harks back to the over-quoted 
supposed success story that was the 1950s British campaign in Malaya, 
dealing with the so-called Malayan Emergency. That a reasonable political 
outcome was achieved in Malaya cannot be in doubt. However, the methods 
used, creating what today would be referred to as internment camps, do not 
easily transfer in space and time. The world has moved on since then. 

The geography of Malaya and the lack of media coverage of the 
relocation programme that saw thousands moved from their villages into 
camps were time-specific. This was how British High Commissioner Gerald 
Templer created the necessary dislocation between the population and the 
insurgency. He placed a physical distance between the two which was 
crucial. With the ubiquity oftoday's media, such an operation proposed by 
a leading military commander would not even pass first base in terms of 
political scrutiny. Creating tipping-points in a globalized and highly­
connected world where respect for human rights is paramount has to be done 
without mass movements of populations. Effectively imprisoning large parts 
of a population is simply not a viable option in the court of international 
opinion. 

Templer also understood, however, that creating a physical separation of 
the population and the insurgents was only part of the solution; he also 
recognized the need to create a mental separation. He essentially needed to 
divorce the population from the insurgents. His approach to this led to the 
development of what even today is still referred to as a 'hearts and minds 
campaign'. While in Malaya this twin-track approach to separating the 
population from the insurgents did succeed, the application of the same 
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approach to contemporary counter-insurgency campaigns has not been so 
successful. 

As the COIN campaign developed in Iraq in 2004 and 2005 the United 
States military turned to the lessons drawn from past COIN campaigns, such 
as Malaya, Oman and Kenya, for guidance and insights to inform their new 
doctrine of how to prosecute COIN campaigns. This initially saw a re­
emergence of the use of the term 'hearts and minds campaign'. 

Superficially the approach seemed one that might deliver a positive 
outcome. Time, however, was to prove its inadequacy. The societal landscape 
in Iraq was so very different from that in Malaya, Oman and Kenya. Iraq's 
tribal, clan and kinship ties were far more socially significant. Tipping the 
population in Iraq was going to prove troublesome. It was not just going to 
arise from using instruments that could be developed by the coalition military 
forces; some internal support from within the population would need to occur. 
Ironically the pressure for that to erupt came from the actions of the 
insurgents themselves, who created the conditions for a hugely reluctant 
population to seek assistance from the American forces. 

Mobilizing the population against the insurgents, however, can be difficult 
as was shown by the Cyprus insurgency fought by the British between 1956 
and 1959. This had a far less conclusive outcome because the British failed 
to prise away the population from the insurgents. This can be attributed to a 
number of things. Firstly the insurgent campaign in Cyprus was led by a 
brilliant and single-minded individual: Colonel George (Georgios) Grivas. 
Born in Nicosia in July 1898, Grivas was a local man who understood the 
importance of the societal and geographic landscapes of Cyprus and how that 
might create advantages for an insurgency. In Cuba, Fidel Castro applied 
similar ideas using the terrain of the country to his advantage. 

Colonel Grivas's planning for the insurgency campaign was meticulous 
and took place over a period of several years. His strategy was to deeply 
embed the insurgency into the population, forging a bond that the British 
would find hard to break. His insurgency model is one that has some parallels 
with the way the Taliban currently operate in Afghanistan. The seven 
mountain groups were the people who bore the brunt of the fighting in the 
Troodos Mountains in Cyprus. 

Alongside them he also created forty-seven town and seventy-five village 
groups providing the capacity to conduct small-scale reprisal attacks against 
people seen as collaborators or elements of the British forces, with 
assassination being their main tactic. Given those close social ties forged by 
Grivas, the Cyprus campaign never reached a social tipping-point. The 
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commitment of the Greek Cypriots to the notion of enosis (political union 
with Greece) did not waver. In this situation the British found it very difficult 
to deal with the insurgency. Eventually, after a great deal of bloodshed, a 
political solution did emerge. A similar pathway was also found in Northern 
Ireland. In Spain, a political solution to the problems posed by ETA also looks 
increasingly likely. 

Modern insurgencies 
The problems with security along the border between Pakistan and 
Afghanistan have been well trailed in the media. For the Pakistani army the 
sheer scale of the security problems they are trying to deal with at the moment 
dwarfs the resources that can be allocated to security. Inside Pakistan several 
separate and complex insurgencies are at work. As a state, Pakistan treads a 
fine line between remaining viable and failing completely. The current 
situation there can be likened to a swimmer who is barely able to tread water 
in a rough sea. The situation in Yemen and Somalia is not much different. 
The French intervention in Mali was motivated by a similar situation. Here 
the government's authority was being challenged by another of Al Qaeda's 
highly-mobile franchises. 

As Al Qaeda spreads out from its traditional bases in Pakistan, Yemen 
and Somalia, so American drones are being based at new locations to provide 
the means whereby they can be tracked and their activities disrupted. In early 
2013 the creation of a new base in Niamey, the capital of Niger, is just one 
indication of how the trend towards wider geographic operations is 
developing. Developments in West and North Africa in places like Western 
Sahara, Mauritania, Libya, Tunisia, Algeria and Nigeria are all a cause for 
concern. Instability and a lack of governance in these regions is a magnet for 
those seeking to become involved in Al Qaeda's mission. 

These areas also offer potential terrorists a large amount of manoeuvre 
room with several of the sanctuaries now forming part of a geographically­
interlinked area. Previously Al Qaeda had to deal with its geographic centres 
of activity being dispersed. Now they can move seamlessly through a number 
of vulnerable countries. Mounting Special Forces operations in these areas 
to disrupt the activities of terrorist groups is therefore not straightforward. 

After the successful French military intervention in Mali in early 2013 
many of those involved in the insurgency have dispersed throughout the 
region. Reports have emerged of the remnants of those involved in Mali 
dispersing into Libya, Niger, Algeria and Tunisia. As Egypt seemingly 
descends into political turmoil, Al Qaeda-affiliated groups wait in the Sinai 
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Desert to strike at their adversaries. It may not be long before Israeli airplanes 
and UMA are flying over areas of the Sinai that they gave up in the hope of 
achieving a long-term peace deal with the Egyptians. What goes around 
seems to come around. 

This can only have a detrimental effect upon the overall security picture 
in the wider Middle East and North Africa. Those dedicated individuals 
displaced by the French intervention in Mali are unlikely to just give up their 
vision of creating Islamic states ruled by their interpretation of Sharia law. 
Egyptians who think the west has somehow operated in concert with their 
military forces are likely not to draw a line at street protests. For many, Al 
Qaeda's long-term vision is still a dream that can come true. It is all a question 
of creating the right conditions. 

For the international cornmunity the problem posed by states such as Mali 
is a difficult one. Whereas the French chose to intervene militarily for a short 
period of time to put down a threat to the very existence of the Malian 
government, such as it was, other countries are increasingly reluctant to place 
soldiers on the ground. Vietnam produced its own long-term legacy for the 
American military. That is now being repeated after the long-term wars in 
Iraq and Afghanistan. The situation in Syria provides a warning to anyone 
who thought that military operations in Libya were somehow a model that 
could readily be repeated. 

In Mali the French government with support from its European partners 
is trying to develop a model of military intervention that closely resembles 
the operations mounted by British forces in Sierra Leone in 2000 when 
Operation PALLISER was authorized. In Mali the French enjoyed the 
benefits of close cultural ties to enable them to quickly establish a footprint 
on the ground. Support from NATO colleagues also helped. The Royal Air 
Force flew over fifty heavy-lifting missions using its fleet of C-17 aircraft to 
move forces into Bamako when the initial decision to deploy was taken by 
the French government. A similar speed of response occurred in Sierra Leone 
when an insurgency threatened to bring down the internationally-recognized 
government. 

The insertion of ground forces from the Afghanistan side of the border 
into Pakistan is difficult. The operation to kill Bin Laden shows the scale of 
what is required if Special Forces are to try to neutralize the threat from the 
Taliban and Al Qaeda groups operating in the border regions of the NWFP 
and the FATA. Only a small number of passes are navigable and these are 
well-known to the insurgents who use them as supply lines into Afghanistan 
and also to evacuate people wounded in the conflict in Afghanistan for 
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treatment on the Pakistani side of the border. Putting ground forces into these 
areas for any length of time is hugely risky. The teams involved could be 
compromised on both insertion and extraction, if both of these phases are to 
be done by land. 

Helicopter insertion or extraction is hazardous, as the mission that resulted 
in the death of Bin Laden showed. One of the helicopters involved crashed 
as it was unable to sustain the necessary lift due to a variance in operating 
temperature at the point of attack from what was predicted. The insertion or 
extraction by helicopter is complicated further by the altitude at which any 
insertion would have to be made. At such altitudes the thinness of the air 
creates huge problems for lift. Noise also carries for long distances, alerting 
the insurgents that a military activity is under way. 

The attack on Al Qaeda elements hiding in the Tora Bora area of 
Afghanistan on the border with Pakistan highlighted these issues. Operation 
ANACONDA was an example of the kind of issues that any helicopter-based 
mission into Pakistan would face for insertion, extraction and any ongoing 
re-supply missions. Re-supply by air, using low-level flights to air-drop 
munitions, water and food also had attendant risks. If any of the air-drops 
were not completely precise, their activities would compromise the mission. 

While during the Second World War the Allies maintained a deep mission 
inside Burma, the fact that troops were operating behind enemy lines was 
obvious from the military operations in which they were engaged. The 
Japanese knew the forces were operating in the jungle; it was just a question 
of finding them. The bare mountains of the Hindu Kush offer no such cover. 

The tribal landscape inside the FATA is also unlikely to be friendly or 
provide shelter to a covert force trying to operate inside Pakistan. While it is 
clear that some people in the villages in the FATA have little regard for 
insurgents and for their international guests from far-off places like 
Chechnya, they also would be very wary of being drawn into the middle of 
the ongoing dispute between the warring parties. For many people living in 
the FATA they just wish all of the protagonists that have decided to come and 
live in their area would go away so they can just get on with their lives. 

The only way Special Forces could operate inside Pakistan in the FATA 
is if they operated in really small teams and were able to live off the land 
without any support from across the border. If they were wounded or 
compromised there would be little chance that help would be on hand in the 
kind of time needed for an extraction if they had come into contact; a military 
euphemism for being engaged by an enemy. 

This discussion illustrates the dilemma behind the increasing use of armed 
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UMA for attacks on potential terrorist strongholds, no matter where they are 
established. If large-scale military intervention is not politically or 
economically acceptable, then other methods must be found to remove the 
kind of threats that led to 9/ II. 

The situation is actually very simple. If such people are allowed room to 
plan large-scale mass casualty attacks, they will carry them out. While events 
in London on 7 July 2005 were small by comparison with the scale of 
casualties in America in 2001, they arose because people were able to visit 
terrorist training camps in Pakistan. Simply saying that border controls should 
be enhanced to monitor people leaving Western Europe for destinations such 
as Pakistan, Somalia (via Kenya), Yemen or Syria is not enough. Somehow 
the training camps must be held at risk. As has been shown, the options to 
do that at the moment are somewhat limited. 

The results of armed UMA attacks in Pakistan are rarely far from the 
headlines. The use by the United States of their advanced Predator and 
Reaper UMA to attack targets in the remote and inaccessible parts of the 
FATA was on an upward spiral. The much-reduced use of armed UMA attacks 
in Pakistan following the peak in 2010 is down to a combination of political 
pressure and a general recognition that many of the senior commanders in 
the Taliban have already been removed. Signature attacks - where 
behavioural indicators are used to decide whether activity on the ground has 
terrorist overtones - have also been scaled back. These are the most likely to 
cause the kind of collateral casualties that reignite emotional responses inside 
Pakistan and have political repercussions. 

While the armed UMA attacks do have their notable success stories, such 
as when the Taliban leader Baitullah Mehsud was killed on 5 August 2009, 
more often than not the outcome of the attacks creates a backlash; in this case 
people in various parts of Pakistan taking to the streets to complain about 
their countrymen being killed. The sense of grievance on the streets of 
Karachi and Islamabad is palpable. Fed by rumours that often quickly gain 
traction in such societies, the people's anger is genuine and also reflective of 
a wider range of concerns they have about their security. 

The attacks increase tensions in what is already a fractious relationship 
between the United States and Pakistan. It is an uneasy alliance that was 
further complicated by the obvious lack of trust that existed between both 
parties at the time of the raid by United States Special Forces that resulted in 
the death of Osama bin Laden. This took a situation where disagreements 
were largely voiced and managed in private to a new level when the Pakistani 
government, feeling humiliated that its ally had acted on its soil with no 
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forewarning of an attack, decided to act; expelling members of the United 
States intelligence services and ground support teams supporting the 
operations of the Pakistani army. 

The relationship is one fed by the necessity to cooperate in defeating a 
protean threat but wracked by arguments over how to accomplish the desired 
outcome. Diplomatic cables released by Wikileaks provided important 
insights into the underlying nature of the relationship between Pakistan and 
the United States, with political leaders' public and private views being 
thrown into stark relief. 

Both parties agree that the lack of security in the FATA is a source of 
major problems. However, that is about the extent of the agreement. Trying 
to develop a consensus on how to solve the problem is a very different matter. 
The United States keeps urging Pakistan to do more to disrupt and destroy 
the insurgent and transnational terrorist sanctuaries in the FATA. Pakistan 
counters those diplomatic and military messages with its own rhetoric of the 
manpower it has devoted to trying to create security in an area where the 
inhospitable terrain plays into the hands of the insurgents. 

The Americans justify the attacks as being part of a strategy that 
intervenes upstream when a clear and present danger exists to their security. 
If the people being targeted are not put under some form of military pressure 
they will be free to plot new massive attacks against the United States 
homeland. The spectre of a nuclear detonation hanging over New York is a 
vision that haunts even the most passive members of the United States 
administration. 

Their argument is that they simply cannot take the risk of allowing new 
terrorist training camps to develop. The transnational terrorist groups that 
use these facilities have developed powerful arguments concerning the 
theological justification for the use of weapons of mass destruction against 
the United States. Taking any risk that one day these people could carry 
through on that threat is simply not possible. Indeed, it would be totally 
irresponsible for any government to ignore such a potentially catastrophic 
outcome. Where such a threat exists, it has to be neutralized. 

The problem is that transnational terrorist groups gravitate to ungoverned 
spaces. The FATA, famed for its independent history, is just such a place that 
transnational groups like to inhabit. The mountainous terrain of the area poses 
huge difficulties for anyone trying to conduct ground-based military 
activities. It provides an ideal sanctuary for the insurgents fighting in 
Afghanistan and for groups operating there who have a broader international 
agenda. 
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Therefore as far as Washington is concerned these ungoverned spaces 
cannot be allowed to go unmolested. The images of 11 September 2001 are 
simply too raw in people's minds to allow another event to be planned from 
within the FATA. The American public would not be very forgiving ifanother 
attack, aimed at raising the bar from the almost 3,000 who died in New York, 
Washington and a remote field in Pennsylvania, was to occur. 

The question is how to tackle the threat that exists in the FATA. There 
would appear to be four options for addressing the problem ofthe insurgents 
and their international guests. They apply in Pakistan and in other countries 
where UMA are starting to be used to attack people and groups affiliated with 
Al Qaeda. 

These are as follows: 

1. They are removed from the area by the Pakistani government 
mounting a major military operation into the specific areas of the 
FATA where the groups have taken refuge. This has been tried before 
in South Waziristan with an initial level of success. 
2. They are removed from the area by internal militias (Arbakai) 
formed by the local people to defend their territory from external 
threats. This is complicated by the nature of the relationship between 
the Pakistani government and the local militias, which has important 
historical overtones. 
3. They are engaged and destroyed by coalition ground forces 
projected into Pakistan either overtly or covertly to target specific 
training camps operating inside the FATA in places such as North 
Waziristan. This includes the use of cross-border artillery salvos into 
villages thought to be hosting insurgents and terrorists. 
4. They are engaged and destroyed by the use of air power, one option 
being to employ armed UMA. 

Each of these four options has its advantages and disadvantages. These vary 
at the strategic, operational and tactical level, both militarily and politically. 
In the course of the book we shall analyze these in some depth to document 
the issues and derive a balanced view of their relative merits from the 
perspectives of the parties involved. An analysis of these varying issues 
highlights the reasons why the United States has increased its focus on drone 
operations in Pakistan and elsewhere, such as in the Yemen and Somalia. 

From an American viewpoint, to allow the training camps to fester is to 
invite another attack. The do-nothing option simply carries too many risks. 
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Of all the various diplomatic and military options available, the use of drones 
seems the most cost-effective in an age where austerity is a word rarely far 
from the lips of political leaders in the western world. The same argument 
also applies in Israel when it comes to the increasing presence of Al Qaeda 
in the Sinai Desert and Syria. 

From the viewpoint of the Pakistani government and other governments 
that also come into the cross wires of a burgeoning drones campaign, the 
potential for civilian casualties and a backlash against the political leaders 
who appear to condone such activities is also a high-risk venture. 

Of course this could be partially solved if the nature of the targeting by 
the drones could be so precise that only insurgents or their immediate families 
would be killed, eliminating the deaths of innocent civilians altogether. That 
is a utopian dream. It is axiomatic in war that sometimes civilians will die, 
caught in the crossfire of implacable opponents. 

The issue is whether the level of civilian casualties can be kept below the 
threshold of pain that sees an entire society rise up against the attacks. In 
Pakistan while there are a vocal few, that the media always picks up on, there 
are other more pragmatic groups and individuals who recognize that solving 
the problem is not going to be easy and the pain of civilian casualties has to 
be accepted. 

The reality of UMA operations 
On 27 September 2010 members of the International Security Assistance 
Force (lSAF) crossed the border from Afghanistan into Pakistan in what is 
known as 'hot pursuit' ofa number of Taliban insurgents who were trying to 
escape to the sanctuary of North Waziristan, having attacked an ISAF outpost 
in Khost. Supported by Apache gunships with their Hellfire missile systems, 
the ISAF is reported to have killed forty-nine insurgents. Reporting available 
at the time suggested that no civilian casualties occurred. 

The geography of the local terrain in the border region between Khost 
and Pakistan would seem to back up the claim that no civilians were killed 
in that particular attack. The insurgents would have been caught out in the 
open and the outcome of the engagement would have been conclusive. 
Asymmetric warfare is easy when the insurgents have somewhere to hide. If 
they cannot simply disappear, the odds swing back decisively in favour of 
the side with the greatest weapon systems. Small-arms fire, unless it gets 
lucky, does not deter a determined Apache helicopter pilot. 

This incident is one of a small number that have occurred in the immediate 
vicinity of the border between Afghanistan and Pakistan. Once insurgents 
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are able to travel 15 miles inside North Waziristan they can find some shelter 
in the small villages that exist along the many riverbanks in the area. 
Settlements, with varying numbers of compounds, provide a sanctuary from 
which they can re-arm and launch themselves again across the border. 
Targeting these villages with the aim of disrupting the insurgents' activities 
and also killing the senior leadership of AI Qaeda who are thought to reside 
in the area has become the task of the Predator and Reaper drones operated 
by the United States military. 

Equipped with Hellfire missile systems, these small objects have been 
increasingly used in remote areas of Pakistan and places such as the Yemen 
to target people who are linked to transnational terrorist groups and their 
franchises. Operating around the clock, these airborne robot warriors are 
being increasingly used to attack the sanctuaries in which the insurgents 
involved in activities in Afghanistan and Pakistan reside. In September 20 I 0 
in the run-up to the ninth anniversary of the terrorist attacks in the United 
States a notable 'uptick' occurred in the frequency of attacks mounted in the 
FATA of north-west Pakistan. In remote areas the leadership of the Taliban 
and AI Qaeda were being hunted down and killed. 

Civilian casualties 
While aimed at a wider range of states using such methods, the comment 
from the United Nations report obviously chimes with other concerns that 
have existed over the use of drones in Pakistan and other countries. At the 
heart of these concerns is the discussion of how many innocent civilians are 
killed by drone attacks. The lack of transparency on this matter does not help 
and is an area where the United States may be forced to give ground in the 
court of world opinion. 

Estimates vary wildly as to how many people have died in the attacks. 
The insurgents are often quick to react and cordon off the areas preventing 
anyone, even local people, from gaining accurate information on the numbers 
of people actually killed and injured. With little opportunity for any form of 
external validation of the casualties it is difficult to decide on the relative 
merits ofthe competing narratives emerging from the United States and the 
contrasting views offered by the insurgents. 

Occasionally the attacks are reported to result in large numbers of civilian 
casualties, creating a new momentum behind the debates on their use. In a 
case reported in May 2010 by Al Jazeera and other networks, senior military 
officials were disciplined after a drone attack in February 2010 reportedly 
killed twenty-three innocent Afghan civilians. The report said that four 
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American officers had been disciplined by General McChrystal for 
'inaccurate and unprofessional' reporting. Since that event the United States 
has stepped up its efforts to reduce the numbers of civilian casualties that can 
be directly associated with the use of drones. Senior officials are clearly 
worried about a media backlash against their use. 

Attitudes to the drone strikes in the remote valleys and regions of Pakistan 
are also difficult to fathom, with local factors making opinion polling 
unreliable. Gallup, conducting a survey for Al Jazeera in July 2009, showed 
only 9 per cent of the 2,500 Pakistanis interviewed across the country 
supporting the use of drones. More recent polling carried out by the Regional 
Institute for Policy Research and Training reported in the Swat Valley on 16 
May 2010 showed that 67 per cent of the 384 people asked felt that the drone 
attacks 'provoked' the families of those killed. Revealing research conducted 
on the ground in the FATA region of Pakistan published in September 2010 
by the New America Foundation suggested that 70 per cent of the people 
interviewed wanted the Pakistani army to tackle the problems of the terrorists, 
with support for drone operations only being voiced by 22 per cent of the 
population. 

While the overall picture emerging from the opinion polling appears to 
show a clear rejection of the use of drones and great concern for the reported 
levels of civilian casualties, the truth on the ground may, in practice, be more 
complicated. There are several rival viewpoints. 

Noor Behram is a native of North Waziristan. In July 2011 an exhibition 
opened in London of pictures he had taken in the immediate aftermath of 
drone attacks in Pakistan. These provide graphic evidence of the problems 
that arise when civilian casualties are caught in the crossfire. They are almost 
bound to evoke an emotional response. 

Farhat Taj, a native from the north-west region of Pakistan working in 
Norway, provides a contrasting viewpoint in her regular commentaries for 
The International News. She comments that: 'Most of the literature 
misinforms in terms of civilian casualties caused by the attacks. ' She reserves 
her most stinging criticism for the New American Foundation who have 
published assessments in the early part of 20 I 0 indicating that 32 per cent of 
those killed are innocent civilians. 

Farhat Taj offers a contrary viewpoint based upon discreet conversations 
with people living in the area whose views differ markedly from the widely­
held perceptions published in the media. Through her own contacts and on 
the ground visits she has established that there are many people on the ground 
in North Waziristan in favour of the use of drones. They see them as a way 
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of ridding themselves of the strictures, privations and intimidation associated 
with the violent acts of the insurgents, many of whom have killed local tribal 
leaders who have dared to oppose their actions. 

While it is hugely difficult to estimate the numbers of people killed by 
the Predators and Reapers and compare that with the local people in North 
Waziristan killed by the insurgents, reports emanating from the region suggest 
that the insurgents have been conducting operations against local people; 
many of whom have been described as spies, feeding information to the 
Americans operating the drones. 

In a situation reminiscent of the conditions existing before the 
spontaneous uprising of the Awakening Councils in Al Anbar province in 
Iraq, the local people's patience in North Waziristan may be being severely 
tested. In Al Anbar it was the increasing use of violence against local people 
that eventually created the conditions for the Awakening Councils to eject 
the insurgents from the local area. 

By taking its time the Pakistani government may be hoping for a similar 
reaction from the local people in North Waziristan whose tribal loyalties are 
based upon somewhat similar customs, traditions and creeds. The devil, 
however, is in the detail and many in the tribal systems in North Waziristan 
feel their allegiance to their customary tribal code of Pashtunwali, which is 
deeply ingrained in their values and beliefs systems, makes it extremely 
difficult for them to take similar steps to the tribal uprising in Iraq. 

In Pakistan the Lashkars (local village militias) have a similar role to that 
undertaken by the tribes in Al Anbar. When local people need to be protected 
it is the local elders and tribal leaders who come together to decide on raising 
a Lashkar to provide security for their area. However, their success to date 
has been patchy, forcing the United States to maintain their drone operations. 

Farhat Taj's arguments are based on a view that Al Qaeda and Pakistani 
Taliban-aligned groups operating in the area have sought to systematically 
kill many of these leaders to ensure that Lashkars will not be raised against 
them, creating a dislocated and fragmented response at local level. This is a 
lesson that Al Qaeda learned from events in Iraq. Many of those involved in 
creating the 'awakening' have since paid with their lives as the remnants of 
the insurgency in Iraq have sought revenge in a series of targeted 
assassinations aimed at the leaders and their families. By turning quickly to 
the tactics oftargeted assassinations, the Pakistani Taliban and the remaining 
elements of Al Qaeda operating in the FATA in Pakistan have disrupted the 
deployment of Lashkars. 

Therefore it is unlikely in the short term that the kind of systematic and 
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coordinated tribal uprising that so fundamentally shifted the balance of power 
in Al Anbar in Iraq away from the insurgents is likely to occur in Pakistan. 
What are euphemistically referred to as 'shaping operations' are therefore 
likely to be an enduring requirement until the situation changes significantly, 
with the Predator and Reaper drones at the forefront of those ongoing 
operations. 

The targets attacked by the armed UMA can be broadly divided into two 
groups. The first comprises fixed locations such as dwellings and the second 
is made up of mobile targets. These occur against either urban or rural 
backdrops. For the operators ofthe armed UMA, the fixed urban location is 
the most difficult. 

People can be seen entering a building but understanding just how many 
people are there and what they are doing is difficult unless reliable and robust 
human intelligence sources exist. This is where the targeting approach is most 
at risk. Simply deciding to attack an urban dwelling because a number of 
armed people have walked in to what appears to be a meeting is not, in itself, 
a sensible decision. People meet together in places like Afghanistan and 
Pakistan for a nwnber of quite legitimate reasons. These meetings can also 
be of an ad hoc nature, i.e. there is no obvious time element to when they 
occur. 

Attacks on rural dwellings also have their problems. Gaining accurate 
human intelligence in such situations may risk compromising the source. 
Patterns of behaviour, however, can be built up over a period of time. The 
presence, for example, of a specific vehicle at the location may be strongly 
indicative of a specific high-value target being there. Attacking remote rural 
locations does, of course, reduce the risk of civilian casualties. 

However, looking at the kind of structures that exist in these areas, what 
may happen is that a family creates an initial dwelling and then as their 
nwnbers grow, new members' accommodation is built onto the side of the 
existing compound. In rural areas of North Waziristan, for example, the 
pattern of land ownership is often reflected in the ways in which compounds 
are laid out. Large gatherings of people in such a compound are not directly 
indicative of terrorist activity. It may simply be a family event to celebrate a 
birthday or wedding. Discriminating such innocent events from those with 
evil intent is really difficult unless specific indicators, such as the presence 
of a particular car and/or individual, increase the certainty over what is 
happening inside the compound. 

Increased attention to all of these factors has had a clear impact on the 
targeting strategy that is emerging. An increasing nwnber of the armed UMA 
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strikes that are now reported in the media mention attacks on cars or 
motorcycles. These are the terrorists' preferred method of transport. In 
Afghanistan the Taliban often use motorcycles to move quickly between 
locations. Targets can often emerge quite quickly and can be fleeting in their 
appearance, placing pressure on the decision-making apparatus. In the Yemen 
and Pakistan a detectable shift in the targeting strategy is emerging with a 
preference for engaging targets on the move in rural situations, minimizing 
the risk to civilians in the area. With a car on the move the operators 
controlling the armed UMA have more time to choose the point of 
engagement. Of course, targets on the move do pose problems, even for the 
high technology behind armed UMA strikes. The missiles can miss. Human 
intelligence may also provide information that suggests a certain individual 
was seen getting into the car but once the vehicle moves it is up to the UMA 
operator to stay with the potential target until the strike is authorized and the 
location for the attack is deemed suitable. 

This analysis of the evolving approach to targeting, however, is all based 
on a simple assumption: that the targeting of such individuals and groups, be 
they foreign citizens or American, British, German or anyone of a large 
number of other nationalities, is legal. 

Despite reassuring noises emanating from the White House, the idea that 
the use of armed UMA strikes is not legal as far as international law is 
concerned is an issue that does not seem ready to disappear. The United 
Nations has issued a report that was critical of the use ofUMA, questioning 
their legality as a weapon of war, even when used in successful attacks 
against specific insurgent leaders such as Baitullah Mehsud and Mustafa Abu 
al-Yazid on 21 May 2010. The report notes that the drone attacks have 'had 
the very problematic effect of blurring and expanding the boundaries of the 
applicable legal frameworks.' Particular attention was drawn in the United 
Nations report to the issues of 'human rights law, the laws of war and the law 
applicable to the use of inter-state force'. 

The debate that will inevitably result from the publication of the United 
Nations report is unlikely, in the short term, to have an impact upon the rate 
at which drone attacks are being carried out. However, for an American 
president so clearly aware of his image and that of his country, the arguments 
of legitimacy may tell over a period of time. The main observation arising 
from the United Nations was that the failure of states to 'provide transparency 
and accountability for targeted killings is a matter Of deep concern'. Clearly 
in early 2013 these issues finally started to bring a response from the White 
House as the veil of secrecy over armed UMA strikes started to be lifted. 
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The utility of the Predator UMA 
The image of the Predator drones has changed dramatically in recent years. 
From being a long-duration ISTAR platform focused on detecting targets that 
other forces could prosecute, drones are now hailed in some parts of the 
media as semi-autonomous robots that are capable of finding, fixing and 
destroying targets of opportunity as they arise. An air of invincibility has 
grown up around the Predators. They can go into areas where the deployment 
of Special Forces could prove politically difficult. Their inherent flexibility 
has brought their capabilities to the attention of many other countries who 
are interested in acquiring such systems. The reality of the situation, however, 
is somewhat different. 

The Predators are not the kind of devices that Hollywood sometimes likes 
to depict, in reality being quite vulnerable. In places such as Pakistan the 
Predators operate against the backdrop of a rugged and mountainous terrain 
where the local people are almost constantly aware of their presence. The 
engine noise, barely discernible at sea level, is audible in the remote hillsides 
of North Waziristan. Local people call them wasps, with reports suggesting 
that up to five may be on station at the same time. 

The Taliban and their associates hiding in North Waziristan have managed 
to deploy some anti-aircraft weapons and have claimed that they have shot 
down a number of the Predators operating in the area. Technical faults have 
also had an impact upon the programme with reports suggesting loss rates of 
up to 40 per cent of the Predators, with specific difficulties emerging during 
take-off and landing. It would seem these are not the super-weapons some in 
the media would have us believe. 

Nevertheless, this form of upstream activity is becoming ever more 
prevalent as links between terrorist groups in Pakistan and potential attacks 
in the United States, such as the failed car-bombing in Times Square, have 
been established. The ten-count indictment returned in the Southern District 
of New York charged the man suspected of the bombing, Faisal Shahzad, 
with 'conspiring with the Pakistani Taliban to wreak death and destruction 
in Times Square'. Transnational terrorist groups continue to evolve their 
tactics and with the attempt to bring down an airliner on Christmas Day 2009 
over Detroit being planned and developed in the Yemen, it is not difficult to 
imagine drones being deployed against terrorist training camps known to be 
operating in places like Marib Province in the Yemen. 

UMA have become the weapon of choice when it comes to maintaining 
pressure on terrorist groups operating in their remote hideaways in places 
such as North Waziristan and in various parts of the Yemen. The inherent 
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flexibility and agility provided by the UMA makes them an ideal solution in 
contrast to the political fall-out that may occur if more combat forces were 
to be committed to countering the increasingly geographically dispersed 
operations of Al Qaeda. They are therefore unlikely to stop being used in the 
short term. Indeed, it is possible to argue that when General Petraeus 
sanctioned Special Forces operations in up to seventy-five countries where 
terrorists are currently thought to be operating, it is very likely that UMA 
will become more widely used. 

With Al Qaeda franchises continuing to provide security challenges across 
Africa and South-East Asia and the emerging links between its franchises in 
the Maghreb and groups such as Nigeria's Boko Haram, a broader base of 
operations being conducted by drones seems likely. Given their utility in 
disrupting the activities of terrorists, who try to use the complex geographic 
and societal landscapes to take refuge, it would be difficult to suggest that 
drone technologies will suddenly become regarded by military and political 
leaders as having passed their sell-by date. If anything, by their definition of 
utility, their time has come. The question is: in a highly-connected world 
where images of people killed in drone strikes have the capability to 
radicalize people previously unwilling to become involved in terrorism, is 
the cost of the utility too high? 

Creating tipping-points for a population 
For military commanders seeking to understand how to create a tipping-point 
for a population, they might note the words of William Shakespeare when 
he attributed the following quote to Brutus in the play Julius Caesar (Act 4, 
Scene 3): 'There is a tide in the affairs of men which, taken at the flood, leads 
on to fortune; omitted, all the voyage of their life is bound in shallows and 
in miseries.' 

For military commanders the ability to sense that tide in the affairs of war 
when a population is reaching breaking-point requires their antenna to be 
tuned to some very different forms of indicators to those that usually define 
progress in a military campaign. While in the First Gulf War one metric, that 
of the number ofIraqis deserting the military and returning home, was a clear 
indicator ofthe morale and imminent collapse of the Iraqi army as a coherent 
force, measuring a similar rate of conversion of the population away from 
supporting the insurgents is far more difficult. 

Despite a great deal of scholarly analysis ana doctrinal development 
(much of which has occurred in contact), COIN operations remain 
challenging. The classic technical solutions that seemed to provide the answer 
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for military forces engaged in large-scale warfare, such as the encounters 
documented by many commentators of the various battles that led to the swift 
end of the First Gulf War in 1991 and the relatively quick end to the Second 
Gulf War, no longer seem appropriate. The potential of Intelligence, 
Surveillance, Target Acquisition and Reconnaissance (lSTAR) assets to 
provide what many commentators saw as a golden age of decision superiority 
has remained largely unfulfilled. The potential for the all-seeing eye to 
provide great situational awareness to commanders who can then exploit that 
position to outman oeuvre an adversary has been outwitted on too many 
occasions. 

In the immediate aftermath of the Second Gulf War the nature of warfare 
took a new turn. Within Iraq many who had been disenfranchised from their 
traditional position of power decided that it was necessary to oppose the 
occupiers. Slowly but surely, an insurgency developed that eventually 
enveloped Iraq. Large-scale military activities, such as brigade sweeps, failed 
to suppress the activities of the insurgents who rapidly gained in strength as 
some of the actions of the military forces trying to secure a new and stable 
Iraq in the wake of deposing Saddarn Hussein alienated local people, creating 
a distance between many of the population and the occupying forces. 

The insurgents quickly learned to manipulate the media. Extreme displays 
of violence against captives and hostages were broadcast on the internet. The 
insurgents also developed their tactics, avoiding direct clashes with the 
occupying military forces and developing a wide range of Improvised 
Explosive Devices [IEDs] to create havoc among both the civilian population 
and their military guardians. 

In using such tactics, attempts were made to open the fault lines that had 
the potential to fragment the Iraqi population as sectarian violence was meted 
out in indiscriminate attacks across the country. The inevitable backlashes 
that the attacks were designed to provoke did occur and the violence 
threatened to descend into anarchy. Pictures beamed back into the sitting 
rooms of populations in the west gave rise to a feeling that the situation was 
hopeless; Iraq had moved to being an ungovernable state. The groundswell 
of opinion in favour of leaving Iraq grew and created a political momentum 
for action. 

Recently, as a result of a range of actions by the United States military, 
their coalition allies and many brave people in Iraq, that situation improved 
for a short period of time. The country still suffers from acts of extreme forms 
of violence but the drumbeat is lower and the trends are positive. The tuming­
point in the campaign came in 2006 as the United States learned that it had 
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to change its approach to COIN operations. While that provided the platfonn 
for some new ideas to be applied, the 'cat was out of the bag' as far as 
asymmetric warfare was concerned. COIN had moved into a new fonn 
designed to exploit the leverage offered by the media, targeting a global 
audience, many of whom had hoped at the end of the Cold War that warfare 
was now a thing of the past. 

The period in Iraq from 2004 to 2007 and the ongoing situation in 
Afghanistan were to conclusively prove the false premise on which those 
hopes were based. Colonel Thomas Hammes is one of a number of authors 
who have provided in-depth insights into this emergent fonn of warfare. His 
book The Sling and the Stone: On War in the 21st Century uses a clever 
analogy of David and Goliath to show how insurgencies have changed; 
developing the idea that contemporary COIN operations are a fourth 
generation of warfare. He chronicles in detail the changes from the earliest 
fonns of insurgent warfare developed by Mao Tse Tung to the complex 
situations that arose in Iraq, although the publication of his book in 2004 
means that many of the insights he offers are necessarily tempered by the 
history emerging from that point. 

His analysis of Afghanistan, describing it as a tribal network, was 
important. His observation that 'the United States actions proved that a nation 
can still surprise 4GW insurgents' is important; reflecting as it does on the 
way in which the early part of the Afghanistan campaign relied on Special 
Forces and their intelligence agency counterparts to support the indigenous 
Northern Alliance to mobilize and eventually defeat the Taliban. His question 
at the end of the chapter that considers Afghanistan is, however, prescient. 
He asks: 'Does the coalition, particularly the United States, have the political 
will to sustain a decades-long effort?' While history is still being written in 
2013, it would appear that the answer is no. 

The political reality of the world at the start of the second decade of the 
twenty-first century is one where military operations are unlikely to be 
conducted with the same level of enthusiasm as they were in the first decade, 
when some political leaders appeared to believe they were on a moral crusade 
to bring democracy to the world and deliver an internationally stable 
situation. The inspiring vision of a 'universal civilisation' described by the 
Nobel Laureate V.S. Naipaul appears distant. The works of Samuel 
Huntingdon, notably the picture he painted in Clash o/Civilisations, are more 
relevant to the contemporary world. . 

What had previously been confined to the kind of local and somewhat 
remote conflict in Sri Lanka, where the Tamil Tigers developed a variety of 

145 



DRONE WARFARE 

forms of asymmetric warfare, was now available to anyone across the world 
who wished to access specific material on the internet. For COIN, which had 
previously been seen in a quite different light in campaigns in Malaya, Oman, 
Kenya and Northern Ireland, a new paradigm of warfare was about to appear: 
one in which the notion of decision superiority and of being inside an 
adversary's decision loop was to prove less ofan advantage than developing 
a very specific understanding of the local customs, creeds and traditions that 
modulate the local societal landscape. 

The centre of gravity of COIN operations 
Throughout the history of COIN, one enduring truth remains: the local 
population matters. They are, to use the military term, the centre of gravity 
of the campaign. It is they that can help create the conditions in which the 
insurgents can become marginalized and alienated from the people. It is the 
civilians who can, in effect, say to the insurgents: 'You no longer have a role 
in this society; you are irrelevant.' This was the set of circumstances that 
provided the game-changer in Iraq as the leaders of the tribal councils in Al 
Anbar Province rejected the approach to governance offered by Al Qaeda 
based on their strict interpretations of Sharia law. There are many people in 
Afghanistan who have similar reservations regarding these interpretations. 
In the aftermath of the attacks on the United States on 11 September 2001 
and the military operations in Afghanistan, it is fair to say that many in the 
local population did not lament their passing when they were initially 
defeated. 

While progress has been made in Iraq, its history has yet to be written. 
The insurgency shows an enduring ability to maintain a toll on Iraqi citizens. 
While its support and infrastructure is greatly diminished and disrupted and 
the Iraqi security forces are showing great progress in running and conducting 
their own affairs, there remains a stubborn underbelly of those 
disenfranchised from power who refuse to accept the political processes that 
now govern Iraq. There may yet be a great deal of history to write about the 
Iraqi insurgency, much of which will be bloody and costly in lives and 
economic progress. Another fact about COIN: it rarely comes to an obvious 
end-point at which anyone can stand up and claim to be the victor. 

In a highly-connected world where media frenzies await the unwary, 
avoidable civilian casualties have their drawbacks. Albert Schweitzer, the 
renowned German philosopher and theologian, perhaps got closest to this 
thought when he remarked: 'Revenge ... is like a rolling stone, which [sic], 
when a man hath forced up a hill, will return upon him with a greater 
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violence, and break those bones whose sinews gave it motion.' Schweitzer's 
words, said when warfare was a very different proposition, seem to chime 
ever more readily in today's complex world of ethnically and religiously 
motivated warfare. 

Where societal customs demand retribution when family members are 
killed, unintended consequences await those who act in haste: there have 
been too many cases where as a result of such actions people have had time 
to repent at their leisure. Pakistan is one of a number of countries whose 
societal landscape can be said to be complex. To ensure the actions taken in 
Pakistan are carried out in ways that minimize the potential for adverse and 
unintended reactions, it is vital that anyone contemplating conducting any 
form of military activity in its remote and tribal areas understands the nature 
of this dynamic landscape. 

Since the early days of COIN operations the consent of the civilian 
population for the activities of the military has been crucial. In what is 
arguably one of its first inceptions in China, Mao Tse Tung insisted on 'a 
unity of spirit' between the local civilian population and his military forces. 
To provide guidance on his intent in this matter Mao Tse Tung wrote his 
'Three Rules and the Eight Remarks' document which essentially defined 
the rules by which his military forces should operate on the ground. 

John Nagl, the author of the excellent analysis of COIN operations 
Learning to Eat Soup with a Knife, observes that the 'implementation of such 
precepts allowed the army of the people to be truly an army of the people.' 
Mao Tse Tung understood the importance of having good relations with the 
local population if progress in COIN activities was to be made. His use of 
the analogy of 'fish swimming in the sea' also vividly portrays the notion 
that the local population provides the environment through which the 
insurgents can swim and operate. 

Western military forces have struggled to understand the dynamics of the 
societal landscapes involved in Iraq and Afghanistan. Initially it was assumed 
by some that the experience gained by the British army in places like Malaya, 
Oman, Kenya and Northern Ireland in fighting colonial-based wars would 
provide a huge repository of knowledge from which to draw. The term 'hearts 
and minds campaign' is one often cited in the media. While a simplistic 
notion, and one with far too many historical connotations, it conveys a sense 
of the aims of the military: to ensure that the l,?cal population provides 
support for the activities designed to create a secure environment for social 
and economic development and give some leeway to the military forces when 
things go wrong. War is, after all, unpredictable. 
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While it remains embedded in the language of COIN activities, it is 
possible to argue that the use ofthe term 'hearts and minds campaign' is no 
longer appropriate in the twenty-first century. The language has moved on, 
with the focus now being on gaining and maintaining the consent of the local 
population for the military activities. This is less ambitious language. It is a 
pragmatic recognition that the language of 'hearts and minds' more befits a 
time when the media was absent, such as in Malaya, and the military could 
build entire new settlements in which to house people and create a physical 
separation of the local people from the communist insurgents. 

In Iraq walls did have to be built, temporarily (and in Northern Ireland), 
to separate people whose intent of sectarian violence was all too clear to see. 
Al Qaeda's franchise in Iraq to this day undertakes operations designed solely 
to promote sectarian recriminations. So while populations were not physically 
displaced by the military as in Malaya, they were separated; although many 
chose to leave their homes in mixed Sunni-Shia communities in places like 
Baghdad because of the intimidation brought about by gangs of militia with 
specific sectarian allegiances. 

Unfortunately the one definite lesson to emerge from the past is that it 
appears that each COIN operation is subtly different from the last. While 
superficially many similarities existed between Belfast and Basra - a journey 
down any of the streets of Basra bringing back specific memories of similar 
reactions from similar patrols in Belfast - the reality underneath was so very 
different. It was too easy to think, from a superficial viewpoint at the outset 
of the campaign, that the sectarian divide between Catholic and Protestant 
in Northern Ireland had an immediate and obvious parallel in the religious 
divisions between Sunni and Shia populations in Basra and Baghdad. 
Unfortunately this was far from the truth. 

To understand COIN you need to look below the veneer of what appeared 
to be a sectarian conflict with remarkable similarities to Belfast. In Basra it 
was not a bipolar world that, once mastered, was relatively easy to 
understand. It was a protean landscape where alliances and affiliations 
between groups could change in an instant. Therefore this was a very different 
form of COIN operation. 

These differences, however, while difficult to detect, have a huge 
implication for the development of the COIN doctrine. It did not take too 
long for the United States military to go back to the drawing board and start 
re-writing their entire approach to asymmetric warfare. The blood and 
treasure invested by the United States military in Iraq demanded nothing less 
than a complete overhaul of the ideas. Field Manual 3-24 was the result of 
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that effort. It remains the product of a huge intellectual effort by highly­
qualified and experienced people who set out to capture and document the 
experiences of Iraq and lay a platform for future COIN operations. 

Given the nature of asymmetric warfare and the sheer freedom of 
manoeuvre now enjoyed by our adversaries, it is unlikely not to be updated 
in the near future. Time moves on, as do the tactics and approaches to 
asymmetric warfare. We now live in a highly-connected world. What worked 
(albeit temporarily) for the Tamil Tigers in Sri Lanka may well, with a few 
subtle modifications, work anywhere across the world. Asymmetric warfare, 
where our adversaries target our weakest points, is unlikely to be a thing of 
the past any time soon. 

While the doctrine of courageous restraint is being advocated on the 
ground by the military in Afghanistan, the apparent indiscriminate nature of 
the attacks mounted by drones creates a whole new perspective on warfare. 
Courageous restraint places a huge burden on the war-fighters on the ground. 
They are being encouraged not to be too quick on the draw: to hold back on 
squeezing the trigger, even when provoked, thereby putting themselves in 
greater danger in order to reduce the numbers of civilian casualties. This point 
is crucial if the consent of the local population is to be secured and 
maintained. 

COIN operations do not win the hearts and minds of the local population 
if civilians appear to be killed at random. This is where armed UMA strikes 
are vulnerable to the accusations levelled against them. The single most 
challenging point for the ISAF leadership in Afghanistan is the issue of 
civilian casualties. It is the open wound into which each further civilian death 
pours salt, creating a hugely emotional climate in which progress towards 
security becomes more difficult, if not in some cases impossible. It is 
something that Afghan political leaders return to on a frequent basis. 

This is why the coalition military in Afghanistan are asking their military 
forces to put themselves even more in harm's way. However, there is a huge 
discontinuity at the heart of this strategy. The CIA with respect to their 
operations in Pakistan does not seem to be singing from the same hymn sheet 
as the military in Afghanistan. The complex thread of tribal ties that runs 
through the social fabric from Pakistan into Afghanistan increases the danger 
of retribution reaching across geographic borders. It also highlights the huge 
fault lines that exist in the approach adopted by the ~nited States with respect 
to the way it is conducting its attacks using drones. There seems to be one 
rule for the military on the ground and another for the intelligence agencies 
and the drones. 
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It is easy to understand the emotional reactions to the deaths of seven 
members of the Central Intelligence Agency (CIA) in Khost on 30 December 
2009; always a particularly difficult time of year, being in the ChristmaslNew 
Year period. Those who carried out the attack knew the trigger it would 
provide for retribution. For the CIA it was a very bad day. They lost several 
of their most experienced officers in the attack; people who were hugely 
difficult to replace. The reaction of the CIA in stepping up armed UMA 
strikes, however, would give momentum to a cycle of renewed violence, the 
end of which is hard to see. The recent cycle of strikes initiated in the Yemen 
may have similar consequences. This problem of cyclical violence is 
something that Alfred Schweitzer would have understood. 

Virtual wars 
War used to be up close and personal. Now it is remote and disconnected 
from the reality on the ground. Accusations that those prosecuting the armed 
UMA strikes are detached from reality and think they are involved in playing 
out a war game have proven difficult to refute. Warriors no longer look 
directly into the eyes of their opponents. The classic Western shoot-out at 
dawn so stereotyped by Hollywood no longer applies. The marshal and the 
bandit do not test each other to see who is fastest to the draw. Or do they? 

They work through packages of sensor systems that convey images 
halfway around the world to screens manned by people who have just driven 
to work, having had breakfast with the children. Technology is creating a 
new class of warrior, bringing a whole new aura to the idea of a beltway 
bandit. However, the technology is only an enabler of war. Until robots do 
develop largely autonomous capabilities to conduct warfare, a situation also 
predictably massaged by Hollywood in a number of films, man will remain 
in the loop. 

Despite being thousands of miles away, the man still has to make the 
decisions; to call the point at which the predator will strike. Yet unlike the 
wolf who stalks his prey, often in a pack, waiting for the prey to become 
weakened and knowing instinctively when to strike, the modem-day 
technological predator relies on the instincts of the person flying the drone. 
His or her instincts come into playas they seek to track down high-value 
targets in remote and inaccessible parts of the world and attack the locations 
in which they hide. Their predatory instincts are reminiscent of the wolf and 
yet are quite different, being driven by human emotions and reactions. Their 
opportunity to kill is in part motivated by revenge. For the wolf, survival is 
the key preoccupation. 
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The crucial point for the human predator is the point at which to launch 
the weapon; in the Western movies the point at which the gunslinger goes 
for his weapon. The speed of the draw is all-important. It defines the status 
of the person. It is axiomatic that he who draws fastest survives, as long as 
he can shoot straight. In many stereotypes that little point is often forgotten 
as the drama is played out. 

Taking this analogy of the shoot-out so often central to the storyline in a 
Western film, the operator of the drone does have to think about when to go 
for his weapon. His advantage is that the target cannot immediately return 
fire. This suggests that the modem-day gunslinger operating the drones 
should be patient, taking the model from the animal kingdom and waiting to 
strike when the enemy is at his weakest. Unfortunately this is where the 
analogy breaks down. The military gunslinger cannot wait for the right 
moment. 

In many cases fleeting opportunities to target specific high-value assets 
such as leaders of the insurgency have to be taken at very short notice. With 
people becoming increasingly aware of their need for operational security, 
such as avoiding the use of mobile phones, the opportunities to attack and 
kill certain key leaders in the insurgent movement can quickly pass. 
Anecdotal reporting has suggested that on several occasions Osama bin 
Laden, the alleged leader of Al Qaeda, had escaped while hierarchical and 
cumbersome command and control systems debated the legitimacy of his 
being targeted. 

The use of the Predator drones to conduct these precision attacks, guided 
by what is called 'actionable intelligence', is not, however, pain-free. There 
are consequences. Drones do not provide the other intelligence collection 
opportunities afforded by using Special Forces. The latter are able to retrieve 
important additional sources of material - so-called 'pocket litter' - from 
sites where operations have been conducted. 

The flexibility afforded by the drones, allowing remote locations to be 
attacked, is important and clearly resonates with President Obama. Where 
multi-national terrorist groups hide, the drones can search them out and 
destroy them. They can avoid the need for troops to be placed on the ground; 
helping deny organizations like Al Qaeda their aims of drawing the United 
States into a wider set of bloody conflicts with potentially huge economic 
costs. For this reason, and several others, it is likely they will remain the 
'only game in town' for some time to come when it comes to trying to disrupt 
upstream activities by terrorist groups. 
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CHAPTER 7 

Into the Future 

The scene on the deck of the USS George Bush looked quite normal. The 
date was 11 July 2013. Crews were in their positions awaiting the arrival of 
the next aircraft in the circuit to land. From the media coverage the whine of 
the engine on finals could be heard. Suddenly there was a brief glimpse of 
the aircraft shooting past the television cameras as it successfully picked up 
the second wire laid across the deck. The television camera then panned away 
along the deck to show the aircraft that had just landed. 

This was not the usual arrival on the deck of a United States aircraft 
carrier. With little fuss or bother the X-47B prototype from the next 
generation of fighter jet taxied away off the landing area. It had cost $1.8 
billion and eight years of development work to get to this point. Yet what 
was amazing about the whole scene was the apparent normality of the event. 
It was as if it had happened hundreds of times before. 

In reality that was not the case. It was the first time an unmanned aircraft 
had ever completed that feat. The world of UMA had just moved into an 
entirely new era. The world of armed, unmanned fighter jets operating from 
aircraft carriers had just arrived. Airmen watching the event may have 
wondered how long it would be before they no longer experienced the rush 
of the catapult. As if to drive home the point about the impending end of 
manned platforms, the UMA repeated the same feat minutes later as it landed 
for a second time on the deck of the aircraft carrier. It was only on the third 
approach that the UMA developed a fault that required the landing to be 
aborted. The UMA then flew away to land safely at a nearby shore-based 
facility. 

For the next generation of naval airmen the images of Top Gun would no 
longer capture the vivid nature of air-to-air combat. The landing of the X-
47B presaged a new future in naval aviation, one that perhaps did not have 
quite the same level of excitement that their forefathers had experienced. 
From this point on the United States navy had entered the era of UMA. It 
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was a significant moment. UMA were starting to venture beyond the land 
environment into the maritime domain. 

Maritime applications 
UMA are now not just being applied in the land environment. In December 
2013 a Los Angeles-class attack submarine launched a UMA from one of its 
vertical missile tubes. The launch from the USS Providence, which was the 
first Los Angeles-class submarine to be equipped with vertical launch tubes 
for anti-shipping missiles, was a success. The UMA was encapsulated in a 
Sea Robin launch vehicle which separated as the package surfaced. The UMA 
then deployed its wings for flight and conducted a two-hour surveillance 
mission broadcasting real-time video back to the submarine which remained 
submerged for the exercise. The launch was the result of a six-year 
development activity led by the Naval Research Laboratory. 

The test vehicle used on the exercise has the potential to fly for up to six 
hours helping develop the recognized land, littoral or maritime picture in 
support of reconnaissance or combat operations. It has an obvious role 
supporting the activities of Special Forces. Such a capability does, however, 
have its limitations as the launch or presence of a UMA might reveal that the 
launch platform has to be nearby and may result in the submarine's position 
being compromised. 

In the marine environment UMA are also involved in monitoring criminal 
behaviour. One variant that started its life in the land environment is the 
ScanEagle. In 2012 it completed 600,000 combat hours. Of that total, 23,000 
hours were spent operating in the maritime environment on around 3,000 
sorties. It is not the only UMA that has been adapted for use in the marine 
environment. The MQ-8B Fire Scout is a helicopter-based UMA that 
surpassed 5,000 flying hours in April 2012. 

In one of its first major deployments at sea the MQ-8B was based on 
board the USS Halyburton and the USS Simpson. Plans have been announced 
to arm the Fire Scout with a laser-guided 70mm rocket. The next generation 
of the system moves away from the smaller platform using a modified Bell 
Model 407 helicopter. The first flight test model of this was delivered to the 
Naval Air Station at Point Mugu in California on 8 July 2013 and was slated 
to make its first operational flight in the autumn of2013. In service this will 
offer increased payload capabilities (40 per cent), range (30 per cent) and 
endurance (100 per cent). The MQ-8C retains 85 per cent of the flight control 
software used by the MQ-8B. 

The initial contract with the United States navy sees fourteen of the MQ-
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8C being supplied alongside the equipment for seven ground stations. On 
board the new UMA a sensor system called the Multi-Mode Sensor Seeker 
(MMSS) provides the ability to look for targets in the maritime environment, 
such as small pirate skiffs or mother vessels such as dhows. The programme 
is also taking the first steps towards increasing the degree of processing on 
board the UMA, reducing the need for streaming video. A database on the 
UMA coupled with automatic target recognition software will enable some 
pre-screening of the data. The system, it is claimed, will be able to look for 
specific ships. 

This sudden interest in the application of UMA to the maritime domain 
had one important driver. Off the coast of Somalia as the problems with 
piracy grew rapidly the international community turned to UMA to provide 
the kind of persistent response with which they had excelled in Iraq and 
Afghanistan. What was needed was to patrol large areas of the Indian Ocean 
looking for indications of the presence of PAGs (Pirate Action Groups) and 
also to provide ISTAR support over specific events. The imagery derived 
from a UMA operating over the small dinghy in which Captain Richard 
Phillips was held hostage for several days by armed pirates came from one 
that had been deployed in support of the operation. It provided vital 
situational infonnation that enabled the rescue of Captain Phillips to be 
successfully accomplished. The platfonn in question was the ScanEagle 
system. This had originally been designed to help fishennen locate and track 
schools of tuna. 

Since its initial development the ScanEagle UMA has been trialled by the 
Canadian navy and the Royal Navy. Aboard HMCS Charlottetown in the 
Mediterranean Sea the UMA played an important role in helping gain situational 
awareness data as part of Operation ACTIVE ENDEAVOUR, the mission to 
bring security to the people of Benghazi in Libya. The Royal Navy has also 
conducted trials of the same UMA on board HMS Sutherland and deployed the 
same system aboard a Royal Fleet Auxiliary during exercises in the eastern 
Mediterranean Sea. In June 2013 the Royal Navy announced a major contract 
with the manufacturers of ScanEagle to deploy the system at sea. 

The Royal Navy categorizes this UMA as a Maritime Unmanned Air 
System (MUAS). The ScanEagle system can travel at speeds of up to 80 
knots (92 miles per hour, 150 kilometres per hour) and can communicate 
with its host platfonn up to a range of 100 kilometres (62 miles). One test 
variant of the platfonn has achieved a record of remaining airborne for 
twenty-two hours and eight minutes. When it returns on board it is captured 
by a 'Skyhook' retrieval system. 
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The ScanEagle system can be configured with a number of different 
sensor systems to suit specific missions. It is also envisaged that it might be 
possible to extend the range over which such UMA operate by providing a 
control console in indigenous aviation assets, such as Merlin helicopters, that 
are deployed on board destroyers and frigates. They could also receive the 
direct read-out from the UMA sensor package. 

The problems of monitoring large areas of the Indian Ocean dwarf the 
uses of UMA in land-based theatres. This is a different level of surveillance 
altogether. The sensor suite aboard the UMA over the ocean was not 
optimized for a maritime environment. Radar reflections behave differently 
over a developed sea to how they do over land. This requires several of the 
existing sensor suites deployed on UMA to be re-optimized for the maritime 
environment. 

Basing UMA in the Seychelles was an obvious solution. Their geographic 
location was ideal for flying surveillance missions over those areas of the 
Indian Ocean where PAGs were known to be active. This deployment lacked 
the intensity of media coverage associated with armed UMA in places like 
Pakistan, the Yemen and Somalia. 

The Predators operating out of the Seychelles provided another point of 
pressure against the pirates, restricting their operations. However, it is 
unlikely that anyone is going to be writing any features suggesting that the 
deployment of UMA against the pirates had anything but a marginal impact 
on their operations. 

What did change the entire dynamic in the region was the introduction of 
armed guards on merchant vessels and the deployment of secure rooms into 
which the crew could retire when they came under attack. As long as the crew 
could hold out for up to a day, naval vessels could reach the hijacked 
merchant vessel and effect a rescue. In the limit armed UMA could be used 
to halt a pirate attack but what is more likely is that the lightly-armed tactical 
UMA could be used to threaten a PAG if they continue an attack. The vision 
of a pirate surrendering to an armed drone may not exist in the imagination 
for much longer. 

The role performed by UMA over the Indian Ocean has reaffirmed the 
role they can play in maritime security operations. Australia is a country that 
has a huge coastline to protect and has problems with illegal immigration. 
Japan has issues with China over the ownership of the Diaoyu Islands. 
Mexico has a drug-smuggling problem. All are "actively in the process of 
acquiring UMA capabilities to patrol vast areas of the ocean. 

The BAMS (Broad Area Maritime Surveillance) system is one new 

155 



DRONE WARFARE 

development that will increasingly allow UMA to playa role in policing 
international maritime boundaries. African nations, such as Nigeria, will no 
doubt soon be following suit. For European countries the problems of 
criminal groups smuggling economic migrants, potential terrorists and 
narcotics from the shores of North Africa to the southern shores of Europe is 
a grOWIng concern. 

In terms of naval strike capability the United States navy has already 
started the UCLASS programme, awarding a number of the main US defence 
suppliers initial contracts to develop designs for the programme. Using a 
UMA to project power into the littoral or over the horizon from an aircraft 
carrier is not a great leap of faith, although the amount of ordnance that can 
be carried is limited compared to the F -18 Hornet. 

For other missions, such as anti-submarine warfare, the UMA will have 
to be armed with different weapon systems. With the MQ-9 Reaper already 
carrying 500lb bombs as part of its payload, the weight of a contemporary 
torpedo such as the Stingray (267 kilos, 5001b) suggests that arming a UMA 
for an anti-submarine strike mission is not out of the question. 

The size of the Stingray torpedo would present a design challenge for the 
teams involved in developing an ASW (Anti-Submarine Warfare) capability 
but it is unlikely the issues that arise would be insurmountable. Replacing 
the F -18 Hornet in the air-to-air combat role, however, is likely to be a 
significantly greater challenge. The anti-ship strike role is also not an ideal 
environment for Hellfire, the small warhead being more appropriate in a 
COIN context. Against a warship it lacks the capability of missiles like the 
Exocet with its 165 kilos (364lb), although the speeds of the two missiles are 
not at great variance. The Hellfire travels at 425 metres per second and the 
Exocet at 315 metres per second. From a kinetic energy viewpoint, which 
scales at the square of the speed, both have a significant capability to punch 
a hole in a ship. 

In August 2013 it emerged that plans were being developed to equip UMA 
with their own air-to-air weapons for defensive purposes. The aim is to equip 
the MQ-9 Predator and presumably the Reaper system with the AIM-9X 
Sidewinder, AIM-120 Advanced Medium-Range Air-to-Air Missile 
(AMRAAM) and the High-Speed Anti-Radiation Missile (HARM). 
Alongside the missiles the MQ-9 would also be equipped with an Active 
Electronically Scanned Array (AESA) radar derived from those used on the 
most advanced fighter jets in the United States Air Force inventory. 

The primary aim of the initial studies that are examining the feasibility 
of this configuration is to add a counter-UMA mission to the work already 
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undertaken by the aircraft. The addition of HARM would also give the UMA 
an ability to conduct the SEAD mission. It is also possible to see in the future 
the UMA acting as the scout or pathfinder for incoming packages of strike 
aircraft relaying targeting coordinates directly into the cockpit of aircraft such 
as the F-22 Raptor. This would provide the advantage that the F-22 would 
be able to remain stealthy and not illuminate the target using its own on-board 
radar system and risk being compromised. 

China is also showing interest in the development of maritime UMA. 
Images emerging on the internet showed a Chinese frigate - the Jiangkai II 
(Type 054A) vessel Zhoushan - launching a rotary-wing UMA. Its design 
resembles that of the Camcopter S-I 00 developed in Austria. The company 
manufacturing the S-I 00 denies selling the S-100 to China. It is possible that 
the close resemblance of the two is entirely coincidental or it may be another 
example of how the Chinese have taken steps to accelerate their own 
development programmes using espionage to obtain designs and drawings 
from which they have been able to quickly engineer their own models. 

The S-100 is capable of carrying a payload of up to 50 kilos (11 Olb) and 
can remain airborne for up to seven hours. In April 2012 it became the first 
UAV to fly from an Italian warship: the Artiglieri (Soldati)-c1ass frigate ITS 
Bersagliere. During the flight tests the S-IOO operated in sea states varying 
between 3 and 4 and at wind speeds up to 25 knots. In contrast to the MQ-8C, 
the company manufacturing the system in Austria (Schiebel) have made it 
clear they do not intend to arm the S-l 00. Its role is purely as an ISTAR asset, 
although it can also carry loudspeakers, spotlights and rope/net-dropping 
containers to try to have an effect upon a target, such as a pirate skiff. 

The uncertain security landscape 
As more and more UMA are developed the uncertain international security 
landscape provides increasing opportunities for their use. It was in June 2010 
that President Obama secretly authorized a massive extension in the use of 
search-and-destroy missions by United States Special Forces. After he had 
taken office The TImes reported that these forces had been operating in up to 
sixty countries. 

The decision taken by the president increased that list to seventy-five 
states. It came as it emerged that United States Special Forces had killed 
thirty-four out of the top forty-two AI Qaeda commanders in Iraq in a surge 
of activity aimed at disrupting their operations. Similar results were seen in 
the Yemen when six of fifteen AI Qaeda commanders were also killed. In 
parallel with these operations President Obama had also authorized an 
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increase in the level of anned UMA strikes in Pakistan. This was a 
detennined effort to bring Al Qaeda to its knees. 

The organization, however, is not taking the onslaught from UMA strikes 
lightly. It is trying to fight back. Material discovered by French military units 
in Mali in early 2013 provided what was tantamount to a manual infonning 
potential insurgents how to avoid UMA strikes. Osama bin Laden had also 
been known to correspond with Al Qaeda franchises on the subject. 

In Al Qaeda chat rooms requests for 'brothers' to come forward with ideas 
on how to defeat the threat from UMA strikes have been published. The first 
issue of the magazine Azan published by the Taliban in Afghanistan and 
Pakistan also appealed for help in countering the threat from UMA. The 
American Defense Intelligence Agency is even on record as suggesting that 
Al Qaeda is conducting research into developing jammers for satellite 
navigation signals derived from the GPS constellation. In 2012 researchers 
at the University of Texas showed just how easy it was to 'spoof' the 
navigation system on a UMA. In Iran one of its most senior commanders has 
even gone so far as to suggest that schoolchildren are being trained to spot 
the signatures of UMA and provide warnings of their presence over sensitive 
nuclear-related facilities in the country. 

In an ever-changing world, prescience is a valuable albeit risky attribute. 
Reputations are easily lost by those who make confident predictions about 
the future, only to be proved wrong. As in the past with UMA, what had to 
be balanced is what can be forecast from reasonable extrapolations in 
technological development and the pull-through that emerges from 
operational requirements. In the short tenn that is not too difficult. In the 
medium to longer tenn, complications arise. 

This is not to suggest that the development of UMA somehow grants a 
licence to print money. After years of work and a large investment, Gennany 
suddenly announced in May 2013 that it was not going ahead with its planned 
purchase ofRQ-4 Global Hawk platfonns that had been intended to replace 
its aging fleet of Atlantique ATLl twin-turboprop SIGINT aircraft. It had 
intended to buy five platfonns and operate them from Schleswig-Jagel Air 
Base on the Baltic coast. 

The RQ-4B Block 20 variant of the Global Hawk had been the foundation 
of the programme. It was to have been equipped with a European-developed 
SIGINT package. Ground stations built in Europe would have received the 
direct read-out from the platfonn as it circled over an area of interest. One of 
the reasons cited for the cancellation was a decision reached in America to 
phase out the Block 30 variants of the Global Hawk. 
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In the United States Congress has been careful to scrutinize the various 
programmes being undertaken by the Pentagon. The Block 30 RQ-4 Global 
Hawk platforms were slated for retirement as Congress questioned the cost 
of their operations in comparison with the manned U-2 reconnaissance 
aircraft. This is despite their having achieved a number of important 
operational milestones such as the 30,000 combat flying hours in 1,500 
sorties in February 2010. 

The manned platform was seen to be able to operate at a higher ceiling, 
out of the way of the weather systems that can upset the flights of the RQ-4. 
The ISTAR suite on the RQ-4 was also reported to be a slightly inferior 
derivative of that flown on the U-2. With an original fleet of sixty-three 
aircraft having been planned, the first change in the programme saw that 
scaled back to forty-five. 

By the end of September 2012 fourteen were in service with four more in 
production. Each aircraft was supposed to cost a reported $35 million. 
However, reports emerging from the United States suggested this had risen 
very significantly to over $200 million per platform. In a time of austerity 
such increased costs were bound to trigger higher levels of scrutiny of the 
programme. 

However, as their plans developed the United States Air Force shifted its 
planned procurement of the Block 40 variant (RQ-4B), moving the total being 
purchased to forty-five aircraft. The Global Hawk programme now appears 
to be something of a political football, being metaphorically kicked between 
Congress and the United States Air Force. Congress has told the USAF that 
it should keep the Block 30 variant in service until the end of20l6. 

The history of UMA has shown that developments in its core enabling 
technologies have eventually led to a wider range of missions and 
applications of the platforms. Developments in radio and flight and 
navigation systems have all had an impact upon the operational versatility 
of UMA. From being a simple unguided missile with dubious accuracy 
around the time of the First World War, UMA established themselves in the 
role of targets for gunnery practice. That required specific developments in 
flight control systems. To deliver unguided attacks, however, further 
developments in navigation systems were required. 

Droning on 
One mission that is likely to remain in the portfolio of UMA is that of being 
a target drone. To test the manoeuvrability of the next generation of air-to­
air missiles, realistic scenarios will have to be created. The target aircraft will 
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have to be able to fly in ways that simulate the capabilities of current and 
emerging fighter jets. The QF-4 is one such example. It is based on the 
McDonnell Douglas F-4 Phantom II combat aircraft. A total 0000 have been 
converted since the start of the programme in 1996. Although the main tests 
involving the QF-4 have involved air-to-air testing, some have also 
participated in air-to-surface missile developments. 

In order to keep up with the developments of the next generation of 
fighters, such as the Sukhoi PAK-FA and the Chinese J-20, the QF-4 target 
drone is being replaced by the QF-16. A contract to convert 126 of the former 
F-16s into target drones has been placed by the Pentagon. This will provide 
the next generation of targets for aircraft such as the F-22 Raptor which is 
the first fifth-generation fighter in service in the world. 

As the fifth-generation fighter jets move from development into 
production it is vital for air forces around the world to evaluate how their 
aircraft would perform when up against the next generation of the threat. To 
meet that need the next generation of aerial target is already being introduced 
into service. 

Similar capabilities are offered by the Mirach 1001X transonic aerial target 
system. It can stay airborne for over 100 minutes and can fly at a maximum 
speed of just over Mach 0.92. It is the latest generation of aerial targets that 
have been under development in Europe since the early 1980s. It is launched 
from a trolley system, making it highly portable. Two JATO boosters provide 
the power plant. The Mirach 1001X is able to fly at altitudes of 3 metres up 
to 12,500 metres. This enables it to provide a range of realistic threat profiles 
covering missions conducted by strike aircraft, fighter jets, sea-skimming 
and cruise missiles and UMA. It also carries a variety of payloads that can 
simulate stealth coatings on fighters and strike-bombers. Real-time telemetry 
is also transmitted to a ground station. 

Today with the power ofGPS navigation systems have arguably reached 
a plateau in their development. Guidance systems and other flight control 
dynamics are also areas where development work is likely to be restricted 
on current airframes used in the land domain. Such is the state of 
development ofthese areas that two RQ-4 Global Hawks can now be flown 
in such close proximity as to be capable of in-flight refuelling operations. 

The KQ-X activity will shortly demonstrate in-flight refuelling between 
UMA. That will be a significant enabler for increasing persistence still 
further. This is a remarkable development and one that shows the maturity 
of UMA flight control systems. Flying in close formation is not easy as 
turbulence generated by the lead aircraft can have an effect on the second 
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platform. Interestingly, in the case of the KQ-X trials it is the second aircraft 
that acts as the source of the fuel. This is quite different to normal air-to-air 
tanking operations. 

Unmanned strike capability 
Operations from the decks of aircraft carriers will, of course, add in new 
dimensions to the requirements for flight control systems. Landing on a 
moving deck in a variety of weather conditions has its challenges, both for 
manned and unmanned platforms. Now that the X-47B has completed 
several such landings successfully, the United States navy can begin to evolve 
its own ideas as to what the next generation of its combat aircraft should look 
like. The requirements for that are being developed under the UCLASS 
programme. 

The United States Air Force equivalent programme MQ-X had stalled 
with senior officials suggesting they would wait and see what emerged from 
UCLASS before deciding what would happen next. Their caution is 
important. Developing an unmanned ground-attack capability to operate in 
non-permissive environments is possible. Speeds are increasing and the 
stealth characteristics are important from a survivability viewpoint. However, 
creating a replacement for the F-22 air-to-air fighter is a very different 
proposition. 

Perhaps with the development of missiles that can pull G-forces beyond 
the physiological capabilities of the human body, the era of the air-to-air 
manned dogfight is coming to a close. UMA would act as a host platform for 
the missiles, moving them to the edge of contested airspace waiting for 
tasking against enemy forces by command and control systems. Any plans 
to replace the F-22 with another manned aircraft are bound to raise concerns 
about the potential costs involved. Similar drivers will also affect the 
development of future strategic bombers. 

Talk of the next generation of long-range bombers being unmanned, 
however, is likely to prove premature. The Long Range Strike-Bomber (LRS­
B) is seen as the replacement for the B-2 Spirit, the B-1 and the venerable 
B-52 bombers that are currently in service with the United States Air Force. 
The prohibitive costs of the B-2 saw the operational total set at twenty-one. 
Somewhat fortuitously this coincided with the end ofthe Cold War. 

Had a third world war ever broken out the B-2 would have been tasked 
with two important missions. One would have been to attack major Soviet 
command and control nodes. The other would have been to track down land­
based mobile missile systems. In the early days of any campaign the 
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generation rate of the B-2 force would have been stretched. As things turned 
out the B-52s and the B-1 s were to playa slightly different role from that for 
which they had been originally built. Their contributions to the First and 
Second Gulf Wars and the initial attacks in Afghanistan supporting the 
Northern Alliance forces against the Taliban often involved bombing tactical 
targets using a variety of conventional weapons. 

Over its in-service life the B-2 also contributed to operations in Iraq, 
Afghanistan and in Libya. These have only required a small contribution 
from the stealth bomber in its geo-strategic role. Its ability to fly extremely 
long ranges and return home to the United States after delivering its payload 
have shown the potential for this kind of intercontinental strike-bomber. 
However, fearful ofa repeat of what happened regarding the cost of the B-2, 
the Pentagon has imposed a cost-per-aircraft cap of $550 million. Trade-off 
studies to determine the advantages and disadvantages of manning the LRS­
B or operating it as a UMA are no doubt already under way. In considering 
the design of the LRS-B the really difficult part is to try to envisage how the 
international security landscape will evolve over the next fifty years. 

Versatility will be a key word in shaping the design. With America now 
paying far more attention to the Pacific Rim, there are scenarios that envisage 
conflict with China. In that kind of eventuality the LRS-B will have to be 
capable of operating in a variety of permissive and non-permissive 
environments. The issue of operating from a stand-off position or having to 
penetrate enemy air defence systems is going to be an important design 
consideration. 

As the speeds at which UMA fly also start to increase as their use in air­
to-air combat starts to be considered, some evolution of the airframe is 
inevitable. The Pentagon MQ-X programme covers the design ofa UMA that 
can operate in contested airspace. As the designers look carefully at the MQ­
X a number of factors will be important. Stealth will remain a key 
characteristic as intelligence collection operations have to take place in 
increasingly hostile environments. Both of the designs that were evaluated 
for the United States navy demonstration programme on UMA had stealth­
like features. The RQ-180 UMA is the latest embodiment of these design 
characteristics and towards the end of 2013 was reported to be in testing at 
the Groom Lake Air Base in Nevada, home to the infamous Area 51 where 
the United States Air Force tested the U-2 spy planes in the 1950s. 

The design of the RQ-180, depicted on the cover of Aviation Week, shows 
an aircraft that has a close resemblance to the X-47B. It is reported to have 
a range of 1,200 nautical miles and be capable of flying for up to twenty-
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four hours. Its primary mission is intelligence, surveillance and 
reconnaissance but it could be adapted to conduct electronic attack missions 
and cany other equipment to help suppress the effectiveness of an adversary's 
air defence systems. 

The 'bat-wing' shape and the lack of any rear stabilizer are obviously 
linked to the configuration of the X-47 and contribute to the stealth 
characteristics that are so prized by designers of contemporary systems. With 
no ability to protect themselves against attack by surface-to-air missiles or 
interdiction by air-defence fighters, their only hope of surviving in a non­
permissive environment is to remain undetected. However, as air defence 
systems continue to improve to counter stealth there will come a point at 
which UMA will have to be capable of self-defence. That might come in a 
number of ways, including using a defence pod that carries countermeasures 
designed to defeat homing air-to-air or surface-to-air missiles. 

In the United Kingdom the preliminary designs of the Taranis UMA, 
named after the Celtic god of thunder, also closely resemble the features of 
a stealth aircraft. Indeed, the outward similarity between the Taranis and the 
RQ-170 Sentinel UMA is striking. UMA seem to be following a distinct 
design pathway that involves the creation of stealthy platforms. 

The Taranis is being marketed as an Unmanned Combat Air System 
(UCAS) demonstrator. If it were to form the basis of a next generation of 
fighter jets it would have to be able to operate both as an ISTAR asset and 
perform combat duties in non-permissive environments. The RQ-170, 
however, is clearly designed as an intelligence collection platform whose 
service ceiling is reported to be around 50,000 feet. Around twenty of the 
RQ-170s are believed to be in service, although one was lost on operations 
over Iran. 

As far as other technical issues go the rate of development of radio 
systems, particularly those involving satellite communications, are unlikely 
to introduce dramatic new developments in the short term. Bandwidth will 
still be at a premium. Situations where UMA have to be able to contend with 
being out of touch with their home base will still arise. The decision-making 
programmed into the control systems on the platform have to factor in a 
number of operational considerations. If radio communications are briefly 
interrupted the platform can choose to enter a holding pattern for a set period 
in the hope that communication links will be restored. If the outage lasts 
longer, then some simple mathematical analysis "needs to be explored to 
evaluate options. Fuel state, all-up weight and distance to the nearest 
operational airdrome all need to be considered. 
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The picture is different when it comes to developments on the mission 
payload and weapons front. Missile warheads will evolve from their current 
capabilities. Programmable warheads will allow further improvements in the 
delivery of precise effects. Sensor systems will also continue to improve as 
hyper-spectral imaging systems provide even greater degrees of target 
discrimination and resilience to the kind of simple countermeasures that can 
sometimes thwart the targeting process. Increased resolution of the targets 
will also help. 

Where missions monitor pattern of life behaviour before engaging a 
target, this will also help reduce collateral damage. UMA may not, however, 
be the solution of choice on all occasions. In the United States the decision 
to maintain the manned U-2 reconnaissance platform over the Global Hawk 

is one that may have potential ramifications. While UMA have 
many advantages in being able to go into environments where 
sending men is undesirable, cost is still an issue. 

Mission evolution, however, is not going to be an area where dramatic 
developments will take place in the short term. The core roles of UMA in 
suppressing enemy defence systems, providing a target drone for gunnery and 
air-to-air interception practice, collecting intelligence and providing ground 
attack will remain. Use ofUMA for maritime strike operations is the one area 
where new developments are already taking place. The days when UMA are 
developed to fulfil the kind of manned airlift capabilities offered by the C-
130 and C-17 aircraft of today are well into the future; not that it would be 
difficult to deliver such a capability if a pressing military need arose. 

It is principally at the other end of the spectrum where dramatic 
developments are being made in UMA. Smaller, lighter, insect-like platforms 
are already being developed for applications at the tactical level of command. 
Being able to covertly monitor the activities of an adversary while beaming 
back images to a control station has many attractions. 

This is particularly true where military commanders seek to reduce the 
potential of collateral damage to a minimum. Having the ability to look into 
a room and see who is present is a beguiling prospect. If such a capability 
had been available before the assault on the compound used as a sanctuary 
by Osama bin Laden it would have provided some valuable additional 
information for the Special Forces involved. The risk is, of course, that the 
attempt to collect intelligence up close to the potential target becomes 
compromised. 

Developments in these areas are all under way and the outcomes and 
short- to medium-term trajectories are not too hard to estimate. Where things 
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become complicated is in trying to estimate the degree to which UMA will 
be increasingly able to conduct autonomous operations. It is reasonable at 
this point to suggest that a clear demarcation will exist between ISTAR and 
defence suppression missions and those involving any form of strike upon a 
target. 

This is where a major problem exists. The implications of reducing 
sensor-to-shooter cycle times to a minimum provides an obvious driver to 
increased autonomy of target selection and engagement on UMA in the 
future. That, however, requires imagining that it would be straightforward to 
somehow programme the rules of engagement into a mission computer on 
the UMA. 

This may sound easy on paper but in practice is not so simple. Any 
targeting decision arises from a lengthy analysis of a range of issues. Legal 
supervision is crucial if the legitimacy of the operations is to be defended in 
the court of international opinion. In addition, considerations of the target 
and its surrounding areas are not trivial tasks that can be readily automated. 
Moving to a situation where targets are identified and engaged without some 
form of human overview is not a solution that is politically acceptable at 
present or one that is likely to emerge any time soon. That does not, however, 
prevent researchers delving into the problems involved. Just as in the early 
days of UMA developments, the issues have to be identified and potential 
solutions devised. 

For defence suppression missions the picture is different. Writing software 
that is able to adjust to changing parameters being sensed in the operations 
of radar systems is not impossible. Already jamming systems have a huge 
degree of automatic capability. However, as radars become increasingly 
digitized, so their flexibility and ability to adapt to a complex EW (Electronic 
Warfare) environment will tax the rate at which jamming signals can react. 
What was once a relatively simple game of measure and countermeasure in 
the EW field is becoming increasingly complex. 

The sheer variety of waveforms and operating characteristics of digital 
radar systems will dramatically change the ways in which EW is applied in 
the future. To some extent automation of the response is inevitable, given the 
dynamic that is unfolding. That, however, is not the sole problem for the 
UMA defence suppression mission. Things can get quite complicated in other 
areas. 

Take, for example, the kind of mission thai involves several UMA 
cooperating with each other to suppress a defence system. If one is lost to 
enemy action the others have to re-programme the scope of their operations 
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to provide a continuing capability. With their power budgets likely to be 
limited, optimizing the approach is going to require either a fully distributed 
decision-making capability or reference to a central command node that will 
change mission parameters, having decided upon an optimum configuration 
to account for the combat losses. 

This will also have to operate in a dynamic environment where strike 
packages accompanying the defence suppression platforms are successful in 
removing enemy radar systems. As the nature of the threat changes, so the 
escorting platforms will have to adjust their priorities. Conserving power is 
also likely to be an important factor. 

Increasing automation 
Increasing automation is one of the inevitable design drivers for UMA. The 
RQ-3 DarkStar platform was one of the first examples of increasing levels 
of automation. The designation of RQ shows that the platform was primarily 
designed for unmanned reconnaissance activities. It had an unusual 
asymmetric wing arrangement with a total wingspan of21.3 metres (69 feet). 
The prototype of the RQ-3 made its first flight on 29 March 1996 and crashed 
shortly after take-off. Its design incorporated stealth technologies. This made 
it difficult to detect and able to operate in non-permissive environments. 

Its key difference, however, was that it was fully autonomous. Given the 
fears over UMA being able to act on their own and be capable of killing people, 
the use of this kind of language to describe its capabilities is in fact an 
exaggeration. It was able to take off, fly a mission profile incorporating several 
targets to be observed, operate the sensor payload, transmit real-time imagery 
to a ground station and recover to a pre-determined location on the ground. 

In practice this so-called autonomous operation is quite limited. It is 
important not to assume that the RQ-3 was able in some way to think for 
itself. What it was able to do was follow a carefully worked out mission 
profile. Facilities also existed for a ground operator to update the mission 
profile during a flight should some revision of the mission plan be required 
at short notice. 

The range of the RQ-3 has been reported to be just below 1,000 kilometres 
(621 miles) and it was able to cruise at a relatively slow speed of 464 
kilometres per hour (288 mph). It had an operational ceiling of 13,500 metres 
(45,000 feet) and relied on its stealth technology to avoid being engaged 
when flying over an adversary's territory. 

This places it somewhere between a tactical and operational asset as far 
as military commanders are concerned. Its development programme was, 

166 



INTO THE FUTURE 

however, abruptly cancelled in 1999. The reasons for this are not clear but it 
is likely that the RQ-3 was not seen to offer anything specific when compared 
to some of the other UMA that were being developed at the time. The first 
prototype is on display at the National Museum of the United States Air Force 
at Wright-Patterson Air Force Base in Dayton, Ohio. Another prototype is on 
display at the Smithsonian National Air & Space Museum in Washington, 
D.C. 

Looking to the future, the idea of a fully autonomous UMA is still quite 
a distant prospect. The challenge is not in developing and updating a flight 
plan to work out how to fly to a new target. That is not a difficult task and 
can be solved using some quite simple mathematical algorithms that can be 
readily programmed into the on-board computer systems. Where the real 
challenges for automation lie is in the area of analyzing and recognizing 
aberrant patterns of behaviour in images derived from the sensor payload. 

Having the ability to automatically decide on a change of target, say if a 
primary target is covered by clouds or partially obscured, or recognize the 
kind of activity on the ground that might be indicative of the presence of an 
enemy, is a major departure from current technological capabilities. In spite 
of the grave warnings emerging from media sources it is highly unlikely that 
the man-in-the-Ioop operation of armed UMA is going to change in the 
foreseeable future. Even then, one has to question what benefits removing 
the man from the decision-making process would bring from an operational 
viewpoint. 

Civilian applications for UMA also provide another dimension to their 
future evolution. Already UMA are used in specialist roles to monitor large 
outbreaks of wildfires and to patrol sensitive border areas. Disclosures by 
the Obama administration in 2013 also revealed the extent to which military 
technologies were now being used in civilian policing operations. This has 
caused a renewed set of concerns to be expressed about the degree to which 
homeland defence and upstream military operations are converging. 

There is a fine line between conducting operations to monitor the border 
between Mexico and the United States and then roaming inland to track 
fugitives as they try to escape from customs and border officials. After all, 
the techniques developed in Iraq and Afghanistan using UMA to track the 
activities of specific insurgents could so easily be applied in the case of 
homeland defence. Taking the worries being expressed in the media to the 
limit, one does have to ask the question: if you can"launch a Hellfire missile 
onto a moving target in Pakistan or the Yemen, what would prevent someone 
doing that in America or the United Kingdom? 
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It is perhaps cruel to suggest it but it would take the considerations of 
collateral damage to a new level; and yet the idea of killing American citizens 
using UMA is not new. Anwar al-Awlaki was an American citizen who was 
targeted in the Yemen because of his known associations with Al Qaeda. If 
an armed UMA had tracked a known terrorist group taking part in a mountain 
training exercise in the Rocky Mountains and an opportunity to attack them 
arose, would someone in the FBI be prepared to sanction it? What about 
people involved in smuggling drugs? Would they be a legitimate target? 

While recent disclosures suggest that the use of UMA by FBI operatives 
has up until the middle of 2013 been confined to a small number of cases, 
the concern is that without proper supervision this could rapidly escalate. 
After all, once the capabilities of armed UMA were fully appreciated the rate 
at which they were deployed and used grew nothing far short of 
exponentially. 

Other applications will no doubt follow. One of the more exoteric 
concerns plans in Germany to monitor people who paint graffiti on property 
owned by the German railway. It costs around $10 million a year to clean, 
and images derived from UMA are seen as one way to prosecute those 
involved. In another interesting application UMA have also been deployed 
in the war on poachers of white rhinos in South Africa. Remaining airborne 
for up to ninety minutes, the lightweight Falcon UMA can provide important 
aerial views of suspicious activity. 

Proliferation 
Another aspect of the future will be the number of actors that are going to 
be able to fly UMA. The technology of UMA will not just be restricted to 
nation-states. Already on several occasions Hezbollah has flown UMA over 
Israel. In early 2013 Iran demonstrated its Shahed-129 (Witness-129) UMA. 
They claim it has a range of over 2,000 kilometres (1,240 miles) and is able 
to be armed with bombs and missiles. IfIranian propaganda is to be believed 
- and there are occasions when doubts have been raised over their claims -
the UMA is capable of reaching Israel. Its claimed range is twice that 
previously achieved by Iranian UMA. The development is clearly in 
response to the increasing surveillance over Iran aimed at monitoring its 
nuclear programme. 

Iran also has a track record of reverse-engineering technologies in order 
to overcome trade embargoes enforced by the United Nations to try to curtail 
its nuclear activities. In December 20 II the crash of an RQ-170 Sentinel 
UMA in eastern Iran led to it being placed on display for the world's media 
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in Tehran. Its stealth-like shape provides an indication of one of the clear 
directions of travel for UMA technologies. 

This was the UMA that had been reported providing imagery over the 
house in Pakistan where Osama bin Laden was living. Its shape resembled 
that of a smaller version of the B-2 Spirit bomber deployed by the United 
States Air Force. Both are based on the idea of a flying wing configuration. 
Other details on its performance are less clear, although sources in the open 
media suggest that it has an operating ceiling of 15,240 metres (50,000 feet) 
and has only been manufactured in similar quantities to the B-2 Spirit 
bomber. From informal comments sourced in the Pentagon there are currently 
no plans to arm the RQ-170. 

The final frontier? 
Space has often been termed the final frontier, picking up the theme from a 
hugely popular television series that also saw a series of successful films 
produced in Hollywood. Star Trek, however, was based upon the adventures 
of men as they travelled to the far reaches of the cosmos using warp speed to 
skip huge distances in a matter of microseconds. Fiction, however, does not 
always reflect reality. On 11 December 2012 the United States launched the 
X-37B military space plane on its third highly-classified mission. While it 
was hardly going where no man had gone before, the purpose of the series 
of test flights has been shrouded in secrecy. 

To an ill-informed outsider the pictures of the X-37B bear a striking 
resemblance to the now-retired Space Shuttle. The space-plane, as it has been 
dubbed, is a derivative of a previous development known as the Boeing X-
40. It is a re-useable space vehicle that can carry a variety of payloads into 
low earth orbit. Its first mission was launched on an Atlas rocket from Cape 
Canaveral in Florida on 22 April 20 I O. Amateur space observers quickly built 
a model of the orbit of the spacecraft which they believed was inclined at 
39.99 degrees and ensured the vehicle would pass over the same location on 
the Earth every four days. 

Speculation as to the nature of the missions has inevitably been rife in the 
media. It is an unmanned craft and its payload bay would be ideal to host the 
kind of radar imaging sensor systems that occasionally flew for a small 
number of days on the Space Shuttle. It could also be used to house a laser 
system that could potentially attack military satellites in low earth orbit, 
although the power required to operate such a system may be beyond the 
current payload weight and size constraints of the vehicle. The Pentagon has 
denied claims that this is the real purpose of the X-37B. Another spurious 
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claim in the media suggested that the X-37B was flown to spy on the Chinese 
Tiangong-l space module which is to fonn the heart of their future space­
station capability. This was quickly refuted on the basis of the differing orbital 
pattern. 

After 224 days in orbit the first test vehicle de-orbited and conducted 
America's first autonomous landing onto a runway from space. The first time 
this had been achieved anywhere had occurred when the Soviets landed their 
Buran Space Shuttle in 1988. The second mission lasted for 469 days. At the 
time a Pentagon spokesman noted that the post-mission analysis of the first 
flight had suggested that it could have remained in orbit for an extended 
period. One of the aims of the second flight was to push that boundary and 
see what might be achieved. At the time of writing, the third mission has yet 
to conclude. 

While the mission details of such flights are less than transparent, rumours 
will always develop to fill the gap. No doubt several more imaginative 
suggestions will appear in the media at some point. One thing, however, is 
clear. Having invested so much in the development of UMA to fly in the 
Earth's atmosphere, to explore their potential role in space makes eminent 
sense. 
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Conclusions 

Historical perspectives 
The early developments of UMA did not arise from a solid military 
requirement. These were motivated by advances in technology that offered 
the prospect of a UMA being developed. What anyone was going to do with 
it did not matter. In modem parlance this was a technology-driven approach. 
With mankind having only just taken to the air, for many the idea of quickly 
removing him from the cockpit seemed absurd to those who had only just 
experienced the thrill of overcoming the effects of gravity using powered 
flight. The joy was in flying, not sitting on the ground controlling a machine 
from some distance. Besides, some argued, what could an aerial torpedo 
achieve militarily that artillery could not already deliver? This was a difficult 
question to answer. 

The problems of flying a UMA were technically demanding. As a subject 
it was bound to attract the attention oflively minds. Accuracy was a particular 
challenge but that was not all. If the argument was to be made that an aerial 
torpedo was to have a meaningful military role, it had to somehow either 
complement artillery or in some way offer new capabilities. That would mean 
the UMA either had to offer advantages in range, timeliness of response, 
variations in warhead or more accurate targeting. By comparison with their 
contemporaries, these were areas where technological limitations restricted 
the designers. 

The first problem of how to get an aircraft into the air without a pilot at 
the controls was overcome relatively quickly, although some newsreel clips 
taken at the time do show that this was far from a trivial exercise. Flight times 
of more than a few seconds were something of a novelty. On paper the aerial 
torpedo might have seemed a good idea. In practice it was proving harder to 
deliver as an operational concept. . 

Gradually the issues of getting sufficient speed to lift into the air were 
solved. Once airborne, however, the issue was how to fly straight and level 
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to a notional target to deliver a weapon. In the ground environment the targets 
on the battlefields of the First World War were relatively static. Nevertheless, 
weather restrictions could hamper operations. In the air, however, the inherent 
mobility of the Zeppelins posed a different problem. 

Developments in gyroscopic systems provided answers to this problem. 
As the gyroscope sensed movement caused by wind or other atmospheric 
disturbances, signals would be generated providing a control input to the 
elevators and rudder. This would allow the UMA to maintain a heading and 
a given altitude but over time errors were bound to creep in, reducing the 
accuracy of the platform. Where a line of sight could be created to the 
machine, radio signals could be used to compensate for this but even that did 
not produce a major breakthrough. Gradually ranges over which some degree 
of control increased as designs and developments of gyroscopes and flight 
control systems developed. Yet this still did not provide a clear answer to the 
question as to what military value the UMA actually contributed. 

Accuracy therefore remained a major issue. Had the early flight variants 
ever really been deployed in anger, they would have been little more than a 
highly-indiscriminate weapon; one of the most important concerns being that 
the airframe should actually manage to cross the allied lines to attack the 
enemy. 

The Zeppelins 
However, as the Zeppelins appeared over London in the First World War, it 
became clear that something had to be done to try to shoot them down. The 
sheer size of these behemoths had a psychological impact upon the 
population. Nighttime operations added another dimension to the fear 
experienced by the British people. The drone of the engine meant that an 
attack was imminent: the question was where? In some ways this impact was 
to be mirrored years later in the Second World War with the onset of the V­
I assault on London. 

Apart from flying above the Zeppelins and dropping bombs on them, they 
proved quite difficult to shoot down. Approaching a heavily-armed Zeppelin 
in a small fighter only equipped with meagre armaments was also far from 
risk-free. The resilience of the airships to attack led many to speculate about 
their design and the kind of gas used in their inflation. Further developments 
in incendiary armaments were needed before the true vulnerabilities of the 
airships were exposed. 

This was the first time the military requirement for a UMA was apparent. 
The idea of an unmanned aerial torpedo was an obvious response. However, 
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it had to be effective against a moving target, albeit a slow-moving one. Any 
unmanned aircraft would have to be steered onto the target. The size of the 
airships helped but without some form of external control it was inevitable 
that any aerial torpedo attack would be almost certain to fail. This mandated 
that any aerial torpedo had to be controlled either from the ground or by a 
pursuit aircraft flying nearby but out of range of any defences on the 
Zeppelin. 

In the wilderness 
The nascent stage of development of key technologies in navigation, flight 
control systems and radio communications did provide significant barriers 
to their use in the First World War. Of the three, developments in radio and 
flight control systems were to quickly advance to the extent that at least some 
degree of remote control could be established over a UMA. In the austere 
times that existed after the war, further developments in UMA-enabling 
technologies, such as in the field of navigation, did not provide a huge magnet 
for limited research and development funds. Many programmes became 
dormant through lack of investment. 

The core enabling technologies, however, did manage to attract research 
funds and significant developments began to occur. Once they were 
developed in sizes that made them readily applicable to being installed on 
aircraft, the next round of UMA developments was almost bound to follow. 
Many of these technical advances were spurred on by rapid developments in 
civil aviation in the late 1 920s and early 1930s. Imperial Airways were in the 
forefront of opening up new routes across the world, flying from the United 
Kingdom to the far-flung comers of the Empire. 

As civilian aircraft spread their wings across the world, new military 
aircraft also started to appear. Some of these were specifically designed to 
dive-bomb their targets. Up until then this tactic had been seen to be very 
risky but with the introduction of aircraft carriers the need to be able to 
increase the accuracy of delivery of a weapon against a warship became 
increasingly clear. For navies, defence against such a threat required new 
forms of naval gunnery. 

The first serious military application of UMA was therefore as target 
drones for naval gunnery training. Previous targets had been rather 
predictable in their motion. Once control could be established over the UMA 
to the extent that it could be made to dive at shaltow angles over a target, 
their use increased. In many ways the early versions of what became known 
as target drones were ahead of the kind of tactics that would become 
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commonplace in the Second World War when it carne to dive-bombing 
enemy warships. 

The early pioneers of UMA had focused their thinking on using such a 
device to deliver explosives against enemy targets. This followed what might 
be viewed as a traditional approach to the ways in which kinetic air power 
was applied. It was all about delivering bombs against targets. The Austrians 
had started this line of thinking in the Siege of Venice of 1849 but when 
balloons were flown over the city they were only challenged by relatively 
inaccurate ground fire. 

As air-to-air combat quickly developed over the stalemate of the military 
position on the ground in the First World War, the survival time of bomber 
crews reduced. Having a remotely-flown aircraft at least did not expose air­
crews to harm. Accuracy of delivery was, however, a problem as the weapon 
could quite literally land anywhere. For some military people this 
unreliability was an issue but for others it created an opportunity. 

The V-I campaign 
The V-I campaign against London in the summer of 1944 was the first time 
cruise missiles were employed in a significant role in a military conflict. The 
air component of the attacks launched from Heinkel-Ill H-22 bombers was 
totally ineffectual. The losses of air-crews hardly justified the impact the air­
launched weapons had on· the population of the United Kingdom. The 
ground-based missiles proved more effective as a terror weapon. For the 
population of London who had endured the Blitz, the onset of the V-I 
campaign provided a clear reminder that the war was far from won. However, 
their reaction to the attacks was inevitable: they soldiered on. 

Since the inception of air power a population has only once been cowed 
by air power and that involved the use of nuclear weapons. By contrast, Adolf 
Hitler's view that his so-called vengeance weapons would force the Allies to 
negotiate proved incorrect. Even had the launch rate approached the levels 
that Hitler foolishly believed possible, it is doubtful that the V-I campaign 
would have created a tipping-point in the war. 

History would no doubt have been completely re-written had the Nazis 
managed to develop a nuclear weapon and install that on the V-2. As the war 
drew to a close there is little doubt the Nazis would have used such a device 
on London. If anyone would like to doubt that assertion, just consider the 
onslaught that was unleashed towards the end of the war on Antwerp. The 
death toll of Allied servicemen and civilians in the port and its surrounds is 
often forgotten in discussions on the impact of the V-I weapon. 
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Throughout the V-I attacks the Nazis lived in the same self-delusory 
world that many of them had occupied during the Battle of Britain. Many 
were all too ready to believe the intelligence assessments they were receiving. 
Their own propaganda reinforced the prevailing zeitgeist that they were 
winning. The Nazis simply had little idea of the increasing effectiveness of 
the defences over England. In part this was down to some effective 
cooperation with the media in the United Kingdom. When the very existence 
of a country is at risk it seems even the media can temper their desire to 
publish a good story. 

As during the Battle of Britain, the measures taken to defend the country 
against the V-I attacks were adapted to cater for the emergence of a new 
threat. Fighter-pilot tactics evolved, as did the ways in which the multiple 
layers of defence provided by the anti-aircraft guns, the balloons and fighters 
interacted. Each was able to understand, as dictated by the prevailing weather 
conditions, the best way to run the battle on a day-to-day basis. 

Unfortunately this level of organization was not something that could be 
moved to protect Antwerp. Unlike modem defences against missiles, such 
as the Israeli Iron Dome or the American Patriot systems, the defence that 
was created against the V-I for the United Kingdom was not easily relocated 
over Antwerp. The suffering of that city provides a vivid demonstration of 
the scale of what London might have faced had the defences not proved so 
effective. 

Had the V-I campaign against the United Kingdom been sustained, it is 
likely that it would have reached a kind of stalemate with a small percentage 
of missiles still reaching London and the south-east from the fixed launch sites 
in France. Given the Allied bombing raids in Germany and against the launch 
sites, it is difficult to see how the Nazis could have surged the level of attacks 
to a point where the air defence systems would have been overwhelmed. 

Equally, not all the V-I s launched could have been intercepted, so over a 
period of time the rate of successful attacks would have declined irrespective 
of the impact of Allied forces sweeping across Europe. The airborne 
component was never likely to grow significantly and the Mosquitos were 
taking a heavy toll on the He-Ill H-2s from which they were launched. Over 
time, that component would have diminished still further. 

With the end of the Second World War, applications of UMA returned to 
their traditional base of being targets for gunnery practice. Even today that 
continues as they are used to test the effectiveness bf air-to-air and surface­
to-air missiles. It will remain an enduring application of UMA, with their 
other long-standing role being that of reconnaissance. 
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As the V-I s started to rain down on London in 1944, in the United States 
pioneering work was just starting on the development of a pilotless aircraft 
designed to attack targets deep inside Germany. One motivation for this 
research would undoubtedly have been the sheer scale of losses of daytime 
air-crews suffered by the Americans. Again those tests were conducted at a 
point where the technology had not advanced sufficiently for the concept to 
ever really get to the point where it could be operationally deployed. Only 
thirteen unsuccessful test flights occurred before the programme was 
abandoned but it had given another stimulus to the progressive development 
ofUMA technologies. Slowly, step by step, investments were being made to 
allow the challenges of unmanned flight to be overcome. 

The SEAD mission 
If there was to be a catalytic point at which UMA would enter the mainstream 
of military applications it was always likely to occur during the Vietnam War. 
As flying over Vietnam became increasingly hazardous, so the idea of using 
UMA to suppress the effectiveness of Viet Cong defences developed. UMA 
would be flown in a stand-off mode to broadcast jamming signals to disrupt 
the performance of its increasingly capable air defence systems. The SAM 
systems employed by the Viet Cong depended upon radar systems for their 
initial target acquisition. What evolved over Vietnam was the second 
generation of electronic warfare. The first had occurred during the Second 
World War as the Nazis and the Allies battled it out for supremacy of the 
radio spectrum. The whole notion of measure versus countermeasure started 
the first of numerous spirals in the Second World War. 

This use ofUMA to analyze the electronic ORBATofan adversary's radar 
systems should have provided an enduring legacy from the Vietnam War. 
However, as radar technology improved so the collection and analysis of 
SIGINT data became more complicated. The sheer variety of radar 
waveforms and modes that started to appear made analysis of radar systems 
a task that was not easily automated. 

For those involved in the development ofRWR handling, the uncertainty 
of the electronic warfare environment was a challenge until the development 
of advanced digital signal processing. Analyzing SIGINT data required 
specialist knowledge and this was not easily transferred into a piece of 
software that could make automatic decisions on how best to jam enemy 
radar systems. Manned systems were the obvious way forward for SEAD 
missions. The manned SEAD mission provided the main electronic warfare 
component over Iraq in 1991 and 2003. 
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The Israelis took a different view. The lessons from the Yom Kippur War 
had been harsh. The initial rate of aircraft losses over the Sinai Desert and 
the Golan Heights had almost taken Israel to the edge of the abyss. In the 
crucible of war one event occurred that was to have a major impact on the 
ways that UMA would be viewed in the future. The arrival of thirty-three 
Lightning Bugs from the United States during Operation NICKEL GRASS 
created a dynamic that was to fundamentally change perceptions over the 
applications for UMA. Once the war was over, the Israelis were to pioneer 
several new developments of UMA technology that would lead to the 
development of contemporary systems. 

The first indication that this strategy was working came in the Bekkar 
Valley in 1982. Confronted by a highly-effective Syrian Air Force equipped 
with contemporary Soviet warplanes supported by an air defence system, the 
Israelis showed how they had mastered new roles for UMA in jamming 
communications and radar systems. Despite the obvious success of the SEAD 
mission over the Bekkar Valley, it had little impact on developments in the 
west. If anything, the requirement for the SEAD mission for UMA began to 
fall away. 

What had proved so successful tactically from a manned electronic 
warfare perspective over Iraq in 1991 was to have limited effect in Kosovo 
less than a decade later. Since then there has hardly been a massive call for 
the SEAD mission in places such as Afghanistan and Mali. Where air forces 
are essentially fighting an asymmetric conflict there is little need for SEAD 
and in the Libyan campaign in 2011 the age of the air defence system 
operated by Colonel Gaddafi's forces did not require a full-blown SEAD 
response. SIGINT platforms like the Nimrod RI were used to collect 
intelligence on the Libyan air defence system but much of its operational 
characteristics were already known. In the first four days of the campaign 
the NATO-led coalition degraded the operational capabilities of the Libyan 
air defence system to a point where it was considered almost ineffective. 

These recent experiences, however, do not point to a world where the 
SEAD mission will no longer form part of the repertoire of air force 
operations. Conflict over key parts of the South China Sea could draw 
America and China into war. Trying to attack key mobile assets operated by 
the Chinese that would be high on the targeting list of any American carrier­
based operations in the region would require a SEAD response. This echoes 
what happened in Vietnam when UMA were equipped at relatively short 
notice to conduct SIGINT missions that were then able to help devise suitable 
responses, such as barrage jamming. 
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While electronic warfare can be implemented using brute force, there are 
other times when a more subtle approach is required. Where brute force is 
needed the power requirements are often met by manned aviation escorting 
packages of aircraft to a target. Where a more nuanced approach is required 
UMA can be deployed that exhibit similar behavioural characteristics to 
manned aircraft with a view to seducing the enemy into revealing their 
wartime radar operating modes. 

On a number of other occasions they have also been used to decoy 
surface-to-air missile systems away from manned targets. These 
implementations of UMA were little more than an advanced form of target 
drones that originally started to be built in the late 1920s. They were 
essentially expendable. Their missions were also often of a relatively short 
duration. Reconnaissance missions, however, were different. It was in that 
area of UMA development where mission duration and the issue of 
persistence were to be major drivers for new advances in UMA technologies. 

Yom Kippur 
The Malthus doctrine was 'Necessity is the mother of invention.' In Israel 
the difficulties of fighting wars in both rural (Lebanon) and dense urban 
(Gaza Strip) environments led to some important advances in UMA 
technologies. When it came to conducting military operations the Israelis 
were not immune from the voice of international opinion. 

The need for delivering more precise effects became a necessity. Pictures 
of dead and injured Palestinian children did not play well in the international 
media but Israel could hardly sit back and allow HAMAS and Hezbollah to 
launch rockets against their citizens without some form of reprisal. Therefore 
a twin-track approach was adopted. Senior players in the organizations 
behind the attacks would be targeted, as well as those launching the rockets. 

To achieve this Israel had to pioneer new developments in persistent 
UMA. This required advances in propulsion systems and miniaturization of 
the basic components required to fly and operate a UMA. Fighter jets were 
simply too expensive a solution. What was needed was a smaller, longer 
duration platform that could be equipped with advanced sensor systems to 
identify and track potential targets before they were handed off to strike 
aircraft for interdiction. 

Individuals had to be tracked over a period of time before the right 
location was identified to conduct a strike operation. Images of burning cars 
in the streets of Gaza provide a demonstration of the increasing accuracy 
with which such missions are carried out. However, there are times when this 
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goes badly wrong. Those quickly erecting a rocket-launcher to fire an 
unguided missile into Israel are also a fleeting target that could only be 
addressed by having persistent coverage of likely launch sites. These urgent 
military requirements, coupled with a political necessity to be shown to apply 
force in moderation, led to the development of a new generation of UMA. 

UMA also have advantages over satellites. Current technological 
limitations on sensor systems restrict access to high-resolution imagery from 
geo-stationary orbit. Low earth-orbiting satellites follow predictive paths that 
nation-states can predict, allowing countermeasures to be adopted that reduce 
the value of any intelligence derived from space. UMA, however, can persist 
over an area for a long period of time, helping to develop the strategic picture 
of what is happening on the ground. 

America's use of UMA against the Iranian nuclear programme has been 
well covered in the media. This is the modem-day equivalent of flying UMA 
over China and areas of the Soviet Union in the Cold War. The use ofUMA 
helps avoid the kind of internationally embarrassing incident that occurs 
when the airmen flying them are captured and paraded on television. 

The lED threat 
Malthusian thinking also permeated to coalition forces operating in Iraq and 
Afghanistan. When faced by an increasing lED threat the necessity was to 
find ways of reducing the increasing death toll among the military forces 
based in those two troubled countries. The main problem was one of 
persistence. To spot someone planting an lED on a known route used by 
coalition forces, a sensor system had to be present. That could either be on 
the ground or in the air. The sheer magnitude of the task of deploying and 
maintaining a sophisticated network of ground-based sensor systems or the 
risks associated with basing servicemen on the ground to watch major re­
supply routes required an airborne solution. 

Fortunately developments in electronics, airframe technologies 
(lightweight composites) and power plants provided the catalyst for a new 
genre of UMA to appear. This iteration was able to make some limited 
decisions of its own if it lost contact with its home base. This was the point 
at which the uses of UMA multiplied dramatically. Other forms of smaller, 
lightweight hand-launched UMA started to appear. These were driven by real 
operational needs in theatre. 

One of the unsaid reasons for their introduclion was the aversion to 
military casualties that now exists in western society. Media coverage of 
repatriation ceremonies creates uncertainty in the minds of the public, who 

179 



DRONE WARFARE 

often are unsure why servicemen are being sent to far-off places to fight wars. 
Political leaders in the west have failed on many occasions to provide a telling 
case justifying upstream military interventions. This public concern translates 
into a desire to see the numbers of troops killed and injured being kept to a 
minimum. Any piece of military equipment that could be seen to help reduce 
the casualty count simply had to be developed and deployed if it were 
technically feasible. 

This creates problems for governments over defence equipment 
procurement. The UOR became the way in which all sorts of new 
developments were rushed into Iraq and Afghanistan. However, a legal 
judgement in June 2013 after servicemen had been killed in what were regarded 
as vehicles with limited armour protection has the potential to dramatically 
change the ways in which equipment is purchased for future wars. 

Threat assessments will have to operate outside the kind of tight box in 
which they have traditionally been contained. While empirical data is yet to 
be available, there are clear patterns emerging that suggest the proliferation 
of new weapon technologies is occurring at a faster rate among transnational 
criminals and terrorist organizations. 

What this means is that any military venture, no matter where in the world 
the forces are deployed, will face an increasingly sophisticated threat from 
the enemy. The tactics of asymmetric warfare used by the insurgents in Iraq 
and Afghanistan have escaped like a genie from the lamp but on this occasion 
it appears unlikely that it will ever be returned. In such environments UMA 
are a vital element in helping the overall situational awareness of servicemen 
on the ground. As a result of the legal judgement in the United Kingdom, 
having such equipment is now their human right. 

In Iraq and Afghanistan UMA appeared in a number of new designs but 
the essential building-blocks remained the same. Flight control systems, 
communications equipment and a payload of sensors were the very minimum 
elements of a UMA. For those in service at an operational level of command 
it was also sensible to arm them in order to reduce the sensor-to-shooter time 
to a minimum. 

Small tactical UMA appeared that could 'look around the comer' in a 
dense and complex urban environment. They could also be flown ahead of a 
convoy to look for telltale signs on the ground of insurgent activity. At the 
operational level UMA were also used to provide intelligence on the activities 
of specific individuals or groups. The UMA proved adept at tracking their 
activities and providing indications of aberrant behaviour. 
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The human factors 
Among all the negative press about UMA, one factor is often overlooked. 
What toll do repeated operations take on the pilots and weapon systems 
operators who fly the missions and conduct attacks? One of the classic 
arguments the media like to portray is that UMA warfare can be likened to 
computer games. The problem with this analogy is that computer games 
rarely have the endless hours of boredom that are experienced by UMA 
operators. Computer games tend to be aU action. In the real world of UMA 
operators there are hours upon hours of simply watching potential targets up 
to the point where a strike may be carried out while minimizing the risks of 
coUateral damage. 

This is a perception fuelled by the notion ofUMA being flown by people 
who are good at this kind of virtual warfare. The suggestion is that these 
individuals lack the kind of psychological connection with warfare that can 
only arise from being in a theatre of war. The argument goes that unless as 
an individual you are up close and personal with the enemy, you cannot 
believe you are at war. 

This, of course, is a very biased viewpoint. Few professional military 
people would accept that flying UMA from an air-conditioned office in the 
Nevada desert somehow makes you immune from the realities of war. Indeed, 
such is the scale of integration that the UMA operators are in contact with 
the combat units they are supporting on the ground. Listening to the radios 
often provides a very clear indication of how pressured the ground troops 
feel in specific situations. The UMA operators cannot help but be drawn into 
the situation when they hear a fire-fight in progress. 

Despite the media suggesting otherwise, the UMA operators do not see 
their missions through the lens of a video game. Recent studies show that the 
reality of the situation is far more complex. What in military jargon is known 
as decompression, the point at which a serving person leaves an operational 
theatre to resume their home life, is very hard to do on a day-to-day basis. 

Those who fly UMA from a safe and secure sanctuary in the United States 
or the United Kingdom and then drive horne to put the children to bed suffer 
different forms of psychological pressures. One minute they are listening to 
caUs for help from soldiers on the ground who have been ambushed and the 
next they are reading a bedtime story to their children. It is nonsense to 
suggest that such episodes of diurnal decompression do not have a lasting 
impact on the operators. Developing coping strategies in such situations can 
often require medical help. 

The operators also suffer from another level of exposure to what is 
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happening on the ground. Today's sensor systems leave little doubt as to what 
has happened in the aftermath of an attack. Fast jet pilots will fly over a target, 
drop a weapon and then retire from the scene, leaving others to do the bomb­
damage assessment. For the UMA operator the implications of their attacks 
are all too clear to them. When mistakes do occur, the results are all too 
graphic. This piles yet more pressure on the human operators. 

Media portrayals of the use of UMA being little short of a video game 
are certainly far from reality. They are also insulting to the professionals who 
operate the systems. Reports of increasing levels of Post-Traumatic Stress 
Disorder among UMA operators back up that viewpoint. It would appear that 
far from living their lives in some virtual world, the UMA operators really 
do experience high levels of stress. These effects are likely to be amplified 
by the operational tempo that the current generation of UMA operators are 
sustaining. Due to a slow build-up in the total numbers of air-crew, those 
who are qualified are carrying a heavy load. That is bound to reveal itself 
psychologically at some point. 

Contemporary operational issues 
Today UMA get a bad press. They are either automatic killers raining death 
and destruction from on high against war-weary insurgents in Pakistan or 
they are intruding upon people's personal lives at home. The times when they 
are used to help human beings are often barely noted by the media. Even 
their supposed cheapness is questioned. For many, some of whom have clear 
agendas, UMA are not some kind of panacea. 

The loan by Israel of two UMA to the Chilean government in the 
aftermath of an earthquake that had widespread impact upon the population 
was hardly reported. For the Chilean government the ability to assess those 
areas that had been most affected and to help provide security at nighttime 
when the risk of looting was high was a humanitarian gesture. This was one 
occasion, and there have been many others, when UMA could have been 
noted for their positive contribution to helping human beings. 

Another example is the way in which UMA are being used to chart ancient 
Inca settlements in Peru. Their use speeds up the rate at which initial surveys 
of sites can be completed. For the Peruvian economy this is important as 
government statistics show that developmental pressures have surpassed 
looting as the major threat to the country's national heritage. At a site near 
Lima archaeologists are trying to piece together the remains of a fire-revering 
coastal society that was nearly destroyed by construction firms in July 2013. 
Therefore UMA clearly also have a role in conservation. 
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In addition, UMA are increasingly being sent into areas that are very 
dangerous places for human operations. For example, UMA are being flown 
into hurricanes to measure and report atmospheric parameters. They have 
also been used to chart the plume from an erupting volcano. 

Several universities are engaged in using UMA to monitor levels of sea 
ice that might provide indications of global warming. Scientists at the 
University of Alaska at Fairbanks are also using a small battery-operated 
UMA to map the summer breeding grounds of sea lions. Forest and grassland 
fires are also being monitored using UMA. These are all positive aspects of 
their use. Not all UMA are armed and dangerous. Some make a very positive 
contribution to society. 

Negative press 
As ever the media fails to find any sort of balance in the treatment of the 
subject. What started out in 2006 as claims of large numbers of civilians 
getting killed by armed UMA strikes could never quite be reversed, despite 
the existence of evidence that suggested the civilian death toll was lower than 
the media hubris had suggested. 

Publish by exception is the rule. Only mention the topic when many 
people have died in an attack, irrespective of their allegiance and possible 
involvement in international terrorism. Stories ofthe day-to-day roles played 
by UMA in securing countries' borders, tracking drug-smugglers and 
preventing lED attacks upon military personnel based in a theatre of war are 
consigned to the editorial waste bin. They simply do not suit the agenda. 

It seems that the public are easily swayed by such coverage. Reticence 
over the operations of UMA often appears in opinion polling across the 
world. Women are found to have an especially negative reaction to the armed 
UMA strikes. Doubts expressed in some sections of the media over the 
legitimacy of the operations from a legal standpoint add to that sense of 
disquiet. Protests outside Royal Air Force Waddington over the operations 
of UK UMA over Afghanistan provide an indication of the kind of concerns 
that exist. The images of charred bodies after a Hellfire missile attack easily 
stir public unease. 

Reassuring noises emerging from Washington over the increased level of 
controls involved in targeting decisions do little to assuage the zeitgeist. 
Public opinion, it would seem, is far from convinced about the idea of a pilot 
and weapon systems operator being detached from the point of weapon 
delivery. They want the pilot to be up close and personal with the war, failing 
to appreciate that thanks to technology, that is exactly where they are when 
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they are flying overwatch missions. The real failure here is on the part of 
those who operate the armed UMA. They have allowed the media image to 
become tarnished by dubious reporting. 

The problem is that the media allows what happens in strikes aimed at 
the Taliban and surviving leadership of Al Qaeda to be conflated with the 
need for soldiers on the ground to be protected. A nuanced coverage is absent 
from a large section of the media that is hostile to the very idea that UMA 
exist. It is difficult to completely understand the rationale or motivations 
behind this attitude. Soon this may be compounded when the numbers of 
people killed by armed UMA strikes exceeds the total number of people who 
died on 9/11. When this milestone is passed, will any public support for 
further armed UMA strikes ebb away? 

While UMA suffer from adverse media attention, from a military 
viewpoint they make increasing sense on the complex battlefields of Iraq, 
Afghanistan and in tackling transnational international terrorist gangs. The 
French operations in Mali in 2013 provide an ideal example of the problems 
military commanders now face in trying to seek and destroy what is often a 
fleeting enemy. Until the French intervention in January with the help of the 
Royal Air Force and the Americans, Al Qaeda-affiliated groups in Mali had 
been able to operate without fear of sanction for their activities. Historical 
religious sites were desecrated in Timbuktu, meaning that some material is 
now lost from the annals of history. The world appeared impotent as these 
groups mounted an onslaught against those who practice rival interpretations 
of their religion. 

When it appeared the wider international community was faltering in its 
desire to finally try to stabilize the northern areas of Mali, the terrorists moved 
south in an audacious move to take the capital Bamako. French fighter jets 
supported by UMA and ground forces helped to quickly remove that threat. 
However, as is inevitable in the modem era of warfare, the insurgents did not 
stand and fight. They retreated into the Adrar des Ifoghas mountain range 
which borders on Niger, Libya and Algeria. 

To many this appeared like are-run of the sanctuaries created by Al Qaeda 
and the Taliban in the unregulated areas that exist along the border between 
Pakistan and Afghanistan. In Somalia Al Qaeda affiliates operate over large 
swathes of the countryside and a similar situation exists in the Yemen. These 
ungoverned spaces, as they are known, provide the perfect sanctuary for 
transnational criminal and terrorist groups. 

As the French military operations in Mali started to scale back it seemed 
that rather than achieve a decisive military victory against the insurgents, all 
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they had actually managed to do was disperse them over a wider area of the 
Sahel. Reports of AI Qaeda-related activity now routinely emerge from 
Mauritania, Western Sahara, Morocco, Algeria, Tunisia, Libya, Niger, Chad 
and Mali. For any land-based military forces, especially those indigenous 
forces that are so poorly equipped, trying to create any form of governance 
over such a huge and often inhospitable area is a massive task. Armed and 
unarmed UMA flying in these areas represent an obvious way of trying to 
create a semblance of governance and presence. Just the sound of the engines 
of the armed UMA still creates its own impact on those on the ground. 

Far from defeating the insurgents, the French military operation has 
ensured that yet more sanctuaries will now emerge which the groups involved 
will use as yet another base from which to start future activities. How to 
maintain pressure on those locations while achieving the military draw-down 
to which the government has committed poses a problem for the French. One 
indication of the long-term prognosis in Paris is the decision to buy at least 
five MQ-8 Reaper aircraft for the French Air Force. 

This is a significant development and reveals how the Elysee Palace is 
covering what may happen next in Mali. The Russian decision to buy Israeli 
armed UMA mirrors the reasoning in France. While both governments would 
prefer to await their own indigenously-developed armed UMA, they both 
have pressing needs on the ground to address insurgencies that threaten their 
national security. Terrorist training camps in the Caucasus, across the Sahel, 
Maghreb and Middle East are, like those in Somalia, Nigeria, Pakistan, Syria 
and Iraq, an enduring concern. The inherent manoeuvrability that AI Qaeda 
franchises now enjoy has led to the approach of using armed UMA strikes to 
try to disrupt their activities being likened to 'whacking molehills'. It is a 
very good analogy. 

Recruits into those training camps will also flow from the spate of prison 
escapes that were engineered towards the end of July 2013. From supposed 
secure sanctuaries in Iraq, Pakistan and Libya hundreds offormer combatants 
have escaped. For President Obama the idea of repatriating the remaining 
people held at Guantanarno Bay has become even more difficult. In the 
Yemen a mass prison escape saw hundreds of AI Qaeda supporters released 
to join the ranks of AQAP. 

With more of these people now travelling to far-flung parts of the Middle 
East and North Africa where they can resume their jihad, the international 
security situation has taken a major step backwards; and this is without any 
additional potential fall-out from the ousting of President Morsi in Egypt. 
With AI Qaeda-linked groups already operating in the Sinai Desert, how long 
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will it be before Israeli anned UMA are involved in strikes against training 
camps in that area? 

In this uncertain environment UMA provide almost the ideal platform 
from which to monitor and where necessary disrupt the activities of the 
remnants of Al Qaeda's franchises and affiliated groups that have established 
bases in ungoverned spaces. Some commentators speak of Al Qaeda 
metastasizing, using a metaphor drawn from cancer research to convey the 
idea that new cancers develop away from the primary source. Where these 
new cancers metastasize to new geographic areas, some form of upstream 
action has to follow. 

UMA provide the unique quality of persistence over the potential target 
areas that are so valuable. They provide a cost-effective alternative to what 
would be resource-intensive and expensive-to-maintain manned missions. It 
is unlikely to be long before reports emerge ofUMA strikes against insurgent 
leaders who have based themselves in these countries. The decision by the 
United States to establish a forward operating base for UMA in Niger in the 
early part of 20 13 shows how the footprint of UMA is gradually extending 
across Africa. Where Al Qaeda and its affiliates go, UMA such as the Reapers 
will inevitably follow. That is not the only development that is occurring with 
regard to UMA. 

Understanding the public reaction to those occasions when civilian 
casualties die during armed UMA strikes, President Obama has sought to 
codify the rules of engagement into a clearer set of processes for analysis 
and decision-making. Suggestions emerging from the White House note that 
this has been important as anned UMA strikes are likely to remain on the 
agenda for some time. Some commentators close to the Obama 
administration have privately noted that the so-called 'global war on terror' 
is only at its halfway point in 2013. Clearly there are few in the administration 
who believe the utility of anned UMA strikes is suddenly going to fall away. 

In this situation the armed UMA strikes are now supported by the 
development of what has been called the Disposition Matrix. For each person 
on the target list it contains the list of measures that are being taken against 
the individual involved. Some may be subjected to arrest warrants and other 
legal actions; others to actions by Special Forces, especially if they are out 
of reach of the anned UMA capability. The approach based upon this new 
matrix provides greater clarity for those involved in the decision-making 
processes. 

The decision to send in two Special Forces teams to arrest key people 
linked to Al Qaeda in Libya and Somalia in the wake of the assault on the 
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Westgate facility showed the full potential of the Disposition Matrix. One of 
the raids was successful; the other failed to achieve its objective. Simply 
killing key leaders as soon as they come into the cross wires of an armed 
Reaper does have its consequences. Clearly the White House, in its attempt 
to rebut some of the criticisms that have been laid at its door over its apparent 
widespread use ofUMA, has decided to look more carefully at other options 
offered by the Disposition Matrix analysis. 

This gradual shift that can be detected in 2013 comes at a critical time as 
Al Qaeda spreads its global footprint. Its increasing geographic coverage was 
a point noted by its leader Dr Ayman al-Zawahiri in a broadcast in November 
2013 where he trumpeted the increased global footprint as an example of the 
enduring presence of Al Qaeda on the international security landscape. With 
Al Qaeda far from defeated and many new potential sanctuaries opening up 
across North Africa, the pressure to conduct more UMA strikes will increase. 

This future growth of UMA strikes has already been forecast in some 
sections of the media. One leader in a major national American newspaper 
even went so far as to suggest that President Obama has plans to extend the 
deployment footprint of armed UMA all over the world. No doubt if asked, 
the president might respond: 'If that's what it takes to keep Americans safe, 
so be it. ' Despite his obvious personal values and ideals, the president knows 
that holding the reins of power sometimes requires a degree of pragmatism 
when it comes to decision-making. 

Because the targets are often fleeting in nature, the time taken from 
detecting the threat to any engagement has to be reduced to an absolute 
minimum. The so-called sensor-to-shooter cycle has to be reduced to a 
minimum while still allowing the right levels of legal and political overview. 
Herein lies a continuing problem. To some degree the president can pre­
authorize the engagement of specific targets on the list of those thought to 
be involved in international terrorism. However, each situation has its 
subtleties. As the list of surviving key leaders is reduced, so the 
considerations involved in targeting them have to develop. 

Cost 
Critics of UMA often cite the dubious mathematics that are applied to the 
ways in which their operating costs are presented. As far as the general public 
is concerned, it is easy for manufacturers to make the case that UMA cost 
less to build but the arguments depend upon what type of platform is being 
analyzed. Clearly those hand-held UMA that have relatively short-duration 
flying time and are used in a tactical context are low-cost. They are not 
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designed to replace other capabilities. They were introduced in Iraq and 
Afghanistan as a matter of necessity. Malthusian logic was again at work. 

The issues on cost really focus on the capabilities offered by a Reaper 
UMA versus that of an F-16 fighter jet. On the surface it may look like a 
really easy case to make, with an F-16 costing anywhere between £5M and 
£35M depending upon its availability in the second-hand market and the 
equipment it carries. The unarmed Israeli Heron UMA could be purchased 
for around £12M in 2004. The armed Reaper price is around £20M. The 
Global Hawk platform cost NATO around £200M each in the contract signed 
in 2012. However, while the price of buying such platforms provides a far 
from clear view of their merits over manned aircraft, a detailed examination 
of the long-term operational costs and combat loss rates provides a very 
different perspective. To support Reaper operations a reported 180 people 
are needed on the ground. By contrast, an F-16 requires 100. Clearly, from 
an operational viewpoint, if the F -16 were to achieve the levels of persistence 
of the UMA over the battlefield it would cost a lot more to keep it airborne 
and being refuelled. 

This serves to illustrate the complexity of the actual calculations that need 
to be made to compare the cost of operating UMA and their equivalent 
manned fighters. One complicating factor is the relatively high loss rate that 
is occurring with UMA platforms. This is probably a passing phase. All new 
technological developments go through the 'bath tub' curve of unreliability 
in their initial operational deployments but eventually settle down into a low 
loss rate. Even manned fighter jets went through that stage of their 
development. In 1954 United States naval aircraft suffered loss rates of close 
to fifty for every 100,000 flight hours. Today that figure is less than one. As 
an indication that the reliability of UMA is on a similar pathway, in 20 II the 
loss rate of Predators fell below that of the F-16. 

Ultimately an important factor will be the degree to which sensor systems 
for both manned and unmanned aircraft develop. If both can achieve higher 
degrees of situational awareness on the ground to improve precision to the 
point where the risk of collateral damage is reduced to a very low probability, 
then the arguments shift onto which platform is best to execute the mission. 
In uncontested airspace those arguments are likely to favour the unmanned 
aircraft, even though the support costs on the ground are higher. For manned 
aircraft to try to compete with UMA in terms of persistence over the target is 
difficult. In contested airspace, however, for the immediate future the 
arguments will favour the manned platform. 
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Future military applications 
UMA will also make an important military contribution in future theatres of 
conflict. French military operations in Mali in 2013 provide an insight into 
how the future might evolve. For states that are increasingly thought to be at 
risk of being unable to govern their remotest areas UMA provide an ideal 
platform from which a long-term intelligence picture can be assembled. If 
and when some form of military intervention is required, intelligence 
collected from surveillance operations will help shape the planning process. 
With Al Qaeda supporters now spread all over the Sahel and Maghreb, the 
need to find their new sanctuaries in order to continue to disrupt their 
activities is increasingly clear. 

What emerges from Mali is a new form of military intervention that is an 
adaptation of the model applied in Libya and Sierra Leone. This is one that 
sees a short phase where soldiers are deployed on the battlefield alongside 
forces from the host nation to solve an immediate political crisis. The British 
intervention in Sierra Leone had similar easy-to-define political objectives. 

The Libyan experience was, of course, slightly different in that the 
footprint of soldiers on the ground from the coalition implementing the 
United Nations Resolution was kept to a minimum. In the case of Libya, 
support to the insurgents came principally from the air from overseas bases 
and from the decks of warships operating close to the Libyan coastline. These 
are, however, variations on a broader model of military interventions that 
seeks to reduce the time spent on combat operations to a minimum. 

Efforts to build the capabilities of the national army then follow as the 
intervention force is gradually reduced and returns home. In the gap while 
the national army is being developed, Special Forces from countries 
supporting the stabilization efforts move in to ensure that any sanctuaries to 
which insurgents or guerrillas have temporary retired are kept under pressure. 
All the while UMA are used to locate and engage the enemy as they try to 
establish remote sanctuaries in ungoverned areas. 

This is the kind of model that is likely to emerge in Mali. However, as 
events in Syria are showing all too graphically, even this relatively new model 
for military interventions has its serious limitations. Yet even against that 
difficult and highly complex backdrop, UMA could still be deployed to feed 
live imagery to those on the ground that are receiving support. Achieving 
that is not difficult once operators of the small hand-held terminals that 
receive data from the UMA have been trained. In "the first instance support 
from the UMA would be through the supply of imagery to operators on the 
ground. 
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Operating from Cyprus, UMA could easily spend long periods of time 
over Syria. Ifwestem governments were finally to decide that a red line had 
been crossed on chemical weapons then arming the UMA could be a logical 
next step that would avoid any military footprint on the ground. This would 
be an unmanned variation of the operations over Libya in 2011. The only 
issue for the governments involved would then be the problem of what to do 
if one of the UMA was shot down by the Syrian air defence system. Such 
operations may also increase the risk of terrorist attacks at home. In France 
the possibility of a reaction to their intervention in Mali will remain a very 
real threat. 

Many leading military thinkers have started to express views on the nature 
of future wars. Climate change is one driver that many believe will inevitably 
lead to more conflicts. Where states argue over finite resources, such as water, 
there is always the potential for tensions to spill over into hostilities. In such 
situations UMA can even play the role of peace-keeper. The decision by the 
United Nations on 1 August 2013 to use an unanned Italian surveillance 
UMA in the Democratic Republic of Congo is unlikely to be the last time 
UMA are deployed in support of peace-keeping operations. 

To date the United Nations has relied upon individual states contributing 
to peace-keeping forces bringing their own equipment with them. For 
operations in Africa, such as those being undertaken in Mali, indigenous 
forces in Africa do not have access to such advanced technologies. Countries 
such as France, the United Kingdom and America need to provide UMA as 
a coalition asset into such operations. 

As tensions threaten to flare up into all-out conflict, UMA operating from 
nearby bases can provide the kind of insights that may help countries on a 
pathway to war step-back. War often arises from uncertainty, where potential 
adversaries' understanding of the intelligence picture is often distorted by 
deception and intrigue. UMA operated by the United Nations could give it 
specific access to intelligence information that may help create the conditions 
for negotiations. They can also help verify the implementation of agreements, 
such as the withdrawal of forces from a potential flash-point. 

UMA can also play an important role in helping save lives. Where natural 
disasters strike, prompt deployment of ISTAR assets can be crucial in 
directing aid relief efforts. Nearly every week in the press new applications 
are also emerging all over the world. Monitoring the aftermath of man-made 
disasters is another area. The nuclear disaster in Japan saw UMA deployed 
to help build situational awareness. UMA equipped with radiation sensors 
can go into the kind of environments that are simply hostile to human beings. 
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Where force does need to be applied it will be important for the arms 
industry to develop new programmable warheads. The Israelis showed the 
benefits of using unarmed warheads to signal the imminence of an attack 
during Operation CAST LEAD. In the kind of mixed urban and rural 
environment that will continue to provide the backdrop to armed UMA 
operations in the immediate future, the ability to scale the size of the 
explosion is a step worthy of future investment. 

In March 2009 the MQ-9 Reaper was first equipped with the 500lb variant 
of the Joint Direct Attack Munition (JDAM). The platform can also carry the 
500lb GBU-12 Paveway II laser-guided bomb to attack specific targets. The 
GBU-39B small-diameter bomb was also added to the list of weapons that 
could be carried on the MQ-9 Reaper to make a start in addressing the issues 
of lowering the risks of collateral damage. In 2010 the MQ-9 Reapers were 
updated to carry the Hellfire AGM-114 P+ missile. This design allowed the 
missile to be fired off-axis, overcoming a previous operational restriction. 
The development of the new missile increased the engagement envelope. 

Already the United States navy has made it clear this is an avenue it is 
actively exploring through the development of the Selectable Output Weapon 
(SOW). Once the target is known, the pilot selects the explosive power that 
the device will yield on detonation. Initial trials have already proven the idea. 
In one experiment a 27-kilo bomb was operated in three different modes. In 
the deflagration-only mode a mirror located less than 2 metres from the target 
remained unscathed after an attack. 

Where wars do break out UMA may well have to operate in contested 
airspace. Over Iraq and in Afghanistan the UMA did have to survive ground 
fire when operating in mountainous terrain but they did not have to deal with 
the issue of counter-air. Over Kosovo in the late 1990s where UMA first 
started their current journey fifteen were lost to SAM engagements and door 
gunners operating from helicopters. Their slow speeds and lack of any form 
of defence make them unsuitable to operate in areas where high-intensity 
conflicts are likely to occur. 

As America shifts its focus to the Pacific Rim away from its lengthy 
military commitments to Western Europe and the Middle East, it will have 
to think hard about how any form of UMA will operate in the kind of non­
permissive environments that may arise in that region. 

A high-intensity conflict in South-East Asia over oil and gas deposits in 
the South China Sea is not going to be a place where armed UMA are likely 
to have a lengthy life expectancy. The emphasis upon stealth in designs such 
as the Phantom Ray UCAV (X-45) and the X-47B show the likely 
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development trajectory. Other important aspects of survivability will include 
greater speed and the need to carry a defensive aids suite and perhaps even 
some form of air-to-air missile capability. 

In high-intensity conflicts stealth characteristics are still going to be 
important. In some quarters in the United States there are already suggestions 
that armed UMA have had their day. Given the need for these developments 
some commentators express the view that while they were right for the COIN 
environment, they simply do not have the wherewithal to operate successfully 
in a contested environment. The suggestion is that from here on the pressure 
to further develop armed UMA will recede. In China and Russia indigenous 
UMA development programmes suggest the thinking in Washington is not 
shared by Beij ing and Moscow. 

The view from the Pentagon may, however, tum out to provide an 
accurate viewpoint. The current generation of armed UMA have been 
developed in the crucible of war. While the developers have been able to take 
advantage of new developments to extend their duration and increase the 
payload that can be carried, the current generation of armed UMA really do 
not need vast amounts of new investment. 

What, however, is likely to happen is that their production lines may well 
be in operation for some time to come. The loss rate of UMA still poses 
problems for the designers. Replacements to maintain the operational 
footprint are therefore going to be an inevitable requirement but that is not 
the only reason why additional armed UMA are likely to continue being built. 

With Al Qaeda showing all the signs of exploiting ungoverned places 
around the world for many years to come, the armed UMA will remain the 
weapon of choice to ensure governments can disrupt their activities at source. 
If the nightmare scenario of a follow-on attack to 11 September 2001 is to 
be prevented, some form of disruption of activities in terrorist training camps 
has to occur. To do away with armed UMA and to hope that terrorists will 
somehow not use additional freedom of manoeuvre that they would then 
enjoy to plan and conduct major attacks against the west seems a wholly 
naive view. Transnational terrorists have no track record of responding 
positively to any such gestures. Despite all the attempts in some sections of 
the media to taint the operations of armed UMA, they will remain, for the 
foreseeable future, 'the only game in town' when it comes to reaching into 
the remote sanctuaries in which international terrorists hide. 
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Analysis of UMA Strikes 
in Pakistan 

In 20 II in the wake of the death of Osama bin Laden several high-ranking 
political leaders in the west started to write the epitaph of Al Qaeda. As far 
as they were concerned the organization had reached a tipping-point from 
which it could not return. Central to those claims was the impact that armed 
UMA strikes were having on the organization. Detailed analysis of such 
claims provides conflicting evidence as to their efficacy. 

Of all the theatres in which armed UMA strikes occur, those in Pakistan 
fuel the most emotive reactions in the international media. Much of the 
coverage that ensues is ill-informed and of a generalist nature. Claims made 
in the media often solicit a muted response from White House officials. Off­
the-record briefings provide indications of the success of the attacks, naming 
key players in various networks as having been successfully targeted. 
However, due to the lack of transparency over the nature of the strikes, 
presumably linked to an inherent nervousness over their legitimacy, it is the 
media that sets the agenda on the issue. Their inflated claims provoke a fierce 
and understandable emotional reaction. 

One thing the media does little to address is the complex nature of the 
various groups involved in the insurgency. What is often referred to in general 
terms in the media as the Taliban is in fact composed of a series of groups, 
each with a slightly different agenda. Some, such as the Haqqani network, 
use Pakistan as a sanctuary from which to mount attacks in Afghanistan. To 
date they have not indicated a desire to use the sanctuary as a place from 
which to mount attacks on the international stage. Yet they have been 
subjected to eighty-eight (25 per cent) of the total number (352) of armed 
UMA strikes in Pakistan, according to the Long War Journal website, up until 
29 November 2013. Fourteen of their leaders associated with the Taliban and 
Al Qaeda have been killed in this period out of a total of fifty-three reported 
by the Long War Journal. 
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Clearly the American agenda for attacking groups in Pakistan does not 
solely depend upon their interest in being involved in international terrorism. 
However, the focus of attacks upon the Haqqani network has been decreasing 
as a percentage of the total number of attacks. Up until July 2013 it had only 
been the target of a UMA strike on two occasions. That said, on 6 September 
2013 seven members of the Haqqani network were killed when two missiles 
engaged a compound in the village of Dargah Mandi in North Waziristan, a 
known stronghold of the group. This is where a training facility known as 
Nawab Camp was located. 

Pakistani officials were quick to condemn the attack but they also 
provided a statement on the strike saying that all of those who died were 
insurgents. One of those was subsequently believed, in reporting provided 
by the Long War Journal, to have been Mullah Sangeen Zadran, a Haqqani 
network commander who also served as the Taliban's shadow governor for 
the nearby Paktika Province in Afghanistan. Two mid-level Al Qaeda 
commanders from Jordan also died in the strike. 

Some of the Taliban groups operating inside Pakistan do so under the 
shelter of the Pakistani intelligence service. They are widely regarded as 
being 'good Taliban'. Others, such as Lashkar-e-Taiba (LeT) - Soldiers of 
the Pure - are seen in a different light. Despite obvious connections to the 
Pakistani intelligence networks, they are disavowed. In January 2002 
Pakistan's former president, Pervez Musharraf, banned LeT. This was in the 
wake of the attacks on 11 September in the United States. Despite the ban, 
the leadership of LeT still enjoyed some unofficial support from the Pakistani 
government. While restrictions were placed on their movements, the group 
continued to enjoy some manoeuvre room to plan attacks in India. 

They are widely believed to have been behind the attacks in Mumbai in 
2008 which saw 174 people die. Suspicion fell on the group due to their focus 
on the struggle over the sovereignty of Kashmir. For LeT the remote areas 
of Pakistan were a good place from which to plan operations against Indian 
forces in Kashmir. For the core remnants of Al Qaeda, the north-west of 
Pakistan provided an obvious place to move to when they had to leave 
Afghanistan. It was from there that they could orchestrate future attacks 
against the west through their increasing network of franchises. 

Of all the groups under threat of armed UMA strikes it is the faction led 
by Hafiz Gul Bahadur that has attracted the greatest number of attacks 
(ninety-nine, or 28 per cent) from 2004 until 22 November 2013. The largest 
number of attacks against his group occurred in 2010 when fifty-three of the 
reported 117 attacks documented by the Long War Journal were directed at 
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them. The rate of strikes against his group shows little sign of abating as 
seven of the eighteen attacks reported up until the end of July 2013 were 
targeted towards them. In 2012 that ratio had been fifteen out of a total of 
forty-six which was slightly up on the fourteen out of sixty-four in 20 II. 

Gul Bahadur gained notoriety in Afghanistan fighting against the Soviet 
armed forces during the occupation. As Pakistani ground forces encroached 
upon his territory he negotiated a peace treaty that required him to remove 
any foreign militants from South Waziristan. That was to lead him to align 
more closely with the Pakistani government. On several occasions he publicly 
encouraged Baitullah Mehsud to stop attacks upon the Pakistani forces 
fighting insurgents in North Waziristan. In 2008 the highly tenuous agreement 
with the Pakistani government came under strain as a result of armed UMA 
strikes. 

In March 2011 he also threatened to withdraw from the agreement when 
one of his own commanders, Sherabat Khan Wazir, was killed in an armed 
UMA strike in Datta Khel. In February 2009 the 52-year-old was involved 
in the formation of the group Tehrik-i-Taliban (TTP). Previously he and 
Mullah Nazir had collaborated in July 2008 in the formation of Muqami 
Tehrik-e-Taliban (the Local Taliban Movement). When this group was 
established Gul Bahadur was named as its leader. He has also worked closely 
with Sirajuddin Haqqani. These shifting alliances are typical of the region 
and make analysis of the focal point of the armed UMA strikes difficult. 

TTP is the group led by Baitullah Mehsud that is behind many of the 
large-scale acts of terrorism inside Pakistan including the assassination of 
Benazir Bhutto. Mehsud forged TTP by agreeing for it to amalgamate with 
a number of other groups that had similar objectives. One of those involved 
was Mullah Maulvi Nazir, the leader of the Ahmedzai Wazirs in South 
Waziristan. His group has been subjected to fifty-two (15 per cent) of the 
armed UMA strikes in Pakistan since 2004. The peak of activity against his 
group occurred in 2011 when nineteen of the total of sixty-four attacks were 
directed at them. 

By contrast Mehsud's group had only been targeted on thirty-five 
occasions (10 per cent) over the same period. By attacking TTP the 
Americans were actually aiding their Pakistani colleagues. Mehsud was killed 
in an armed UMA strike on 5 August 2009 in the Zangar area of South 
Waziristan. The relatively low level of attacks directed at Mehsud suggests 
that the Americans were not that keen to help the Pakistanis combat the 
insurgency that threatened their own government's existence. The death of 
Baitullah Mehsud may also have been a factor as the rate of attacks dropped 

195 



DRONE WARFARE 

significantly post-2009.lncreasingly the American focus was on those using 
Pakistan as a sanctuary for attacks against NATO forces operating in 
Afghanistan. 

As United States forces were surged by President Obama into 
Afghanistan, so the tempo of armed UMA strikes in Pakistan initially grew. 
The linkage between the two clearly suggests that the political rhetoric 
pointing to attacks on Al Qaeda in Pakistan is somewhat superficial in nature. 
The armed UMA strikes in Pakistan seem more correlated with the objectives 
of the military campaign in Afghanistan. 

Year Number of UMA strikes 

2004 1 
2005 1 
2006 3 
2007 5 
2008 35 
2009 53 
2010 117 
2011 64 
2012 46 
2013 27 

Table A.l: Number of UMA strikes in Pakistan [Source: Long War Journal] 

Another key figure in the region is Abu Kasha al Iraqi. He is a go-between 
who links networks under the control of Al Qaeda with those of the Pakistani 
Taliban. The Long War Journal believes that sixty-one strikes have targeted 
his group over the period from 2004 to 29 November 2013. He is a key player 
in the area ofMir Ali in Pakistan. This is an area where many white Caucasian 
males who have been recruited to Al Qaeda base themselves. On 5 July 2011 
an Australian national known as Saifullah was killed by two missiles fired 
from an MQ-9 Reaper. His death gave credence to claims that had been 
emerging at the time of a number of white jihadists operating in the area. 
This was the latest in a surge of attacks directed against white Caucasian 
males living in the Mir Ali area. 

From 8 September 2010 to the attack that killed Saifullah it was reported 
that sixteen German males and two British men had been killed in armed 
UMA strikes. The two Britons were killed in Miranshah, another important 
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geographic hub in the network of terrorist groups operating in Pakistan. Other 
men had also journeyed from France and other parts of Europe to become 
involved in Al Qaeda's activities. Americans have also been reported in the 
area and over 100 German nationals are believed to have travelled into 
Pakistan to become involved in terrorism planning. The aim would appear 
to be to equip these men with the skills for them to return to Europe and 
conduct an attack similar to that in Mumbai. 

Clearly Al Qaeda saw benefits in recruiting white Caucasian males who 
could pass any stereotypical profiling activity. In another attack in the same 
area another Briton was also killed. He was known as Abdul Jabbar. He was 
reported as being referred to as the chief operational commander of the 
Islamic Army of Great Britain. Jabbar was a British citizen who had 
originated from the lhelum district of Punjab. He had apparently survived a 
previous attack on 8 September 20 I O. Apparently Jabbar's younger sibling 
survived the attack that saw his brother killed. 

Table A.l shows the number of armed UMA strikes in Pakistan from 2004 
up until the middle of July 2013. The rapid build-up of the use of armed UMA 
strikes in the wake of the election of President Obama is self-evident in the 
figures. What is also clear is the recent significant downturn in the rate of 
strikes that has taken place. However, the increase in armed UMA strikes did 
not happen as soon as President Obama moved into the White House. Indeed, 
during his first month in office only two attacks were noted in reporting 
produced at the time by the BBC. 

A slight surge to five attacks in March and April was followed by another 
reduction in June 2009 when only three strikes were recorded. As the 
Pakistani military built up to the attacks on the insurgent strongholds in South 
Waziristan that were launched in the middle of September 2010 the armed 
UMA strikes tailed off from a new peak of six in September to two in 
October. 

As the Pakistani army offensive unfolded in South Waziristan towards 
the end of the year President Obama authorized an increasing number of 
attacks in Pakistan. Despite the impact of the efforts made by the Pakistani 
army, eighty-three of the 352 attacks (24 per cent) have taken place in South 
Waziristan with specific peaks of activity in 2009 and 2011 either side of the 
moves made by Islamabad to create governance in the area. 

The vast majority of these attacks (252 out of the 352 or 71 per cent of 
those recorded by the Long War Journal) have taken place in North 
Waziristan, an area of Pakistan where the central government is virtually 
unable and unwilling to create the levels of governance required to further 
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reduce the manoeuvre room of the Taliban and their Al Qaeda associates. 
This creates a situation where UMA strikes are the only means by which the 
insurgents can be effectively targeted. Until the government of Pakistan is 
able to mount a coherent and long-lasting attempt to recreate governance 
over North Waziristan it is very unlikely, despite the reassuring political 
words emerging from Washington, that any significant downsizing of UMA 
strikes will occur. 

Aside from a slight time delay, the increase in attacks authorized by 
President Obama in 2010 mirrored an increase in insurgent activity with 
attacks by Islamic militants rapidly increasing in reaction to the ground and 
air operations mounted by the Pakistanis. The point at which President 
Obama's increasing dependence upon armed UMA strikes peaked is self­
evident from the figures. In January 2010 thirteen attacks were carried out in 
Pakistan. What was to follow provided the backdrop to the most intensive 
use of armed UMA that has yet been seen in history. 

By March 2010 the inevitable backlash in the media had started with the 
Washington-based New America Foundation claiming in a report called 'The 
Year of the Drone' that 32 per cent of those who died in such attacks in 
Pakistan were civilians. Their analysis studied 114 attacks and concluded that 
more than 1,200 had died. However, subsequent reporting in July 2013 by 
the Bureau of Investigative Journalism provided a very different picture. 

They noted that in 2010 a total of eighty-four civilians had died and 
nineteen children were also killed out of a total of 977 people who had died 
in armed UMA strikes. The civilian and child casualties therefore comprised 
10.5 per cent of the total. While the total killed was not too dissimilar to the 
figures published by the New America Foundation, the ratio of civilians and 
children to insurgents was dramatically at variance with the Bureau of 
Investigative Journalism, reporting 874 insurgents killed. 

The peak figure of civilian casualties (including children) occurred in 
2009 when 136 died in armed UMA strikes out of an estimated total of609. 
Even this figure was only 22 per cent of the total. The ratio of civilian and 
child deaths to armed UMA strikes in 2009 was 2.57. In 2010 it was 0.88. 
By contrast the reported death toll of insurgents to armed UMA strikes was 
8.9 in 2009 and 7.47 in 2010. By 2011 the ratio of civilian deaths being 
reported by the Bureau of Investigative Journalism had fallen to fifty-eight 
in sixty-four strikes: a ratio of 0.9. The figures from 2012 where eight 
civilians died in a reported forty-six strikes produced a ratio of 0.17. 

Up until 24 July 2013 no civilians have been reported as being killed in 
the twenty-seven armed UMA strikes carried out in the year. This was a trend 
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that was unlikely to last. Subsequent reporting in the year to 5 September 
suggested that eleven civilians had been killed in UMA strikes. This is a ratio 
of 0.55; significantly up on the previous downward trend. In the same period 
a total of ninety-two members of the Taliban and Al Qaeda had also been 
killed in the twenty-seven strikes recorded in 2013. 

On the basis of these numbers the assertions in the media that President 
Obama had somehow unleashed an indiscriminate killing spree upon the 
Pakistani population in the areas where the extremists sought sanctuary seems 
exaggerated. What happened in 2006 when the number of civilian (including 
children) deaths was reported to be 163 was clearly an exception, not the 
rule. Since President Obama entered the White House the pressure to reduce 
civilian casualties has clearly had an impact. 

This is a point now conceded by one of President Obama's harshest 
critics, Chris Woods, who heads the covert war programme for the Bureau 
of Investigative Journalism. In comments reported in the Guardian in May 
2013 Woods is quoted as saying: 'For those who are opposed to drone strikes 
there is historic merit to the charge of significant civilian deaths.' He went 
on to add: 'But from a contemporary standpoint the numbers just aren't there.' 
For one who has been such a vocal critic of the Obama administration, that 
is quite a statement. 

The peak of 117 attacks in 20 I 0 followed by the death of Osama bin 
Laden at his compound in Abbottabad in Pakistan on 2 May 20 II was the 
catalyst for the optimistic assertions emerging from Washington. This was 
not the first time the White House had issued such assessments. In March 
2010 Leon Panetta, the director of the CIA, stated that: 'United States and 
Pakistani attacks against Al Qaeda in Pakistan have crippled the group and 
its leadership.' 

While it is clear from subsequent analysis that Al Qaeda's activities were 
being severely disrupted, to suggest that their leadership was crippled was 
political hubris. Up until the end of 2010 a total of twenty-six attacks had 
been planned and disrupted by United States officials in conjunction with 
their overseas colleagues since 11 September 2001. In the next two years Al 
Qaeda attempted the same number of attacks. The increased tempo of Al 
Qaeda activity showed that Panetta's remarks were perhaps a little too 
optimistic. 

The leadership of Al Qaeda was relatively quick to respond to the death 
of its leader in May 2011. The organization was cle"arly prepared for such an 
event. Taking its lead from business in the same way that it has managed to 
brand itself over the past decade, the group appointed Dr Ayman al-Zawahiri 
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as the new emir of Al Qaeda. Selling that idea to the complex tapestry of 
franchises that had sprung up under Osama bin Laden took a little longer. 
Some of the groups appeared reluctant to endorse the new leader. Several 
cited the oath of allegiance to Bin Laden that they had provided. This was to 
the man, not necessarily the organization. Dr Zawahiri's often authoritarian 
approach to his views on Islam did not endear him to the wider base of 
supporters. He was often seen jabbing his finger at the screen on many of the 
videos where he tried to communicate his views to his audience. 

The rate at which the armed UMA strikes started to take their toll on the 
leadership of Al Qaeda became a pressing problem for Dr Zawahiri. He 
ordered those who had survived the wave of attacks in 20 I 0 to lie low for a 
period of time. Second-tier members of the core group of Al Qaeda residing 
in Pakistan were promoted to new positions and new volunteers were 
recruited to replace those who had been killed and those who had stepped 
into new positions. It was inevitable that it would take time for them to 
become effective members of the organization. 

While Dr Zawahiri and his new leadership team laid low, it might 
reasonably be assumed that the threat to the west had reduced, albeit 
temporarily. In fact, that was far from the case. Al Qaeda had already been 
operating a new strategy for some time. Instead of asking people to travel 
overseas to attend terrorist training camps, they issued notices through 
various internet forums and publications suggesting that would-be jihadists 
should stay at home and conduct random acts of violence. The killing of 
Drummer Lee Rigby in Woolwich in 2013 is one example ofthe perpetrators 
responding to such calls. 

Not all would-be jihadists have obeyed the directive. As recent court cases 
in the United Kingdom reveal, a number of groups have still managed to send 
key players overseas to establish links with people linked to Al Qaeda. This 
follows the route taken by two of the suicide bombers involved in the attacks 
on London in 2005. However, the impact of the armed UMA strikes is clear 
in the evidence that has emerged. Several of those who travelled to Pakistan 
have noted the austere conditions under which they lived. Fear of strikes by 
armed UMA has clearly had an effect upon the operational manoeuvre room 
enjoyed by Al Qaeda and its cohorts in Pakistan. 

Nevertheless, some still managed to visit the training facilities and return 
to the United Kingdom prepared to carry out acts of extreme violence. In one 
case reported in Birmingham the terrorists had planned to detonate up to ten 
devices in a short period oftime across the West Midlands. This kind of time­
compression tactic has usually been seen at work in Iraq where multiple 
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almost simultaneous attacks occur to stretch the responses of the emergency 
servIces. 

Al Qaeda now operates a multi-tiered organization. Part of that is based 
upon trusted networks. Some of the key franchises are based on leaders with 
long-standing links to what is known as Al Qaeda's core leadership in 
Pakistan. The remainder is formed of a series of people and groups with loose 
affiliation to the overall ideology expressed by the group's leadership. At one 
end of the spectrum occupied by these loose affiliates lies the individual or 
self-motivated lone wolf. The alternative to this is a group of people who 
have come together to become involved in terrorism. There is little doubt 
that this evolution of Al Qaeda as an organization can be directly attributed 
to the impact of the armed UMA strikes in Pakistan, the Yemen and Somalia. 

But what of the evidence that the armed UMA strikes create a backlash 
in local communities, radicalizing people who join up with militant groups? 
Analysis of data derived from the IHS-Jane s Joint Terrorism Intelligence 
Centre OTIC) of terrorist activity in Pakistan provides an inconclusive 
picture. 

Year UMA Estimated Civilian Ratio Damaging 
Strikes Death Death Deathl Attacks 

Toll Toll Strikes 

2008 35 252 81 7.2 1216 
2009 53 473 136 8.92 1405 
2010 117 874 103 7.47 1263 
2011 64 447 58 6.98 2150 
2012 46 238 8 5.17 2156 
2013 27 74 0 4.35 1920 

Table A.2: Comparison of armed UMA strikes and damaging attacks in Pakistan 

The term used by IHS-Jane s to describe acts of violence is 'damaging 
attacks'. They embrace all forms of physical violence from kidnapping, 
throwing grenades into crowded rooms or areas, drive-by shootings, 
assassinations, the use of rockets or mortars and multiple forms of suicide 
and lED attacks. 

If people in Pakistan were actually being radicalized by armed UMA 
strikes it might be possible to see some of the rhetoric expressed as 
outpourings of grief or anger on the streets in the wake of an attack converted 
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into increased levels of insurgent activity. From a detailed month-by-month 
analysis of the overall levels of attacks there appears to be little correlation 
between the two datasets. On investigation the highest degree of correlation 
occurs when the two datasets are offset by ten months. The figure of just over 
0.5 that is produced is hardly convincing. Why would there be a ten-month 
delay in reacting to armed UMA strikes? 

Tables comparing the number of armed UMA strikes with the level of 
damaging attacks carried out by insurgent groups on a month-by-month basis 
in Pakistan produces little in the way of visual clues as to any direct 
correlation. Indeed, as the armed UMA strikes peak in the latter part of 20 1 0 
there is a notable reduction in the levels of damaging attacks over the next 
year. Equally, as the armed UMA strikes taper off towards the end of the 
reporting period there is no equivalent reduction in the level of insurgent 
activity in Pakistan. 

When the ratio of damaging attacks to armed UMA strikes is plotted, the 
coercive effect of the attacks also becomes clear. As UMA strikes peaked in 
2010 there was a lasting and perceptible decline in the ratio of damaging 
attacks to the number of attacks conducted by UMA. This pattern did not 
start to reverse significantly until the UMA strikes started to fall away in 2012 
and 2013. At this point the ratio measure began to increase again above the 
levels seen in 2009. 

Indeed, when the average number of damaging attacks per day is used as 
a measure the impact of UMA strikes again is visible as the average goes 
from a figure of around five per day in 2008 and 2009 to below three per day 
in 2010 and 2011. As the UMA strikes taper off from 2011 the average 
number of damaging attacks per day returns to an average of around four. 
Up to September 2013 it has not managed to recover to the early levels 
recorded in 2008 and 2009, suggesting there has been some long-term decline 
in terrorist activity in Pakistan. To attribute all of that to UMA strikes would 
be foolish but these figures do not provide any succour to those who suggest 
that UMA strikes were likely to increase the levels of violence. This again 
supports the separate analysis carried out by the RAND Corporation team. 

One important factor that must not be overlooked in Pakistan is the degree 
to which the damaging attacks that occur reflect local issues. The insurgent 
landscape in Pakistan is a complex pastiche of historical and other 
contemporary insurgencies. To really try to answer the question as to whether 
armed UMA strikes are having a notable impact in encouraging more people 
into the insurgency, it is important to break down the levels of damaging 
attacks by geography. 
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The level of damaging attacks that have been recorded in the FATA bears 
little resemblance to the pattern of anned UMA strikes. Of all the areas of 
Pakistan where a signature showing a positive correlation between the two 
should emerge, the FATA would be one of the two areas high on the list. The 
other is the NWFP. There too the figures are not clear. Indeed, the levels of 
damaging attacks in 2008 and 2009 are dramatically reduced in 2010, only 
starting to recover slightly in 201l. Yet again there is some suggestion in the 
figures that the coercive effect of the strikes has deterred insurgent activity. What 
the analysis of the figures does prove conclusively is that there is no appreciable 
upturn in violence in those areas of Pakistan where UMA strikes occur. 

There is also little to suggest that some form of displacement effect has 
occurred with Taliban or Al Qaeda followers moving into new geographic 
areas to exact revenge for the UMA strikes. Correlation analysis conducted 
between the pattern of UMA strikes over the period with the frequency of 
damaging attacks in each ofthe agencies of the FATA shows little coupling 
between the two variables. 

The highest correlation occurs with damaging attacks in the Mohmand 
Agency (value 0.35). The remaining figures are all below 0.15 and therefore 
are not statistically significant. This is especially important for the analysis 
of the correlation in North and South Waziristan where the majority ofUMA 
strikes occur and some form of local backlash might have been expected. 
Indeed, there is evidence in the analysis to suggest that after a relatively quiet 
period where few UMA strikes occurred towards the end of 2009, damaging 
attacks increased markedly after a short delay. Once the UMA strikes ramped 
up in 20 I 0 the level of terrorism activity, particularly in South Waziristan, 
dropped to virtually zero for a period of several months; further evidence of 
the coercive effect of the UMA strikes. 

This conclusion is borne out by work published by the RAND 
Corporation in July 2013. They draw similar conclusions on the basis of a 
very detailed empirical study of the relationship between UMA strikes and 
reported insurgent/terrorist activity on the ground in Pakistan. 

The situation in Balochistan is somewhat different. Appendix C explores 
the situation in that province in greater detail as the analysis examines the 
degree to which attacks on NATO tankers shipping fuel to Afghanistan are 
an indicator of the insurgency enacting retribution for the anned UMA strikes. 
Visual inspection also reveals little in the way of any correlation between the 
levels of damaging attacks and anned UMA strikes. In Karachi, where 
sectarian violence dominates the security landscape, there is also little 
evidence to suggest that armed UMA strikes are having a radicalizing effect. 
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One comment often made by those concerned about the impact of anned 
UMA strikes is that the death of civilians is a particular radicalizing element. 
Certainly the protests on the streets of Pakistan after some of the attacks that 
have claimed the most lives provide visible proof of the degree of anguish 
being experienced. But does that tum to a desire for revenge? What people 
say is one thing. What they actually do when confronted by choices is 
sometimes quite different. 

The International Bureau of Investigative Journalism has gone to great 
lengths to try to estimate the death tolls arising from armed UMA strikes. 
They are the source of the figures produced in Table A.2. Understandably, 
the picture mirrors that of the anned UMA strikes. It is entirely reasonable 
to suggest that the more strikes occur, the greater the casualties. However, a 
detailed analysis of the trends of the ratio of estimated deaths to armed UMA 
strikes shows an interesting decline. It is possible to suggest that this is the 
result of a greater degree of control being brought to the decision-making 
processes since the Obama administration entered the White House. 

The downward trend is also perhaps an indication of a more careful 
approach being adopted towards 'signature strikes'. These carry the greatest 
risk of civilian casualties. While it is hard to obtain specific details of the 
numbers of 'signature attacks' that took place in 2010, it seems reasonable 
to suggest that some of the 117 attacks that occurred in that year were of that 
form. However, the detailed break-down produced by the Bureau of 
Investigative Journalism provides a counterweight to that argument. 

Year North Waziristan South Waziristan Other Areas Totals 

2004 0 1 0 1 
2005 1 0 0 1 
2006 1 0 2 3 
2007 4 1 0 5 
2008 18 14 3 35 
2009 22 27 4 53 
2010 104 7 6 117 
2011 41 22 1 64 
2012 39 6 1 46 
2013 15 5 0 20 
Totals 245 83 17 345 

Table A.3: Geographic distribution of armed UMA strikes in Pakistan by year 
[Source: Long War Journal] 
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The civilian death tolls, which include reports of children that have been 
killed, peaked in 2009. In 2010, when the Obama administration has been 
accused of adopting what might be called a much more liberal approach to 
the use of armed UMA strikes, the level of civilian casualties estimated by 
the International Bureau of Investigative Journalism actually slightly 
decreased. These figures are based upon the upper estimates of civilian 
casualties produced by the Bureau. Their methodical approach has also 
produced minimum estimates that are notably lower for the period from 2008 
to 2011 and very marginally lower in 2012-2013. 

This may offer an explanation as to why the ratios have subsequently 
reduced as the pilots and weapon systems operators using the UMA have 
become better at recognizing the kind of behavioural indicators that suggest 
terrorist activity. Harder targeting rules brought in by the Obama 
administration, in part to try to address critics of the strikes, are also 
demonstrably having an effect. 

One other important factor to consider when looking at the armed UMA 
strikes in Pakistan is their geographic distribution. Table A.3 shows that the 
main focus of the attacks has been in North Waziristan where 71 per cent of 
the strikes have taken place since their inception. This remains the location 
in Pakistan at the epic entre of armed UMA strikes. The pattern of attacks 
does show that the focal point is narrowing. 

In his first visit to Pakistan at the beginning of August 2013 since 
becoming the United States Secretary of State, John Kerry made a number 
of remarks designed to placate critics of the attacks. While refusing to suggest 
a date when the tactic would no longer be required, he did suggest that the 
number of targets in the area was diminishing. It would seem that in the short 
term the trend of armed UMA strikes will remain slightly downward or even 
flat. 

To suggest that none will ever be needed again would be to fly in the face 
of logic. If the threat is removed, Al Qaeda and its associates will simply 
regroup in North Waziristan. Given that all the indicators are that the 
remaining senior leadership of Al Qaeda still regards North Waziristan as the 
best place for them to hide, it would be foolish in the extreme, given the past 
history, to suggest that they are not capable of staging a comeback. 
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Analysis of UMA Strikes 
in the Yemen 

While the headlines about so-called 'drone' strikes often focus on what is 
happening in Pakistan, it is increasingly likely that in the coming months the 
activities of anned UMA over Pakistan will continue to decrease. In the 
Yemen, however, the trend may not mirror that in Pakistan. On 20 January 
2013 two strikes thought to have been conducted by anned UMA killed 
thirteen militants. Ten died at what was reported to be a bomb-making factory 
in the province of ai-Bayda. Three others died in an attack in central Marib 
Province against a car that was thought to be carrying extremists. The initial 
tempo in both Pakistan and the Yemen signalled another busy year for armed 
UMA strikes in both countries. 

One illustration of that emerges vividly from the heightened terrorist alert 
levels that arose at the start of August 2013. Reporting suggested that a 
teleconference held between the core leadership of Al Qaeda and the main 
leaders of the franchises had resulted in specific intelligence being obtained 
of a threat to American embassy facilities across the Middle East. The 
appointment of the leader of Al Qaeda in the Arabian Peninsula (AQAP) as 
the overall second-in-command of Al Qaeda was also thought to be a trigger 
for an increased level of caution vis-a-vis embassy staff, many of whom were 
swiftly evacuated. Other countries quickly followed suit. Apparently other 
intelligence sources had reported a surge of arrivals of people linked to Al 
Qaeda into the Yemen towards the end of July. Clearly something was being 
hatched. 

The closure of the embassies was heralded as a precautious approach in 
the wake of the attack by Al Qaeda elements on the consulate in Benghazi in 
Libya in which the US ambassador was killed. Within days of the threat level 
being increased, reporting emerged of an upsurge in anned UMA strikes. 
Over a twelve-day period eight armed UMA strikes took place in the Yemen. 
Evoking an image from the First World War, this spate of attacks was labelled 
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as a barrage by some sections of the media. Such hyperbole is ill-advised and 
hardly objective. Those soldiers who survived the First World War would not 
have thought eight strikes by missiles fired from a UMA could be classified 
as a barrage. 

On 27 July three UMA strikes occurred, coinciding with the Eid Festival 
that marks the end of Ramadan. These attacks killed a reported thirty-four 
suspected militants. The first of the three attacks occurred in the early hours 
at a place called Wadi Abida in the central province of Marib. Reports 
suggested that six Al Qaeda-affiliated militants died in the raid. This was the 
latest in a series of strikes in what are very remote oasis-fed farms in the area 
surrounded by the desert. The second and third attacks took place in the 
eastern region of the Hadramaut. 

These attacks came in the wake of an announcement by the Yemeni 
government that they had foiled an attack by Al Qaeda-affiliated militants to 
seize the port of Al Mukalla. This is the fifth-largest city in Yemen and horne 
to two major oil and gas export terminals on which the economy of the 
country is hugely dependent. This appears to have been an attempt to repeat 
the attack on the In Amenas gas facility in Algeria. This saw thirty-seven 
people lose their lives when local Special Forces intervened as hostages were 
being transported from the accommodation blocks inside the complex. It 
seems that the intent of the terrorists was to destroy the facility and kill all 
the hostages. On 30 July four more Al Qaeda-linked fighters were killed when 
the car in which they were travelling was destroyed by a UMA strike in Marib 
Province. All those who died were from the Yemen. 

Previous patterns of armed UMA strikes have also surged in response to 
either specific intelligence or as a result of AQAP showing its intent to attack 
international targets. By 8 August 2013 the Bureau of Investigative 
Journalism had noted twenty-seven armed UMA strikes in the Yemen during 
the year. Eight of these occurred in the Marib Province with five in Abyan. 
Units affiliated to AQAP operating in the Hadramaut received three attacks 
in a narrow window at the start of August 2013. 

On 6 August one of a number of leading AQAP figures thought to be 
involved in planning a major attack in the Yemen, Saleh al-Tays al-Waeli, 
was killed in an armed UMA strike in Marib Province. His was one of twenty­
five names on a list produced by senior Yerneni officials as a result of the 
increased alert levels. This was followed by a series of armed UMA strikes 
at several locations across the Yemen aimed at further disrupting the activities 
of AQAP and its top leadership. A strike on 11 August was the tenth since 
the president of the Yemen visited Washington on 1 August 2013. This 
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brought the total for the year to twenty-two armed strikes in the Yemen, 
placing it clearly ahead of the eighteen in Pakistan over the same period. 

The situation in the two theatres, however, does have some important 
differences. Al Qaeda enjoys a greater degree of manoeuvre room in the 
Yemen. The area in which they now operate is approximately ten times the 
size of the current Al Qaeda footprint in Pakistan. Analysis of the locations 
where armed UMA strikes are reported shows that they cover a large part of 
the Yemen. Another problem for the Americans is that the intelligence 
infrastructure is also less developed, making it harder to target key individuals 
in the leadership of the local franchise. That said, there have been some 
important success stories. 

The death of Said al-Shihri (whose real name was Abu Sufyan al-Azdi), 
the deputy leader of Al Qaeda's franchise operating in the Yemen known as 
AQAP, is a case in point. He had just passed his fortieth birthday. His death 
was formally announced on 17 July 2013. Rumours had been circulating 
since the end of January that he had been killed, so the confirmation was not 
a surprise. It is the latest in a series of high-profile casualties to arise from 
strikes inside the Yemen. 

At the end of July 2013 a total of twenty-one attacks had occurred in the 
Yemen according to reporting by the Bureau ofInvestigative Journalism and 
the Long War Journal. On a pro-rata basis that would provide an estimate of 
thirty-six attacks if the prevailing strike rate were to continue. This is not far 
behind the total for 2012 and shows little sign of tapering off. At this point 
the Yemen surpassed Pakistan as the primary centre of armed UMA strikes 
outside Afghanistan. Since the first armed UMA strike occurred in the Yemen 
in 2002, the latest round of attacks brought the overall total to eighty in which 
it is suggested that 384 enemy combatants had been killed alongside eighty­
four civilians. If current trends in Pakistan and the Yemen continue, UMA 
strikes in both areas will not be vastly different, showing how the Obama 
administration is slowly changing its focus from Pakistan. 

This is a point borne out when examining disclosures in The Times in 
2011 on the location of airbases from which armed UMA now operate. 
According to the reporting in The Times, several potential bases have been 
established that create a ring of fire-power around the Yemen. The most 
easterly is the Seeb Air Base in Oman. In the United Arab Emirates the 
airbase at Liwa is also claimed to be a home for armed UMA. To the west in 
Djibouti the American base at Camp Lemonnier is also thought to be 
involved. 

In addition to these the reporting in The Times also noted bases in Saudi 
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Arabia as being potential hosts for anned UMA. The radius of action from 
this set of bases provides excellent coverage over the Yemen and a significant 
percentage of Somalia. While it is possible to attach some credence to these 
claims other sources have gone further, pointing to potential operations being 
mounted from the southern city of Arba Minch in Ethiopia. The lack of 
transparency on anned UMA deployments makes such claims difficult to 
verify. However, from a purely geographic viewpoint the location provides 
excellent coverage over war-tom Somalia. 

It would also allow the Americans to operate UMA in the area when 
Kenyan military forces are operating in the south-west of Somalia and help 
Ethiopian forces who are active on the ground against the Al Qaeda franchise 
AI-Shabab. The level of armed UMA strikes in Somalia has remained very 
low with some sources suggesting that between three to nine attacks in total 
have taken place. This is significantly below the total number of attacks in 
Pakistan and the Yemen. Unlike the Yemen, Somalia is not a focal point for 
the United States anned UMA strikes at present. The dynamic that could 
change that would be if any evidence started to emerge of the flight of senior 
Al Qaeda leaders into Somalia from the Yemen. Given the people-smuggling 
routes that exist between Somalia and the Yemen, that is not a prospect that 
can be dismissed out of hand. 

AI-Shihri had been originally captured in Afghanistan in 2002 and 
detained in Guantanamo Bay. After his release into the custody of the Saudi 
authorities who had earmarked him to attend their de-radicalization 
programme he fled to Iran before appearing in the Yemen. He was named as 
the deputy to the leader of AQAPNasir al-Wuhayshi in February 2009 when 
the franchises operating in Saudi Arabia and the Yemen merged. He and three 
others appeared in a video posted on the internet at the time announcing the 
fonnation of AQAP. Several other high-profile individuals released from the 
Cuban detention facility have made the same journey to join AQAP. The 
membership of the franchise was also helped when many of its supporters 
were able to break out of a Yemeni prison in 2006. 

AI-Shihri had previously been unsuccessfully targeted on several 
occasions. In October 2012 he appeared in another internet video to show 
that claims of his death in an air-strike had been premature. His bravado, 
however, was short-lived. His death sends a message to the leadership of the 
local franchise. The Americans are well aware of their local, regional and 
international objectives to conduct acts of terrorism. The franchise will 
therefore remain a high priority as far as the allocation of United States 
counter-terrorism resources is concerned. 

209 



DRONE WARFARE 

One specific difference between the operations in Pakistan and the Yemen 
is the degree to which the United States military takes responsibility for 
targeting decisions. Up until early 2013 operations in Pakistan were run by 
the CIA. In the Yemen the operations were controlled and executed by the 
United States military. For many concerned at the way in which the CIA had 
moved away from being purely a spy agency and was getting involved in 
decisions to assassinate key Al Qaeda leaders, the model for command used 
in the Yemen was preferable. 

From the viewpoint of terrorists Pakistan and the Yemen have one 
important thing in common. Both have vast areas that are remote from the 
capital city. Access to these areas is difficult, even for military forces. Law 
enforcement on the ground is provided by local people in the form of adhoc 
militias. Loyalty is to local tribal leaders. Central government provides little 
in the way of even basic services at the local level. These are areas where it 
is easier for Al Qaeda to establish training bases. The model of what was 
achieved in Afghanistan prior to II September still applies. In the Yemen the 
Hadramaut, the ancestral home of the Bin Laden family, is one such vast area 
of the eastern side of the country. 

The Hadramaut occupies an area of nearly 200,000 square kilometres 
(75,000 square miles). Its population density of 10.5 per square kilometre 
provides the perfect backdrop against which to create a footprint on the 
ground. It is in these largely unpopulated areas of the Yemen under the 
protection of local tribal chiefs that Al Qaeda groups first started to establish 
their franchise. Given its vast uninhabited area the Hadramaut provides an 
excellent backdrop for AQAP and other members of Al Qaeda to try to 
establish a footprint. From the middle of May 2012 the United States 
launched seven attacks in the area until the end of that year. What then 
followed was a period of no armed UMA activity until August 2013. During 
this period other provinces in the Yemen were in the cross wires, such as 
Shabwah, Al Jawf and AI-Bayda. 

Some key players in the local franchise had previously been active in 
Saudi Arabia. As their campaign in the kingdom came under sustained 
pressure from the Saudi authorities, they had to retreat over the border and 
attempt to re-group. There is little doubt that if they are given the time and 
space they will try to return across the border and conduct attacks against the 
oil infrastructure and government. In such a remote area it is difficult to put 
even Special Forces on the ground. Strikes by armed UMA are therefore an 
obvious tactic to disrupt the activities of the Al Qaeda-affiliated groups 
operating in the province. In 2012 seven of the forty-two armed UMA strikes 
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that took place in the Yemen occurred in the province. Before May 2012 the 
area had remained free of UMA strikes. 

Given the uncertain security situation in the Yemen it was only a matter 
of time before several areas of the country would corne under the influence 
of Al Qaeda-linked groups. One indication of the freedom of manoeuvre 
enjoyed by Al Qaeda in the Yemen is the map of armed UMA strikes carried 
out over the period from 2009 to the present day. 

There are only two areas ofthe country where armed UMA strikes have 
not taken place. One of these is the inhospitable east of the country along the 
border with Oman. The other is the far west along the Yemeni coastline of 
the Red Sea. The vast majority of armed UMA attacks have taken place in a 
central belt from Aden in the south to the Marib, with Abyan the area most 
in focus. 

Once the terrorists established themselves in some of the more remote 
areas of the Yemen, it was almost inevitable that armed UMA strikes would 
feature as a component of an overall counter-terrorism response from the 
Yemeni government. 

Year 

2002 
2009 
2010 
2011 
2012 
2013 

Number of UMA Attacks 

1 
2 
4 

10 
42 
22 

Table B.l: Number ofUMA strikes in the Yemen [Source: Long War Journal] 

Table B.I shows the number of armed UMA strikes in the Yemen over the 
period immediately after the terrorist attacks on 11 September 2001 through 
to 11 August 2013. While armed UMA strikes may not quickly return to the 
level achieved in 2012, it seems unlikely that in the near future they will 
return to the levels prior to 2010. 

In 2002 there was an isolated attack on a key member of Al Qaeda 
travelling in a convoy in the country. This specific attack by a Predator drone 
on one of the people thought to have been invol~ed in the suicide attack on 
the USS Cole is often highlighted as the beginning of the use of armed drones 
to target members of terrorist groups. The victim of the attack was Qaed 
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Salim Sinan al-Harethi. He was regarded as a man close to the leadership of 
Al Qaeda and had reportedly spent some time with Osama bin Laden in the 
Sudan in the early 1990s. His car was travelling in a convoy and was struck 
by a Hellfire missile. Five other passengers in the vehicle were also killed. 
One of those was an American, whose name was Ahmed Hijazi. He was the 
first United States citizen to die in an armed UMA strike. History already 
shows that he will not be the last. 

The attack took place in the northern province of Marib which is located 
around 100 miles to the east of the capital Sana'a. Outwardly its bucolic calm 
belies the reputation the province has for violence. Similar problems with 
rights over ownership of land exist here as well as in places like Afghanistan. 
The Marib is a place where Al Qaeda has managed to establish a durable 
footprint. This is somewhat surprising, given that this area is the location 
where the Yemen's limited oil and gas reserves are located. Yet locals 
complain that the majority of any income does not flow through to the 
population, instead remaining in the coffers of local government officials. 
This generates resentment at the Yemeni government. 

Local people dislike the reputation that the Marib has gained for sheltering 
Al Qaeda. They point to areas where local tribal leaders have been unable to 
enforce a form of local governance which has created a security vacuum 
eagerly filled by Al Qaeda. Local people are then simply too weak to 
overcome an organized group, even when its resources are meagre. Re­
establishing security in such regions is not easy. It is not simply a question 
of sending in the Yemeni army. This can lead to areas becoming safe havens 
for Al Qaeda that are then very difficult to dislodge. 

Armed UMA attacks on potential terrorist facilities avoid the contentious 
issue of placing boots on the ground. However, it carries with it the danger 
that when mistakes are made and civilians are killed local people can become 
recruited to Al Qaeda's cause. One event that had this effect was an air-strike 
that killed Marib's deputy governor in May 2010. He had been trying to 
mediate with local tribal leaders to ensure they would not take up arms with 
Al Qaeda elements in the local area when he was killed. The attack provoked 
a furious local reaction, with pipelines and electricity pylons being destroyed. 

Up until 8 August 2013 eight armed UMA strikes have been reported in 
the Marib. Prior to that point only four had taken place. Yemeni officials 
noted at the time that reports had emerged after the attack on the USS Cole 
that al-Harethi had taken refuge with a fellow conspirator Mohammed Hamdi 
al-Ahdal in a village called Hosun al-lalal in the province of Marib. Local 
tribal leaders offered al-Harethi sanctuary from the Yemeni authorities. Local 
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tribal leaders provided that sanctuary; not for ideological reasons but simply 
because they paid a rent of $30 a head for the mud house they were given. 

By all accounts they lived quite separate lives, praying alone and spending 
most of their time on their computers and satellite phones. When Yemeni 
government officials arrived in the village asking questions as to the men's 
whereabouts they quietly departed in the middle of the night. The attack on the 
USS Cole had a devastating impact upon the Yemeni tourist industry with $1.5 
billion in revenues being lost virtually overnight. For a country that can barely 
sustain its population, this was a heavy price to pay for the activities of AQAP. 

In an interview with the broadcaster CNN the then Deputy Secretary of 
Defense Paul Wolfowitz noted that 'we've got to deny sanctuaries everywhere 
we're able to'. Today his words take even greater meaning as Al Qaeda franchises 
fan out across North Africa from their original bases in the Yemen and Somalia. 
Where instability creates ungoverned spaces in countries with a significant 
Muslim population, Al Qaeda will inevitably try to establish a presence on the 
ground. In Niger, Mauritania, Mali, North-West Nigeria, Western Sahara and 
Libya activities by groups linked to Al Qaeda have been on the increase. 

The franchises in these countries are often created by local people. They 
are then joined by people who travel from nearby Arab states in search of 
jihad or from countries in Europe. To support the franchises in their early 
days, experienced Al Qaeda operatives also will travel hundreds of miles 
from across the Middle East and also other locations where the organization 
has an established footprint, such as the Caucasus. 

For the next six years no UMA strikes were reported in the Yemen. In 
2009 and 20 lOa small number of attacks targeted key members of AQAP. 
That was the point at which the attacks were about to increase significantly. 
The main focal point for these was the Province of Abyan in the south where 
AQAP was fighting to establish a significant toehold on the ground. 

The level of attacks in 20 II and 2012 are a reflection of three key factors. 
The first was the success that the United States had achieved in eliminating 
high-ranking Al Qaeda and Taliban leaders in Pakistan. If armed UMA strikes 
could achieve an impact in Pakistan, then it was obvious that same model 
could be transferred to the Yemen. However, doing that would take time. 
American officials signalled in August 20 I 0 that armed UMA strikes would 
be increasing in the Yemen but another simple message was also sent out at 
the same time. Wherever Al Qaeda tried to find a sanctuary, the United States 
armed UMA strikes would follow; there would b~ no let-up in their pursuit 
of the terrorists. Today the consequences of that approach are now being felt 
by Al Qaeda franchises on the other side of Africa. 
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To conduct anned UMA strikes in the Yemen an extensive intelligence 
infrastructure needed to be established. That was necessary to avoid the 
backlash that would otherwise arise if large numbers of civilian casualties 
were to occur. The reaction to the death of the deputy governor in Marib 
Province had provided a clear indication of the smouldering resentment that 
existed just below the surface. HUMINT would inevitably be in short supply. 
In Pakistan the Americans had been able to build on long-standing ties and 
facilities. In the Yemen much of that had to be created. Developing HUMINT 
sources takes time. The ramp-up in attacks since 20 II reflects the increasing 
capabilities of the intelligence infrastructure. 

The second was a growing concern in the United States about potential 
attacks on America that were sourced to the Yemeni-based franchise of Al 
Qaeda called Al Qaeda in the Arabian Peninsula (AQAP). In 2008 two 
suicide bombers had blown themselves up outside the United States embassy 
in the capital Sana'a. Sixteen people died in that attack. In 2009 four South 
Korean tourists were killed and AQAP quickly claimed responsibility. An 
attempted assassination of the British ambassador in Sana' a in April 2010 
was also linked to AQAP. 

The local attacks in the Yemen were a presage to what was to follow as 
AQAP embarked upon a series of audacious attempts to project its image 
onto the international stage. The first of those involved a young Nigerian man 
who had been trained in the Yemen trying to blow up an airliner as it 
descended into Detroit on Christmas Day 2009. The individual involved, 
Umar Farouk Abdulmutallab, was a 23-year-old man who was the son of a 
wealthy Nigerian banker. His journey into becoming radicalized had involved 
attending a degree course at University College London where he graduated 
with a degree in mechanical engineering in June 2008. 

During his time in London he had become the president of the university's 
Islamic Society. While appearing briefly on the radar horizon of the British 
Security Service he had left London to journey via Nigeria to the Yemen in 
2009. There he became involved with AQAP and was selected to be the 
person to carry what was known as the 'underpants bomb' onto the plane 
bound for America. Due to a series of intelligence failures he was not 
prevented from attempting to carry out his mission. 

Days before he attempted to blow up the flight from Amsterdam into 
Detroit, two training camps in Sana'a and Abyan Provinces in the Yemen had 
been targeted by cruise missiles fired from a United States submarine. The 
attack was coordinated with Yemeni security forces and saw thirty-four 
members of AQAP killed and seventeen arrested. The leader of AQAP in 
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Abyan Province, Muhammad al-Salih al-Awlaqi, was also reported to have 
been killed alongside two other local commanders. AQAP immediately 
claimed that over sixty civilians had been killed in the same attacks. While 
those air strikes removed some key leaders, it did not deter AQAP from 
returning to the international arena and attempting another spectacular. 

AQAP also admitted trying to send two parcel bombs to America a year 
later in what has become known as the 'Cargo Planes Bomb Plot'. Both of 
these attacks were seen to be innovative. The attempt to kill the Saudi 
Security Minister Prince Mohammed bin Nayef in August 2009 also came 
close to being successful. It was the first time the Saudi royal family had 
come into the cross wires of Al Qaeda. One common factor was shared by 
these three attacks. They tried to exploit loopholes in existing security 
arrangements and highlighted the continuing threat from AQAP. 

These devices were built by Ibrahim al-Asiri. He is Al Qaeda's leading 
bomb-maker. To date he has survived at least two armed UMA strikes. 
Innovation is his watchword, with devices being built to evade existing 
airport security detectors. After the failure of the attack in 2009 that was 
aimed at Detroit, AI-Asiri went back to the drawing board and manufactured 
a new variant of the so-called 'underpants bomb'. 

The latest version, which was intercepted after an intelligence source 
revealed its existence, had 300 grams of penta erythritol tetranitrate (PETN). 
The original device only used 80 grams of PETN. This makes the latest 
version even more deadly. It is the same amount ofPETN used in the 'Cargo 
Planes Bomb Plot' which even highly-trained sniffer dogs were unable to 
detect. The substance is so stable that few of its molecules 'leak' to the outside 
air to create a signature that can be detected. 

AI-Asiri has proved himself to be a highly-accomplished innovator when 
it comes to designing and building bombs. Having trained as a chemist, he is 
a professional in his field. It is therefore of little surprise that he is highly 
placed on the targeting list for armed UMA. On at least two occasions the 
CIA thought they had managed to kill him but he managed to evade the 
attacks. Since the deputy leader of AQAP was killed in another attack due to 
lax security measures when using a mobile phone, AI-Asiri has gone to 
ground. 

The major concern is that he is passing on his skills to others, who may 
then use those to continue the AQAP international campaign irrespective of 
whether AI-Asiri manages to avoid being killed. To date AQAP has proven 
to be a robust organization that has still continued to function even when 
several of its high-profile leaders have been killed. 
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In one of their more obvious attempts to send out a message of defiance, 
AQAP conducted an attack against the Yemeni intelligence authorities in 
June 2010. Eleven people, including a child, died in the attack which saw 
some of its members freed from captivity. The attack happened just after 
dawn and involved four men carrying machine guns and rocket-propelled 
grenades. 

For the United States any developments in the Yemen that saw AQAP 
gain a greater foothold in the country were an obvious source of anxiety. This 
would allow AI-Asiri to have greater freedom of manoeuvre. It would also 
allow him to train other potential bomb-makers. While some Al Qaeda 
franchises clearly focused on domestic activities, AQAP made their 
international and regional intentions clear. 

With the origins of the group partly anchored in Saudi Arabia it was also 
likely that any increased Al Qaeda presence in the Yemen would have also 
worried the leadership in Jeddah. In one specifically intense period at the 
start of June 2011 the United States was undertaking armed UMA attacks in 
the Yemen at a rate of nearly one a day. Abyan Province was an area that 
received at least six attacks in that period. 

The third factor was driven by the levels of instability in the Yemen and 
the impact on the country of the Arab Spring. That provided a huge 
opportunity for AQAP to try to consolidate its hold on various areas in the 
south of the country. A brief attempt to establish a new state-within-a-state 
in southern Yemen was eventually overcome by the Yemeni security forces. 

Recapturing the land occupied by AQAP took time as elite units of the 
Yemeni armed forces had to divide their time between putting down the 
spontaneous uprising against President Saleh that occurred as a result of the 
Arab Spring and other long-standing sub-regional grievances existing 
between tribes that occupy the north and south of the country. The country 
also suffers from the effects of a demographic bulge with many of its citizens 
being below 35 years of age. 

The lack of employment and the inadequacies of the Saleh regime 
provided some of the catalytic points behind the protests that engulfed the 
country in 2011. Add to this toxic mix the Yemen's struggle to find sufficient 
ground water to supply its growing population and the reasons why the 
Yemeni government was grateful for United States intervention in the form 
of armed UMA strikes is understandable. With the Yemeni government 
preoccupied, the Americans had to step up the use of armed UMA in order 
to place pressure on AQAP. Public statements from the United States 
indicating that the Yemeni government have sanctioned the strikes against 
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AQAP and perhaps even provided vital intelligence information are denied 
by government officials in the capital Sana'a. 

While the figures provided in the table above are sourced from the 
reputable Long War Journal, problems do exist in being certain about the 
exact nature of the attacks. Some may be falsely attributed to armed UMA. 
The United States has been known to target some terrorist training camps in 
the Yemen and elsewhere with cruise missiles fired from submarines. These 
are largely covert operations. It may therefore suit the White House for the 
numbers to be incorrectly attributed by non-governmental organizations. 

Air strikes also occur over the areas where AQAP are active. These are 
conducted by the Yemeni Air Force. This shows the Yemeni government is 
also able to play its role in trying to ensure terrorist training camps do not 
gain a significant foothold in its country. The fear that they will replace the 
camps in Pakistan is very real. Migrations of key Al Qaeda leaders from 
Pakistan into the Yemen have also been noted. 

After the failure of Al Qaeda to exploit the security lacuna in the Yemen 
brought about by the uprisings associated with the Arab Spring, the group 
has inevitably turned to an asymmetric approach to its campaign. Up until 
the end of July 2013 over 320 attacks had taken place inside the Yemen, 
according to figures produced by IHS-Jane s. If things were to continue at 
this rate nearly 550 attacks would occur in 2013. This total would almost 
equal the total number of terrorist attacks in the country up to the end of2012. 

To make such a turnaround in a single year is quite a feat and risks placing 
the Yemen into a situation very like what is happening in Pakistan. For the 
first time in history the rate of terrorism attacks in the Yemen has exceeded 
that in Pakistan on the basis of number of attacks per head of population. 
This is one of many indicators that can be used to look at the prevailing 
security situation in a specific country. In Pakistan 1,084 attacks were 
reported by IHS-Jane s up to the middle of July 2013. Given its population 
of 176.7 million in contrast to the Yemen's 24.8 million, the 320 attacks over 
the same period in the Yemen is a very worrying trend. 

One specific individual who was also targeted by the United States in the 
Yemen was Anwar al-Awlaki. He was a United States citizen who became a 
radical preacher and took up residence in the Yemen. He was reported to be 
heavily involved in the magazine known as Inspire that is published by 
AQAP. He was killed by an armed UMA strike on 30 September 20 II. Two 
weeks later his 16-year-old son was also killed in a similar strike in the 
Yemen. The death of Awlaki's son and also AI-Shihri are unlikely to mark 
the end of armed UMA strikes in the Yemen. 
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Analysis of Relationship 
Between Armed UMA Attacks 

and Strikes Against NATO 
Tankers in Pakistan 

For the Taliban avenging the anned UMA strikes against their colleagues in 
the North-East of Pakistan poses a problem. Who do they retaliate against? 
Attacks on the Pakistani security forces who the Taliban can allege are 
colluding with the Americans offers one approach. Attacking NATO forces 
just over the border in Afghanistan provides another. However, there is a 
much more visible way of exacting revenge for the deaths of their colleagues 
and any civilians who have been caught up in the violence. That is to attack 
convoys of NATO tankers as they move fuel supplies from the maritime hub 
in Karachi overland into Afghanistan. 

Figures released by NATO show that around 100 tankers cross the border 
from Pakistan into Afghanistan every day. They carry an average of 13,000-
15,000 gallons of fuel. Afghanistan has no indigenous reserves of fuel, so 
every litre required by NATO has to be brought in from overseas. They are 
accompanied by another 200 trucks carrying other supplies. 

Due to the terrain in the area the convoys have little freedom of 
manoeuvre when it comes to choosing alternative routes. Two major 
crossing-points have been in regular use. One is Torkham on the Khyber Pass 
and the other is Chaman in Balochistan. With such restricted routes, the 
tankers provide easy prey for Taliban fighters on both sides of the border. 
Tactics vary from intimidation of drivers through executions of those 
captured at the wheel of a NATO tanker to laying IEDs on the roads with the 
aim of killing those involved and also destroying the cargo. In one attack to 
the north of Kabul in July 2012 at least twenty NATO fuel tankers were blown 
up at an overnight staging post. 
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While such events do occur quite frequently with a total of 283 attacks 
having been reported by the South Asia Terrorism Portal over the period from 
2008 to the end of July 2013, a valid question to ask is whether there is any 
correlation with armed UMA strikes in Pakistan. 

Year NATO Tanker Attacks UMAStrikes 

2008 8 41 
2009 25 54 
2010 100 129 
2011 113 79 
2012 20 53 
2013 17 16 
Total 283 372 

Table C.l: The rate of attacks on NATO tankers in Pakistan 

Looking at Table C.l from a superficial viewpoint there does appear to be 
some degree of correlation between the two sets of figures. They are not 
different by an order of magnitude and aside from the slight departure in 2011 
when the UMA strikes go down and the NATO attacks slightly increase, the 
overall trends are broadly similar. Indeed, it is possible to suggest from the 
figures that the attacks on NATO tankers do follow a broad trend allied to 
the rate of armed UMA strikes. 

Analysis of a detailed month-by-month comparison actually reveals 
periods of time where it would be possible to suggest that the attacks on 
NATO tankers follow a profile that would be expected if a tit-for-tat strategy 
was being adopted by the Taliban. The correlation between the two profiles 
is 0.64; a number that implies some form of causal relationship between the 
two data sets. 

However, a deeper look into the figures reveals some other factors that 
need to be considered. The armed UMA strikes in Pakistan mainly occur in 
areas away from the NATO tanker routes. The profiles of damaging attacks 
discussed in Appendix A show that even on the ground, retaliation does not 
simply occur at a local level. In some cases that would be very difficult as 
local security forces are often not present. 

The detailed figures do show a time lag between the start of Taliban 
attacks on the NATO convoys and the increasing rate of armed UMA strikes. 
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Once they caught up, however, there did not seem to be any motivation to 
go beyond a strategy that is reminiscent of 'an eye for an eye'. This is an 
approach often adopted by Al Qaeda and one for which they have some 
theological justification in the way in which they interpret the Holy Quran. 
As anned UMA strikes peaked in Pakistan in 2010, the rate of attacks on 
NATO tankers levelled off. As armed UMA strikes decreased in 2011 there 
was a small time delay as the attacks against NATO tankers continued. 

In November 2011 that all changed when Pakistan stopped NATO using 
its territory to re-supply its forces in Afghanistan. This was in retaliation for 
an attack mounted by United States forces on two military outposts in 
Pakistan that cost the lives of twenty-eight Pakistani soldiers. It was a new 
low point in the already troubled relationship between the Pakistani 
government and the United States. 

In December 2011 there were no armed UMA strikes in Pakistan as the 
United States government sought not to fan the flames of an already difficult 
situation. The hiatus lasted for a few months. The disruption of the routes 
created a huge problem for NATO as for the previous ten years they had 
provided the means by which 75 per cent of the ammunition and foodstuffs 
used in the campaign had been brought into Afghanistan. During that time 
NATO had to open supply routes from the north into Afghanistan. These were 
much longer and yet paradoxically safer until the tankers crossed into 
Afghanistan. 

For Pakistan, however, the suspension of the supply routes was always 
going to be a temporary measure as the country could not afford to lose the 
income generated from the movement of the fuel. Reports emerging at the 
time suggested that Pakistan was asking for $1 M a day as a fee. In return 
NATO requested greater security as the trucks transited the country. Once 
Pakistan restored the supply routes in May 2012, the insurgent attacks on 
NATO tankers and re-supply convoys soon resumed. 

Of course, the picture that emerges from the data could be misleading. 
The implication is that the Taliban hierarchy actually takes steps to attack 
NATO tankers. Given their resources, maintaining such a campaign is not 
difficult. It is not resource-intensive. Groups based near to the supply routes 
would not find it hard to keep up attacks. That is fine for groups closely allied 
to the Taliban based in the North-West Frontier Province areas. However, 
NATO tankers also operate on routes that avoid those areas, preferring to 
journey through Balochistan on a more direct route into Afghanistan from 
Karachi. 
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Year Balochistan FATA NWFP Misc. Total 

2008 2 2 4 0 8 
2009 14 3 8 0 25 
2010 64 16 12 8 100 
2011 60 37 10 6 113 
2012 9 10 0 1 20 
2013 8 7 2 0 17 
Total 157 75 36 15 283 

Table C.2: Geographic distribution of attacks on NATO tankers [Source: 
South Asia Terrorism Portal] 

Table C.2 shows the geographic distribution of attacks on NATO tankers. It 
shows that over half the attacks took place in Balochistan. This is a place 
where no armed UMA strikes have ever been conducted by the United States. 
It is a region with its own specific insurgency problem. Yet it is the area where 
attacks on NATO far outstrip anything in the FATA or NWFP. 

The figures in Balochistan mirror the shape of those for the UMA strikes. 
Peaking at sixty-four in 20 II, the figures tail away as the armed UMA strikes 
decrease from their peak illustrated in Table C.I. By October 20 II over 254 
vehicles had been burnt in what at the time was estimated (fairly accurately) 
to be 112 attacks. Eleven of those took place in Quetta, the provincial capital 
of Balochistan. 

All the attacks took place in ten of the twenty-six districts ofBalochistan 
with the majority occurring in the Qalat division which is in the centre of the 
province. Here ninety NATO tankers were torched in sixty separate attacks 
since NATO intervened in Afghanistan. Across the whole ofBalochistan fifty 
people had also been killed and thirty-six injured up to the end of September 
20 II. The figures were confirmed by political sources when in 20 II the 
Home Secretary of Balochistan noted in a statement that 136 NATO tankers 
had been destroyed in fifty-six attacks resulting in thirty-four deaths and 
twenty-three people being wounded. Being a NATO tanker driver was clearly 
a hazardous occupation. 

What does Table C.2 suggest? Despite the obvious correlation between 
the rate of attacks on NATO tankers in Balochistan it would be hard to 
suggest that somehow the Balochi insurgency was in some way exacting 
revenge on behalf of their brothers who were under attack in the sanctuaries 
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of North-West Pakistan. The objectives of the two insurgencies are somewhat 
different. The Balochis have long sought to create an independent 
Balochistan. Their motivations for attacking NATO convoys are unlikely to 
be directly related to the objectives of the Taliban in the north-west of the 
country. What is more likely is that the Balochis see the attacks on NATO 
tankers as a relatively simple and low-cost way of highlighting the 
deficiencies in the Pakistani security situation in Balochistan. 

What these figures do not reveal is the degree to which the various routes 
have been prioritized by NATO. Given the results, it seems likely that NATO 
have been biased towards sending the majority of their fuel through the 
shortest possible route through Balochistan. The other routes up to the 
Khyber Pass are longer and hence provide more opportunities for the convoys 
to be intercepted. They are also through the more remote areas of Pakistan 
where the central government has less control. Deals to potentially buy local 
security from militias in the transit areas are unlikely to provide the kind of 
security needed. Some may even have been reneged upon by local people 
who in the past had been happy to be paid to provide security for the convoys 
as they transited their areas. 
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